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FAIG CONSTAR que aquest treball, titulat “Aplicacions maobils en salut:
criteris per al desenvolupament | avaluacio de la qualitat”, que presenta

Pere Llorens Vernet per a l'obtencié del titol de Doctor, ha estat realitzat

sota la meva direccid al Departament de Psicologia d'aquesta universitat.
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Agraiments

Com ha acabat un enginyer telematic fent el doctorat en un grup
de psicologia? Quan ho explico moltes persones se'm queden mirant amb

cara de sorpresa, pero tot té una historia.

Encara no havia ni acabat la carrera (estava en el meu darrer any)
I ni tan sols tenia del tot clar que faria després, pero tot va canviar guan em
van explicar d'un grup de recerca que buscava persones per desenvolupar
aplicacions mobils de salut. Vaig pensar que seria una bona manera de
comencar a treballar de lo meu i agafar experiéncia, amb aguesta idea em
vaig ficar en contacte amb ells i hi vaig anar a parlar. Si, era el grup ALGOS,
eren totalment desconeguts per mi perd que a partir de llavors marcarien
una bona part de la meva vida i fins ara. La resta es historia, vaig estar

anys fent aguesta mateixa feina fins que vaig fer el salt a realitzar la tesi.

En primer lloc haig d'agrair al Dr. Jordi Mird, director del grup i
d'aquesta tesi, per donar-me l'oportunitat d'incorporar-me al grup i poder
participar en els projectes de noves tecnologies per a la salut
desenvolupats, com també proposar-me realitzar la tesi doctoral. La seva
guia durant tot aquest procés han sigut imprescindibles per poder realitzar
la tesi i tambeé m'ha ajudat a desenvolupar la meva capacitat com a

investigador.

Com no podria ser de cap altra manera, tambe vull agrair a tots els
membres del grup ALGOS que m'han acompanyat al llarg de tots aquests

anys. Primer tots els meus companys enginyers en el grup. Comencant pel
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Homan amb qui he aprés moltissimes coses, no podria saber programar
tant beé sense haver-te conegut. El Gerard, gran company de la carrera |
amb qui vaig entrar al grup, no esta malament tenir una cara coneguda
quan vas a un lloc nou. | el Youssef, un crac, perfeccionista a mes no poder,
amb gent com tu al costat un es motiva a millorar. També a les companyes
i company de comunicacio. L'Anna, una bona companya, encara recordo
els temps de barallar-nos amb la primera web del grup | que tot funciones
bé. La Lluisa, amb qui sempre m'he compenetrat molt bé, ets
extremadament simpatica | sempre estas disposada a donar un cop de ma
quan faci falta. | la Mariona i I'Oriol, va ser per poc temps | no ens vam
poder veure gaire pero almenys vaig poder gaudir de la vostra companyia
durant un temps a mes de fer una calgotada amb cadascu. Per dltim, pero
no menys important a les psicologues i psicolegs del grup. La Cat, una
persona amb un gran cor i molta empatia, sempre tens una paraula amable
amb tothom | transmets molta energia. La Rocio, decidida, sempre amb
molta iniciativa, treballadora a més no poder, la viva imatge de qué amb
esforg pots aconseguir tot allo que et proposis. El Santi, no he conegut
persona mes divertida | alegre, amb tu al costat tots els mals desapareixen,
com enyoro els riures que ens féiem. El Rubén, el meu company de batalla
I subministrador oficial de memes de la tesi, no hi ha res millor que posar
humor als moments durs. Gracies per estar alli, de veritat, se m'hagués fet
molt més dificil arribar fins aqui sense el teu suport. L'Ester. membre del
feam dinar, ets una persona meolt decidida, atrevida i que no s'atura davant
de res, amb molt caracter perd també amb un gran cor. L'Eli, també

membre del feam dinar, sempre tens les idees molt clares i ets una de les
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persones amb mes capacitat de saber-se organitzar que he vist. Elena, ets
correctissima per davant de tot, mai tens una paraula més alta que una
altra i sempre tractant de ser amable amb tothom, cosa molt complicada
de fer. La Lorena, una persona amb molta capacitat d'abstraccio |
concentracio quan es fica a treballar | aixd s una gran virtut. La Meritxell,
reservada al principi peré molt simpatica, amable i treballadora a més no
poder. La Jessica, persona amb molta personalitat i que té clars els seus
objectius. | la ultimissima incorporacié, el Josep, poc ens coneixem encara

pero de bones a primeres diria que ets molt simpatic.

Per altra banda també vull agrair a tota la meva familia. Els meu
pare Hafael | la meva mare Nuri, la meva germana Yolanda i la seva parella
Albert | tambe el meu germa Rafel i |a seva parella Elena. A tots vosaltres
gracies pel vostre suport, afecte i totes les divertides estones gue passem
junts. Per ultim perd no menys important la meva gosseta Pruna, per la

teva gran companyia i el teu amor incondicional.

Tambeé a tots els que m'heu acompanyat durant tot aguest temps i
ajudat de forma més directe o indirecte, us dono les gracies a tots i a totes

de tot cor!

Aquesta tesi doctoral s’ha realitzat amb el suport parcial d'una beca
predoctoral (2017F1_B_00056, 2018F1_B1_00158 i 2019F1_B2_00151)
cofinancada per la Secretaria d'Universitats i Recerca del Departament
d’'Empresa i Coneixement de la Generalitat de Catalunya, i la Unié Europea

(UE) a través del Fons Social Europeu (FSE).
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Aquesta tesi doctoral s'ha realitzat en el marc del grup de recerca
ALGOS. La seva estructura es divideix en dues parts, una tedrica i una
altra practica. La primera recull i de forma resumida presenta informacio
basica, la base sobre la qual es va concretar aguesta tesi i la recerca
relacionada. La segona presenta els detalls de la recerca realitzada, la

essencia del com i els resultats obtinguts.

Especificament, la part tedrica detalla 'estat actual dels sistemes
de salut | els seus principals desafiaments, aixi com una visio general del
seu futur més immediat. En aguest context, es descriu com s'han introduit
les noves tecnologies amb el qué s'anomena salut mobil, | la seva
rellevancia en aquest sector. Especificament, s'explica I'lUs que s'esta fent
de les aplicacions mobils de salut, els seus beneficis, com tambe els
inconvenients potencials. Més endavant, es detallen quines mesures |
iniciatives han sorgit per tenir un control de la qualitat d'aquestes
aplicacions mobils. Finalment, s'explica la necessitat d'identificar els criteris
a seguir i establir una guia general de qualitat per a les aplicacions mobils

de salut.

A la part que agui anomenen practica es presenten els objectius
dels estudis que s’han realitzat i, de forma resumida, els métodes utilitzats.
En la seccid de resultats es mostren, en la seva totalitat, els diferents
estudis que formen part d'aquesta tesi. En la seglent seccié es valoren |
es fa una discussio general dels resultats dels estudis, les principals
limitacions | possibles futures linies d'investigacio. Finalment, es presenten

les principals conclusions que es deriven de la feina feta en aquesta tesi.
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1. Introduccio

1.1. Sistemes de salut: situacio actual i reptes

El sistemes publics de salut de tot el mon tenen que fer front a
importants reptes, entre ells 'envelliment de la societat, I'increment de les
malalties croniques i 'augment de la poblacio (Ministerio de Sanidad,
2018). Ens trobem en una societat cada vegada més envellida per
l'augment de 'esperanca de vida, aixdo comporta que, en general, aguesta
poblacid més envellida, necessita mes atencions per mantenir el seu
benestar i una bona qualitat de vida (Roser, Ortiz-Ospina, & Ritchie, 2020).
Gracies a la millora de |la sanitat, malalties que abans resultaven mortals
ara s’han convertit en cronigues, aixo fa que les persones directament
afectades necessitin una atencio sanitaria continua, també mes complexa,
I sovint forga més costosa en termes de despesa economica (Hajat & Stein,
2018). Un altre problema afeqgit és que, en les ultimes décades. hi ha hagut
un gran increment en la poblacié, de tal manera gue hi ha mes persones
que fan us del sistema sanitari (United Nations - Department of Economic

and Social Affairs, 2019).

La combinacio d’'aguestes diferents forces ha provocat que, en els
ultims anys, s’hagi produit un gran increment de la demanda dels serveis
sanitaris, en ocasions provocant la seva saturacio, com també un augment
considerable enla despesa (OECD, 2019; Watt, Charlesworth, & Gershlick,
2019; Xuetal., 2018). 1, és aixi, que els sistemes sanitaris son cada vegada
més dificils de mantenir i en ocasions es demostren incapacos d'oferir els

serveis de gualitat que la gent necessita (World Health Organization, 2018).

4
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Aquestes problematiques també tenen efectes en els propis especialistes
sanitaris, fent que aguestes persones demostrin nivells alts d'esgotament
(Shanafelt et al., 2012), dificultant que puguin continuar oferint un bon |
adeqguat servei assistencial. Cada regio té les seves particularitats, pero
cada vegada &s mes dificil no nomes millorar I'atencié sanitaria sino el sol
fet de mantenir una cobertura sanitaria de qualitat (National Academies of

Sciences, 2018).

El sector sanitari s’enfronta a un futur cada vegada mes incert, ja
que per fer-hi front, ha de donar resposta a un conjunt de reptes molt
importants que a I'hora s’ha demaostrat de molt alta complexitat. Els reptes
mes urgents que s’ha proposat assolir 'Organitzacié Mundial de la Salut
son: (1) aconseguir una atencid sanitaria mes justa, (2) millor accés als
medicaments, (3) invertir en els treballadors sanitaris, (4) donar
protagonisme a la salut en el debat sobre el clima, (5) prestar serveis de
salut en situacions de crisis, (6) aturar les malalties infeccioses, (7)
preparacié per a epidémies, (8) protegir a les persones de productes
perillosos, (9) guanyar-se la confianga de la poblacio, (10) protegir els
adolescents, (11) proteqgir els medicaments, (12) mantenir neta l'atencio
sanitaria i (13) aprofitar les noves tecnologies (World Health Organization,

2019, 2020).

La desigualtat socioecondomica a nivell mundial afecta en la forma
en que s'hi pot fer front per tal de tenir una bona i justa atencio sanitaria

(Pickett & Wilkinson, 2015). Una de les eines que s'estan fent servir en els
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ultims anys per tal de millorar aquesta situacio son les anomenades noves

tecnologies de la informacié i de la comunicacio.

1.2. Tecnologies de la informacio i de la comunicacio

Les noves tecnologies de la informacié i de la comunicacio (TIC)
fan referéncia a un concepte dinamic i es redefineixen constantment pero,
en general, son tecnologies gque emmagatzemen, recuperen, manipulen,
transmeten o reben informacio electronicament en forma digital (Zuppo,
2012). L'us d'aquestes tecnologies en la practica sanitaria és el que
s'anomena salut electronica o eSalut (en angles electronic health o
eHealth) (Eysenbach, 2001). No hi ha una unica definicié per aquest
concepte perd, en general, aquest camp cobreix tots aquells processos
electronics | digitals en salut (Oh, Rizo, Enkin, & Jadad, 2005). Aquestes
noves tecnologies estan demostrant ser realment clau per a I'ambit sanitari,
ja que aporten beneficis en la logistica i I'atencio al pacient. Per exemple,
contribueixen al facilitar la disponibilitat i I'Us d’'una amplia gamma d'eines
per millorar el diagnoéstic | tractament de les persones (Hanseth & Bygstad,

2015).

Pels beneficis que aporten s’han anat introduint en 'ambit de la
salut (Zheng, Gaff, Smith, & Delisle, 2014). Sobretot en els ultims anys és
quan ha sorgit amb molta forga un nou camp que fa Us de les tecnologies
mobils, que s'estan establint com una alternativa viable per a poder millorar

| fer més accessible I'assisténcia sanitaria (Price et al., 2014).
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1.2.1. Salut mobil

L'Us de les tecnologies mobils per a la gestidc de la salut i el
benestar de les persones, s el que s'anomena salut mobil. El concepte de
salut mobil o mSalut (en anglés mobile health o mHealth) (Adibi, 2015) és
definit per I'Organitzacié Mundial de la Salut com “practiques médigues |
de salut publica recolzades per dispositius mobils, com ara teléfons mobils,
dispositius de monitoritzacid de pacients, assistents digitals personals i
altres dispositius sense fil" (World Health Organization, 2011; pag. 6). Per
tant, el camp de I'mHealth ha sorgit com un subsegment de I'eHealth on

s'han implantat I'us de les tecnologies maobils en I'ambit de la salut.

En aguests darrers anys i amb els dltims avencos tecnologics van
aparéixer els dispositius mobils. Les estimacions oficials actuals han
revelat que hi ha més dispositius mobils que persones al mén i la taxa de
penetracio a la poblacidé continua augmentant (GSMA Intelligence, 2019).
Aquesta gran implantacié de les tecnologies mobils, permet disposar d'un
nou recurs que ha obert amplissimes possibilitats. Precisament, I'extensié
en |'is d'aquestes tecnologies en la societat, s'esta aprofitant per millorar
I'eficiencia dels sistemes publics de salut, oferir nous serveis d'assisténcia
sanitaria | d'aquesta manera millorar la qualitat de I'atencié que reben les
persones (Grady et al., 2018). Aquestes noves eines estan millorant
I'assisténcia sanitaria tant en paisos d'alts ingressos, com també permet
oferir serveis sanitaris adequats en paisos que es troben en vies de
desenvolupament o amb infraestructures insuficients (Bastawrous &

Armstrong, 2013). Mitjancant I'ds de les aplicacions mobils gue s’han
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desenvolupat per als dispositius mobils és el que permet oferir totes

aquestes millores en salut (Bhattacharya, Kumar, Kaushal, & Singh, 2018).

1.2.2. Aplicacions mobils de salut

Les aplicacions mobils, també anomenades apps. son programes
informatics dissenyats per funcionar i oferir servels en tot tipus de
dispositius mobils (p.ex., teléfons intel-ligents o tauletes) (Flick &
Morehouse, 2011). Les apps de salut son les destinades especificament a

oferir utilitats i serveis en I'ambit de la salut.

Les aplicacions mobils de salut son una de les principals solucions
mHealth, arribant a haver-hi apps dirigides a practicament tot tipus de
problemes de salut (p.ex., dolor, diabetis, alzheimer, cancer; (Kebede &
Pischke, 2019; Kessel, Vogel, Schmidt-Graf, & Combs, 2016; Wozney et
al., 2018; Zhao, Yoo, Lancey, & Varghese, 2019)). En els ultims anys hi ha
hagut un gran increment en el nombre d'apps; informes recents senyalen
que existirien fins a 325000 apps de salut diferents (Hesearch2Guidance,
2017). Les previsions per als proxims anys indiquen un gran creixement en
el mercat d'apps de salut. Tant és aixi que I'any 2018, aguest mercat estava
valorat en 12400 milions de dolars i s'espera que per I'any 2025 ja sigui de
236000 milions, amb un CAGRH (i.e., taxa de creixement anual compost;

(Investopedia, 2019)) del 459% durant aquest periode (Research and

Markets, 2019).

El gran creixement d'aplicacions mobils de salut ha multiplicat el

seu us (Accenture, 2018a, 2018b). No solament pacients, també els
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mateixos professionals de la salut les estan adoptant | emprant en la seva
practica clinica (p.ex., per a monitoritzar a distancia la salut de pacients
cronics; (Chen, Lieffers, Bauman, Hanning, & Allman-Farinelli, 2017; El
Amrani, Oude Engberink, Ninot, Hayot, & Carbonnel, 2017). Cada vegada
s'estan utilitzant més i fins hi tot s’estan prescrivint apps a pacients per fer
tractaments (p.ex., per a realitzar el seguiment del tractament per la
diabetis i hipertensio; (Byambasuren, Sanders, Beller, & Glasziou, 2018;
Gagnon, Ngangue, Payne-Gagnon, & Desmartis, 2016)). Aquesta
proliferacid d'apps en combinacié amb el seu potencial, esta permetent
millorar la qualitat de vida de les persones (Pappot et al., 2019; Thurnheer,

Gravestock, Pichierri, Steurer, & Burgstaller, 2018).

Existeixen molis tipus d'apps de salut, amb objectius diversos, com
també destinades a ser utilitzades per diferents tipus d'usuaris. Aquestes
apps solen ser especifiques d'una problematica, s'adequen al seu usuari
objectiu | van dirigides exclusivament a pacients i professionals de la salut
(p.ex., pacient amb cancer o especialista en pediatria) (Adibi, 2015; World
Health Organization, 2011). Pero, en general, per les diferents funcions que
tenen ens permet fer-ne Us per: (1) cercar i tenir accés a informacio, (2)
donar suport al diagnostic i tractament, (3) comunicar-se amb professionals
de la salut, (4) monitoritzar a distancia el/s problema/es de saluti (5) recollir

dades de forma remota (Adibi, 2015; Vital Wave Consulting, 2009).

1.2.3. Beneficis en I'us de les aplicacions de salut

Els sistemes de salut publics de tot el mon s'estan beneficiant de

I'Us de les aplicacions mobils (Bhattacharya et al., 2018). El fet més influent
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en aquest us generalitzat, és que les apps de salut han demostrat ser una
bona manera de proporcionar serveis sanitaris a persones en llocs remots
que ftenen dificultats per accedir a aguests serveis (World Health
Organization, 2011). També han mostrat alguns avantatges economics
respecte a les formes tradicionals d'atencié sanitaria. Faciliten l'accés a
tractaments per a pacients amb ingressos baixos doncs, entre altres coses,
redueixen la freqiéncia de visites a l'especialista (Ernsting et al., 2017;
Ventola, 2014). També alleugereix la pressio sobre els sistemes de salut,
optimitzant serveis i reduint costs (Adler-Milstein et al., 2013). Per exemple,
en el tractament dels pacients cronics, al reduir aguesta necessitat de
visites presencials continuades (Balapour, Heychav, Sabherwal, & Azuri,
2019). Les aplicacions mobils de salut també s'han demostrat que milloren
el compliment del tractament, gracies a que faciliten el seguiment |
adheréncia a les prescripcions terapeutiques (Pérez-Jover, Sala-Gonzalez,
Guilabert, & Mira, 2019). El fet que el pacient pot registrar tota la informacio
important per al seu tractament a l'instant, permet mostrar les seves dades
de salut en temps real, i per tant oferir un millor servei (de la Vega & Miro,
2014; de la Vega, Roset, Galan, & Mird, 2018; Hamine, Gerth-Guyette,
Faulx, Green, & Ginsburg, 2015). |, aixi, es pot fer un seguiment molt més
exhaustiu | una monitoritzacio en temps real del pacient, a més de poder
donar suport al tractament a distancia i amb meés rapidesa. Tot aixo
repercuteix en una millora de la qualitat de vida del pacient, ja que rep una
millor atencié sanitaria (de la Vega et al., 2018; Ernsting et al., 2017;

Hamine et al., 2015).
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Les aplicacions mobils de salut també milloren la coordinacié
assistencial ja que les dades del pacients sén més facilment accessibles |
poden ser compartides entre els diferents professionals | serveis de salut,
afavorint una millor atencio al pacient (Bhattacharya et al., 2018; Lu et al.,
2018). Tanmateix, també contribueix positivament al sistema public de
salut ja que fent Us d'aquestes tecnologies en el seu dia a dia, li permet ser
capac d'oferir un millor servei, mes personalitzat i arribar a més persones
(Hanseth & Bygstad, 2015; Ventola, 2014). La Taula 1 presenta de forma

resumida els beneficis de les apps de salut.

Taula 1. Beneficis de I'us de les aplicacions mobils de salut

Categoria Benefici

Economics

Accedir a tractaments des de llocs
remots

Reduir els desplacaments tant dels metges com
dels pacients

Optimitzar els recursos sanitaris al no ser
necessari tantes visites al metge

Execucio i
adherencia al
tractament
Millorar I'accessibilitat a recursos i informacio
sobre salut per resoldre dubtes
Facilitar la comunicacié pacient-metge
Contribuir al registre de dades de salut en temps
real
Contactar amb persones amb |a mateixa situacio
més facilment
Realitzar el tractament majoritariament a distancia
Seguiment del

pacient
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Accedir facilment a la informacié clinica
Monitoritzar en temps real I'estat del pacient

Contribuir al suport al pacient a distancia

Per tots aquests grans avantatges que ofereixen i les seves
funcionalitats, les aplicacions mobils de salut estant tenint un gran impacte
en millorar I'atencio de la salut en el mén (Vital Wave Consulting, 2009).
Per exemple, un dels camps en el que les apps de salut estant tenint més
repercussio s amb les persones amb problemes cronics de salut (un 569%
de les apps de salut va dirigit a aquest tipus de pacients
(Hesearch2Guidance, 2016)). Segons estudis recents, almenys un 30% de
la poblacio pateix algun problema daguest mena (p.ex.. depressio,
diabetis, hipertensid, dolor). A Catalunya, el 38% de la poblacié major de
15 anys n'esta afectada (Generalitat de Catalunya. Departament de Salut,
2019), mentre que a Espanya és el 31% dels majors de 16 anys (Instituto
MNacional de Estadistica - Espana, 2019). A nivell internacional les dades
s0n molt similars, a la Unié BEuropea el 33% de les persones amb 16 anys
o més (OECD/EU, 2018) i als paisos que pertanyen a I'Organitzacié de
Cooperacio | Desenvolupament Economic (OECD) és el 31% de les
persones amb 15 anys o més (OECD, 2019). L'estimacio s que per l'any
2030 hi hagin un total de 52 milions de morts en el mén per aquests tipus

de malalties croniques (World Health Organization, 2014).

Malgrat la gran repercussio que estant tenint les apps de salut, fa

relativament poc temps que s'estan utilitzant. Tot i que hi ha evidencia
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abundant que contribueixen a millorar la qualitat de vida, no hi ha encara
prou dades sobre els seus efectes a llarg termini (Marcolino et al., 2018).
Per tant, encara hi ha plantejats dubtes, raonables, sobre els efectes de les

apps en la salut de les persones, sobretot a llarg termini.

1.2.4. Risc en I'us de les aplicacions de salut

La gran popularitzacié dels dispositius mobils ha permés en els
darrers anys, estendre I'Us de les aplicacions mobils de salut de forma molt
considerable en la societat (GSMA Intelligence, 2019;
Hesearch2Guidance, 2017), fet que ha portat molts beneficis, com hem vist
anteriorment. Pero, el fervor tecnologic que desperten aquestes apps
provoca -sense voler-ho- que apareguin problemes que poden passar
desapercebuts. Pot resultar dificil saber si una app s de qualitat, té les
funcions esperades | realment fa el qué indica (Larson, 2018).
Particularment greu és I'as d'apps no validades i que promouen propostes
que no estan fonamentades en evidencies cientifiques (Akbar, Coiera, &
Magrabi, 2020; Lewis & Wyaitt, 2014). Aixo fa que les persones que utilitzen
les aplicacions mobils de salut estiguin exposades a certs riscs gque els
puguin provocar perjudicis, en ocasions fins i tot importants (p.ex., la falta
d'eficacia del tractament, diagnostic erroni, proporcionar informacio
incorrecta, fer un seguiment inadequat de la salut del usuari o un mal us de
les seves dades personals (Akbar et al., 2020; Balapour et al., 2019)).
Aquests riscos impliquen tant la integritat de la salut personal com tambeé

la seguretat informatica, privacitat, usabilitat, utilitat i la validesa del
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contingut que ofereixen les apps (Kamel Boulos, Brewer, Karimkhani,

Buller, & Dellavalle, 2014; Lewis & Wyatt, 2014; Singh et al., 2016).

Hi ha multiples estudis que han revisat la qualitat de les aplicacions
mobils de salut i les conclusions no son gaire positives en cap cas,
detectant molts casos de apps de baixa qualitat. Per exemple, en un estudi
sobre 'estat de |la privadesa i la seguretat de la informacio en les apps, els
autors informen que un 96% presenten importants deficiencies, fet que
suposa un perill potencial per a la proteccido de les dades personals dels
usuaris (Dehling, Gao, Schneider, & Sunyaev, 2015). Igualment, en un
estudi sobre com la falta d'evidéncies | com aquestes afecten a la qualitat
de les apps, es mostren multiples problemes relacionats amb la seva utilitat
I usabilitat (Buijink, Visser, & Marshall, 2013). Una revisio recent sobre les
aplicacions mobils relacionades amb el dolor, va identificar-ne un total de
283 de disponibles en les botigues d'aplicacions mobils, i la gran majoria
d'elles no havien passat proves d'usabilitat | validacio (de la Vega & Miro,
2014). En un estudi semblant, en el que es van analitzar apps relacionades
amb la gestio de I'ansietat, es va comprovar que en el desenvolupament
de la majoria d’aguests apps no hi havia implicats professionals de la salut
(Sucala et al., 2017). Es significatiu que un dels estudis més exhaustius
que s’han publicat fins ara, analitzant les aplicacions mobils de salut
acreditades per la National Health Service del Regne Unit, s’haguessin
detectat un bon ndmero de deficiéncies en la major part d'elles (p.ex.,
sense politiques de privadesa i fransmissio d'informacio personal de forma

insegura) (Huckvale, Prieto, Tilney, Benghozi, & Car, 2015; Wicks &
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Chiauzzi, 2015). A la Taula 2 es presenten de forma resumida els

problemes detectats a les apps de salut.

Taula 2. Problemes detectats en les aplicacions mobils de salut

Categoria Problema

Qualitat del
contingut

Proporcionar informacio incorrecta

Donar informacio incompleta

Donar resultats erronis en els calculs i
diagnostics

Hesposta inadequada a les necessitats del
consumidor

Usabilitat i utilitat

Mo admet adequadament les tasques dels
consumidors amb mancances en les seves
funcions

Falta de validacio per a I'entrada dels usuaris

Retards en el funcionament

Hesposta inadequada als perills per a la salut

Problemes en les notificacions i les alarmes

Proces de

desenvolupament
Falta dimplicacié d'experis
Mo estar basada en I'evidéncia disponible
Validacio deficient

Seguretat i

privadesa

RHecopilar en excés informacio sensible per a
I'usuari

Emmagatzemar i transmetre informacio de
manera insegura ja que no esta xifrada

Transmetre informacio sensible a tercers sense
consentiment

Falta d'una politica de privadesa clara
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1.3. Desenvolupament i criteris de qualitat per a les

aplicacions de salut

1.3.1. Iniciatives pel control de qualitat de les aplicacions
Davant de |la baixa qualitat detectada en moltes de les aplicacions
mobils de salut (Wisniewski et al., 2019; Wyatt, 2018) i dels riscs que aixo
suposa per a les persones, diferents institucions han ftractat de
desenvolupar sistemes per resoldre aquest problema. En general, les
iniciatives  provenen, (1) dorganitzacions  professionals, (2)
d'organitzacions reguladores i (3) d'investigadors. En el primer grup trobem
entitats que agrupen professionals del sector tecnologic | de salut, que
realitzen diferents accions per tal d'establir una série de recomanacions |
guies pel bon desenvolupament d’'aplicacions de salut. En el segon grup hi
ha iniciatives que impulsen els propis estats per tal de desenvolupar unes
normatives i establir unes regulacions clares per a les apps. Finalment, les
accions empreses per l'ultim grup, estan relacionades amb ambits
especifics de la recerca, de manera que els i les investigadores s'esmercen
intentant desenvolupar instruments per tal de valorar la qualitat de les apps

de salut.

Algunes d’'aquestes iniciatives sorgides per tal d'afrontar i resoldre
la falta de qualitat d'una gran quantitat d'aplicacions mobils de salut sén les

seguents. En el cas de recomanacions i guies, a Catalunya es va aprovar

el Pla de Mobilitat mHealth.cat (Tic Salut Social Foundation, 2015) per
donar suport al desenvolupament de la salut mobil, aixd inclou el portal

AppSalut (TIC Salut Social, 2018). Aquest portal, és un sistema
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d'acreditacio de la qualitat per apps ja existents | una guia per crear-ne de
noves, relacionades amb els ambits de la salut | social (Tic Salut Social
Foundation, 2018). Hi ha altres guies d'aquest estil que s'han creat |
pretenen acreditar les apps de salut, per exemple el Distintivo
AppSaludable (Agencia de Calidad Sanitaria de Andalucia, 2014)
d'Andalusia, Good practice guidelines on health apps and smart devices
(mobile healfth or mhealth) (Haute Autorité de Santé, 2016) de Franca,
Health apps & co: safe digital care products with clearer requlations (IGES
Institut GmbH, 2016) d'Alemanya | Medical devices: software applications
(apps) (Medicines and Healthcare products Regulatory Agency, 2014) del

Hegne Unit.

En l'establiment de normatives 1 regulacions, hi han hagut
iniciatives internacionals per tal de poder regular aquest tipus d'apps |
disposar d'uns criteris unificats. Per exemple, la Comissié Europea va
publicar el Llibre Verd sobre salut mobil (European Commission, 2014), on
es defineix el conjunt de practigues médiques i de salut publica basades
en dispositius mobils que cal seguir en el conjunt de la Unidé Europea. Tot
aixo, per tal d'oferir un marc legal en el qual es pugui garantir la qualitat de
les apps utilitzades per totes les parts implicades. També, l'agéncia Food
and Drug Administration dels Estats Units va publicar la Policy for Device
Software Functions and Mobile Medical Applications (Food and Drug
Administration, 2019) on indica de quina manera es regula les apps de salut
(Yetisen et al., 2014). En aguesta reqgulacié es diferéncia entre les apps

clarament meédiques i la resta, i es concreta que les primeres han de passar
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uns controls molt més estrictes. Una altra proposta que segueix una linia
molt semblant a I'anterior s la Regulation of Software as a Medical Device
(Therapeutic Goods Administration (TGA), 2019) d'Australia. Aguesta,

pretén regular tot aquell programari o apps que siguin dispositius méedics.

Per altra banda i individualment, els investigadors i els grups de
recerca, tambe estan intentant aportar solucions (Nouri, Kalhori,
(Ghazisaeedi, Marchand, & Yasini, 2018), creant eines per a mesurar la
qualitat de les aplicacions mobils de salut. Una d’aquestes iniciatives és la
d'Stoyanov | col-laboradors (Stoyanov et al.,, 2015). El seu treball va
implicar una revisio dels estudis publicats sobre criteris de qualitat explicits
relacionats amb les aplicacions mobils. Fruit de la seva feina és la Mobile
App Hating Scale, una escala per a valorar la qualitat de les aplicacions
mobils de salut. Malgrat ser un aveng, la feina d'aguests investigadors
planteja algunes limitacions importants, ja que es va desenvolupar des
d'una perspectiva molt especifica i forca limitada. Els autors van utilitzar
fonts diinformacié sobre apps de salut perd van deixar de banda alira
informacio rellevant (p.ex., normatives | estandards sobre software de
dispositius medics). L'us de fonts dinformacidc més amplia hauria
augmentat la seva validesa i fiabilitat, per tant, no sembla adequada per a

tois els casos.

Tot i els grans avencos que s'han fet en els darrers anys en el
control de qualitat, encara no hi ha un unic criteri establert per tal de valorar
la qualitat de les apps de salut. Com hem vist anteriorment hi ha moltes

iniciatives i, encara que tenen coses en comu, també tenen molies
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diferéncies entre si ja que estan fetes des de punts de vista diferents. En
consequéncia no hi han uns criteris clars per establir que una aplicacié de
salut és segura d'utilitzar i de qualitat. | aixo dificulta el progrés de forma

segura | eficient d'aquesta area de coneixement.

1.3.2. Necessitat d'una guia general

En un mon globalitzat com I'actual, qualsevol persona pot accedir
a qualsevol tipus d'aplicacio, independentment del pais on s’hagi creat,
suposant un avantatge pero alhora un problema important per 'usuari. Al
no haver-hi cap mena de filtre | control de qualitat generalitzat, es posa en
risc la salut de l'usuari, si I'aplicacidé no és de qualitat, fonamentada en

evidéncies cientificament conirastades.

Per tal de garantir la seguretat de tots els usuaris i que puguin
utilitzar les apps de salut amb plena confianca, s’han de determinar quines
caracteristiques ha de tenir una aplicacio de salut per considerar-la de
qualitat | que sigui facilment comprovable pels mateixos usuaris. Per tal
d'aconseguir-ho, és necessari disposar d'un estandard que sigui una guia
de qualitat per a les aplicacions mobils de salut. Aguesta guia, ha de servir
tant per a ajudar als professionals de la salut, com als pacients |
desenvolupadors a valorar la qualitat de les apps existents com a
desenvolupar-ne de noves. Els professionals de la salut han d'estar segurs
que les apps que utilitzen no causaran cap perjudici als seus pacients i que
no afectaran negativament a la seva practica sanitaria (Boudreaux et al.,
2014; Ventola, 2014). Els pacienis necessiten tenir la seguretat que

I'aplicacié de salut que volen utilitzar, compleix amb uns estandards de
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qualitat minims per tal que no hi hagi cap mena de riscs per a ells (Larson,
2018; Lewis & Wyatt, 2014). Per ultim, els desenvolupadors s’han
d'assegurar que les apps que creen puguin ser utilitzades de forma segura,
compleixen amb el seu proposit | siguin de qualitat (Martinez-Pérez, de la

Torre-Diez, & Lopez-Coronado, 2015; Wicks & Chiauzzi, 2015).

1.3.3. Criteris de qualitat

La guia ha d'establir una serie de criteris clarament definits, per tal
de determinar amb total certesa la qualitat de les aplicacions mobils de
salut. Com hem vist, ja hi han diferents guies, legislacions | estudis
cientifics que proven d'establir i promoure una série de criteris a seguir o
les caracteristigues que han de tenir les aplicacions mobils de salut. Pero
cada una d'elles proposa conclusions i solucions molt especifigues sobre
com ha de ser una aplicacio mobil en salut de qualitat. Per exemple, s’han
fet criteris dirigits a un problema de salut especific (p.ex., intervencions
d'emergéncia) (Gaziel-Yablowitz & Schwartz, 2018) o a un col-lectiu en
concret (p.ex., adolescents) (Brown, Yen, Rojas, & Schnall, 2013). Per tal
de progressar, s’ha d'anar mes enlla del gue han realitzat estudis anteriors,
superant les seves limitacions (p.ex., perspectiva limitada i centrada en un

sol punt de vista).

Per obtenir aquest estandard general i aixi aconseguir una guia de
qualitat, s'han d’identificar quins son els criteris realment importants |
imprescindibles per tal de determinar la qualitat de les apps. Pero identificar
els criteris no seria suficient, tanmateix cal arribar a un consens amb tots

els actors rellevants del sector, de manera que d'aguest acord es pugui
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derivar | validar la importancia del conjunt de criteris identificats. Tenir una
guia acordada per totes les parts interessades, facilitaria que fos una eina
adoptada i utilitzada per tothom. Aquesta tesi doctoral esta relacionada,
precisament, amb aquest objectiu, | aspira a donar respostes a algunes de

les necessitats detectades i que agui s’han descrit de forma breu.
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Objectius

2. Objectius

A grans trets, aguesta tesi doctoral presenta el treball realitzat per
a aconseguir una guia amb la que facilitar el desenvolupament i avaluacié
d'aplicacions mobils de salut de qualitat. Assolir aguest objectiu implicava

superar tres objectius parcials i especifics, que es descriuen a continuacio.

2.1. Objectiu 1

Concretar un estandard per a les aplicacions relacionades amb la
salut mobil. En esséncia, es tractava d'identificar d'entre els conjunt de
criteris disponibles aguells que fossin esftratégics, per a que es poguessin
recomanar i integrar-se en un estandard general (és a dir, una guia) que

permetes ajudar aguest camp a avancar sobre unes bases solides.

2.2. Objectiu 2

Estudiar la validesa de la Mobile App Development and
Assessment Guide (MAG). Basicament, voliem analitzar la validesa |
explorar si calia incloure nous criteris per a millorar la guia. També voliem
examinar la importancia percebuda d'aquests criteris des dels diferents

grups d'interés.

2.3. Objectiu 3

Estudiar i comparar la Mobile App Hafing Scale (MARS) -una de
les guies més utilitzades en 'area- i la guia creada per nosaltres (Mobile

App Development and Assessment Guide; MAG). Concretament,

23



UNIVERESITAT ROVIRA T WVIRGILI
APLICACIONS MOBILS EN SALUT: CRITERIS PER AL DESENVOLUBZMENT I AVALUACIO DE LA QUALITAT
Ferse Llorens Vernst . i

Objectius

preteniem comparar la fiabilitat entre avaluadors d'ambdds guies, |

contrastar la seva fiabilitat en I'avaluacié de diferents tipus d'apps.
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3. Metodes

Aquesta tesi doctoral inclou tres estudis: una revisié i identificacio
dels criteris de qualitat existents per integrar-los en una guia (Estudi 1), un
estudi Delphi per validar els criteris identificats | examinar la seva
importancia (Estudi 2) i una analisis empirica i comparacio de la fiabilitat de

la guia creada (Estudi 3).

3.1. Participants

En el primer estudi (Llorens-Vernet & Mirg, 2020a), vam utilitzar
fres estratégies. Primer, vam realitzar una revisid sistematica d'estudis
publicats utilitzant la seglent estratégia de cerca: (pain OR “ache) AND
(smartphone™ OR mobile) AND (app OR apps), en les bases de dades:
Web of Science, Scopus, PubMed, ScienceDirect. En segon lloc, vam
cercar recomanacions per a apps de salut d'organitzacions professionals.
Per ultim, es van revisar les normatives i estandards en desenvolupament
del programari de dispositius medics d'organitzacions reguladores.
Finalment, es va demanar a un grup de parts interessades (professionals
sanitaris, enginyers i usuaris finals d'apps de salut), per fer un analisi dels

criteris recopilats.

En el segon estudi (Llorens-Vernet & Mirg, 2020b), van participar
tres grups diferents de persones, tots actors rellevants sobre el tema: (1)
professionals sanitaris, (2) desenvolupadors d'aplicacions relacionades
amb la salut i (3) usuaris d'aplicacions de salut. Per identificar aquests

potencials participants vam utilitzar cinc estratégies: (1) contactar amb
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organitzacions de professionals de salut digital, (2) cercar els
desenvolupadors d'aquelles aplicacions de salut més valorades, (3) buscar
en associacions de pacients usuaris amb experiéncia d'us d'aplicacions de
salut, (4) difondre l'estudi a traves de xarxes socials per reclutar
participants i (5) demanar ajuda a investigadors i clinics coneguts per
identificar participants. En la primera ronda de 'enquesta hi van participar

42 persones i en la segona ronda 24.

En el tercer estudi (Mird & Llorens-Vernet, 2020), 8 stakeholders
van avaluar 4 apps utilizant dues guies: la Mobile App Rating Scale (MARS;
(Stoyanov et al., 2015)) que &s una de les escales de qualificacié més
utilitzades actualment, i la Mobile App Development and Assessment
Guide (MAG), la guia creada per nosalires. Les apps que es van
seleccionar estaven relacionades amb problemes cronics de salut i es van
identificar en les botigues d'aplicacions d'Android i iOS (Google Play i App
Store) en la categoria medica. Els termes de cerca utilitzats, relacionats
amb les 4 majors condicions croniques de salut, van ser: "pain”, “cancer’,
“diabetes” | “cardiovascular”. Amb els resultats de la cerca obtinguts, es
van descartar aguelles gue no tinguessin a veure amb malalties croniques,
es van seleccionar les que eren gratuites | estaven en castella o angles.
Finalment, es van identificar les 4 aplicacions més descarregades (la
primera per cada categoria) per ser utilitzades en l'estudi. El grup de
revisors seleccionats incloia investigadors clinics. enginyers, professionals
de la salut | usuaris finals que es van encarregar d'avaluar aguest conjunt

d'apps.
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3.2. Procediments | mesures

Per a la realitzacio de la revisio sistematica del primer estudi. vam
seguir les recomanacions PRISMA (Moher, Liberati, Tetzlaff, Altman, &
Group, 2009). Per a la cerca de les recomanacions d'organitzacions
professionals i les normatives i estandards d'organitzacions reguladores,
ens vam centrar en aguelles regions on I'us de les tecnologies mobils era
meés elevat. Primer, es van recopilar en una llista els criteris identificats en
les tres fonis d'informacié. Després, es van agrupar els criteris per temes
en funcio de les caracteristiques compartides. Com a resultat es va crear
una llista de criteris unics, classificats en categories. Finalment es va
demanar la col-laboracio d'un grup de 18 persones (actors rellevants en el
tema), per fer una analisi preliminar sobre la comprensibilitat i importancia

percebuda de tots els criteris recopilats.

En el segon estudi, es va utilitzar el métode Delphi (Linstone,
Turoff, & Helmer, 1975). En aqguest cas, va consistir en dues rondes
d'enquestes en linia als participants. Les enquestes recollien informacio
sociodemografica dels participants (p.ex., edat, sexe) i una llista d'items de
la guia per a ser avaluats. Als participants se’ls demanava que afegissin

criteris que consideressin importants i que la llista no incloia.

En el tercer estudi, per contrastar la fiabilitat de la MAG, es van
avaluar 4 apps de salut amb aquesta guia i amb la MARS. Les persones
encarregades d'avaluar les apps i que van participar en aquest estudi van
rebre: (1) el llistat d'apps a analitzar, (2) una enquesta amb cada un dels

elements a analitzar utilitzant la MAG 1 la MARS | (3) les instruccions
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especifiques de com havien de procedir. Per a l'avaluacié, cada revisor es

va descarregar i instal-lar les aplicacions en el seu mobil o tauleta personal.

Una explicacio més detallada dels procediments es pot trobar en

cada un dels articles.
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4. Resultats

Els tres estudis inclosos en aquesta tesi doctoral es detallen a continuacio:

» Estudi 1: Llorens-Vernet P, Mird J. Standards for Mobile Health-
related Apps: Systematic review and Development of a Guide.
JMIR mHealth and uHealth 2020:8(3):e13057.
URL:https://mhealth.jmir.org/2020/3/e13057. doi:10.2196/13057.
PMID:32130169

« Estudi 2: Llorens-Vernet P, & Mird J. The Mobile App Development
and Assessment Guide (MAG): Delphi-Based Validity Study. JMIR
mHealth and uHealth 2020:8(7):e1/7760.
URL:https://mhealth.jmir.org/2020/7/e17760. doi:10.2196/17760.
PMID: 32735226

« Estudi 3: Mird J, Llorens-Vernet P. On the Assessment of the
Quality of mHealth-related Apps: an Interrater Reliability Study of

Two Guides. 2020. Article enviat per a publicacio.
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4.1. Estudi 1

Standards for Mobile Health-related Apps: Systematic review and

Development of a Guide.

IMIR mHealth

and uHealth
1°.|M|Rmumm
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Abstract

Background: In recent years, the considerable increase in the number of mobile health (mHealth) apps has made health care
more acceszible and affordable for all. However, the exponential growth in mHealth zolutions has occurred with almost no control
of regulation of any kind. Despite some recent mitizfives, there 12 stll no specific regulation procedure, acereditafion system, or
standards to help the development of the apps, mifipate nsks. or guarantee quality.

Objective: The main amm of thiz study was to propose a zet of critenia for mHealth-related apps on the basis of what 15 available
from published studies, pmdelines. and standards m the vanous areas that are related to health app development.

Meihods: We used three sources of information to 1dentify the most important cntena. First, we conducted a systematic review
of all the studies published on pain-related apps. Second, we searched for health app recommendations on the websites of
professional orgamizahions. Third, we locked for standards governing the development of software for medical devices on the
specialized websites of regulatory organizations. Then, we grouped and subsumed the cntena we had identified on the bazis of
their shared characterizhcs. Finally, the comprehenzibility and percerved importance of the resultimg critena were evaluated for
face vahdity with a group of 18 stakeholders.

Results: We identified a total of 303 critena from all sources, which, after cloze analyzis, were grouped mto eight different
categones, mcludng 36 mmportant critena for health apps. The resulting catepones were wsabilify, privacy, securily, appropridieness
and suitability, transparercy and content, safety, techmical support and updates, and technology. The results of the preliminary
analyzis showed that the ciitenia were mostly understood by the group of stakeholders. In addition, they percerved all of them as
mmportant.

Conclusions: Tz set of critenia can help health care providers, developers, patientz, and other stakeholders to gmde the
development of mHealth-related apps and, potentially, to measure the quality of an mHealth app.

(JMIR Mhealth Uhealth 2020;8(3)-13057) do: 10.2196/13037

KEYWOERDS
mHealth; mobile apps; review; medical device; standards

(mHeszlth) 13 proving to be of key mmportance [1-4]. In the last
few years, mHealth haz underpone conziderable development
Background because of itz potenfial to make health care more accessible and

_ , _ _ affordable for all [2.3-7].
Public health care svstemz worldwide are facing major . _ _
challenges (2. a shortage of resources and a steady increase in However, mHealth solutions have grown exponentially wath
demand), which can make them increazingly unsustainable [1].  2lmost no control or regulation of any kind. In fact, very few
It is in this environment that what is known as mobile health of the health apps available have undergone a thorough

Introduction
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validation process, and this causes a lack of confidence among
health professionals [3.9]. For example, a recent review of the
mobile apps available for chromc pamr—which 1= one of the
most prevalent health problems, with an encrmous economic
cost to mdriduals, famihes, and society [10}—lughlighted that
of the 283 apps available at the time, just a handful had
undergone usability and validity tests [7). Tz mifuation has
been idenhified as preventing the field from mproving and
advancimng [9].

In thiz so-called siravegic field, progress depends not onlv on
what each rezearch group 13 doing but also on developing
peneral standards and mmproving cerhfication procedures
[11.12]. There are some local and mtemational mifiatves to
help in thiz process. For example, Catalonia approved a strategic
action plan to support the development of mHealth (1e, The
Mobility Masier Plan: mHealth soluffons [13]), which meludes
AppSalut [14], an accreditabion system and pwide [15] created
to certify the quality of health— and social-related apps. At the
mternational level, the European Commuzsion pubhizhed a Green
Paper on mHealth [15] and launched a public consultation to
1dentify potential barners to and problems in the development
of mHealth Despite these mmhiatives, there 15 zhill no specific
regulation procedure, accreditabion svstem, or standards to help
the dev elopment of apps, mitigate risks, and guarantee quality.

Therefore, the certificabon process 13 weighed down by the lack
of clear standards to gwde users through the different stages of
the process. Thiz 1= a problem not I:III]". for the safety of end
users (ie, patients and health care professionals) but also for
profeszional developers. Clearly, having a et of common critena
would be instrumental 1 helpmg the field to make progress in
a consensual way and overcome potential nsks for all
stakeholders. There has been one recent attempt to develop a
rating scale for mobile apps that could be used to help overcome
this problem. Stovanov et al [17] developed a scale (Mobile
App Rating Scale [MARS]) to classify and rate the quality of
mHealth apps. This scale was on the basis of a review of the
papers publizhed between 2000 and 2013, which contamed
explicit app-related quahty rating entena However, this scale
was created from a very narmow perspective for assessing already
developed apps. That 1z to sayv, although the awthorz used
mfcrmation from studies on existing mobile apps, they failed
to mnclude mfcrmation from other relevant sources that had been
uzed, which would have mereazed the rehability and vahdity
of their work (eg, standards governing the development of
software for health or medical devices). Therefore, thiz scale
does not seem to be suited for use by all stakeholders. Some
more recent attempts to provide altematives to azsess mHealth
apps also share some of these weakmeszes (eg, developed for
one spectfic group of stakeholders and usmg one specific source
of information) [18,19].

Objectives

The general aim of this study, then, 15 to go beyvond what 1=
alreadﬁ. available and provide a standard for mHealth-related
apps by studving the published studies, guidelines, and standards
avallable i the field of health app development. In particular,
we want to idenfify a set of ciitena that are used, and wiuch of
these are strategic, so that they can be recommended and
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mtegrated mto 2 general standard (12, a guide) that can help the
field move forward on solid grounds.

Methods

Procedure

Weused three strategies to idenhify critenia First, we conducted
a systematic review of all the studies publizhed on pam-related
apps. Second, we searched the websites of profeszional
organizations. Finally, we analyzed the standards goverming the
development of software for medical devices. Although theze
regulations are not specific for health apps. they can provide
mformation of mterest and complement the nformation
collected.

Information From the Systematic Review

For the szystematic review, fo addresz an otherwize
unmanageable amount of information, we limited our search to
mobile apps related to pamn, one of the most prevalent health
problems cansing millions of vizits to health care professionals.
In so domng, we followed the Preferred Reporting Items for
Systematic Reviews and Meta-Analysiz puidelines [20] and
searched the following databazes: Web of Science, Scopus,
Publded, and ScienceDirect. We used the search terms (pain
OF. *ache) AND (smartphone® OF. mobile) AND (app OR
apps), and also hand searched the reference hists from relevant
articles. Only peer-reviewed arbicles published m Enghish or
Spamzh between NWS (the release date of the first apps stores
[21]) and December 2017 were included.

Information on Websites From Professional
Organizations

The second strategy conszizted of searching webszites from
professional orgamizations that had pwdelme: and
recommendafions for health apps. We decided fo focus our
search on those regions where the mHealth market 13 most
sipnificant and therefore, where thesze regulations are most
likely to be found. According to a forecast of revenues of the
world mHealth market [22], in 2017, the main mHealth markets
by regions were Europe, North Amenca, and Aza—Pacific,
representing 30%, 28%, and 30% of the world market,
respectively. In addition, the 15 most afiractive countnes for
digital health solutions m 2017 were located m the regions
mentioned above [23]. Therefore, we limited our search to thase
three areaz. Apain and to make the search feasible, we limited
our analyzs to those countries that are the main markets in each
region. In Europe, we included the United Kingdom and Spain
2z ﬂ:lE‘i. had the zame importance m terms of mHealth markets;
in North America, the United States; and in Asia-Pacific,
Australia.

Information From Standards Governing the
Development of Software for Medical Devices

Finally, in our search for imformation, we alzo zearched for
standards governing the development of software for medical
devices on the specialized websites of regulatory orgamzations.
To conduct thus zearch, we also focused on the rempons and
countries where the mHealth market haz been shown to be most
significant, a3 descnbed above. In this analysiz, we focused the
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zearch on those standards with critenia related fo health apps,
added to our list only those critena that are specific to health
apps, and left all others out of our scrutiny (eg, protechon agamst
radiation and chemical properties).

Development of a Common Set of Criteria and
Categories

We first compiled a list of the entena identified m (1) publizshed
studies, (2) gwdelines, and (3) standards governing the
development of software for medical devices. Next, we grouped
the cntena i categomies on the basiz of thewr shared
charactenstics. That 15, each ecntenion was closely analyzed to
wdentify what 1tz generzl purpose was (eg, the critenion the
Sfunctionality is adapted to the purpose of the app was conzidered
related to usability, and this opened a group or category that
was labeled um.{ufm} All cntenia underwent the same scrofiny.
In the case that no category existed, 2 new one was created and
labeled. If the category already existed, then the critenon was
subsumed under that existing catepory. As a result of this
analysiz, we obtained a hst of unique criteria classified mto
catepones according to their simlarty:

Preliminary Analysis of the Set of Criteria

The resulting set of entena underwent a preliminary analyziz
of their face vahidity by askang stakeholders to report on the
comprehensibility and percerved importance of all the critena.

Spectfically, in thiz analy=ziz, we requested the collaboration of
2 group of individuals from different groups of stakeholders (ie,

Llorenz-Vemet & Mirg

final uszers, potenhal patients, health care profeszionals, and
developers or engineers). Final users or potential patients and
health care professionals were approached by the authors while
at the university hospital (while they were vizihmg for a health
checkup and while at work, respectively). Enpmeers were
professors or technicians worlang at the university. Before the
participation of stakeholders, we first requested and obtamed
permizzion from the Ethics Commmittee of the School of
Education Sciences and Psychology for the study procedures.
Participants had to sign a consent form. All were asked to
respond to fwo questions i relation to each entenion: (1) “Do
vou understand the eniterion?” and (2) “How important 15 this
crotenon for a health-related mobile applhication™ The first one
was responded with yes, no, or partially to the question, whereas
the second one was to be responded by providing a number that
best represented the importance of the criterion, between 0 (not
inmpariant at all) to 10 (uimost imporiang).

Results

Information From the Systematic Review

Our review of the scientific databazes 1dentified 283
nonduplicated papers. Of theze, only 43 were of interest for our
purposes. Studies that were not related to pam or that did not
dezcnibe health-related apps were deemed nrelevant, and not
meluded n the analysis (see Figure 1). In this search 168 cniteria
were identified (the full hist 13 provided in Multiimedia Appendix

1).
Figure 1. Flowchart of svsiematic review selection process.
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Information From Websites of Professional
Organizations

Following the planned strategy, we found just 4 organizations
that had developed gwmdelines and recommendations for
health-related apps. Of these, 3 were of mnational
coverage—Andaluzian Agency for Healtheare Quality (Spain),
TIC Salut Social Foundation (Spamn), and National Health
service (United Kmgdom}—and 1 of supranational or
mtemnational coverage, the European Commission (European
Umion [EU]). No similar information was found m the other
searched regions. From each of the gmdelines, we collected
only the critenia that were specifically related to mobile phone
apps and dizcarded the critena related to other technologies (eg,
wearables and websites): Andalusian Apency for Hezlthears
Cuality, 31 critena; Eumpea.uCnmmlssmn 38 criteria; National
Health Serace, 78 critena; and TIC Salut Social Fm.mdan-:rn__
115 critenia (zee Multimedia Appendix 1).

Information From Standards Governing the
Development of Software For Medical Devices

As planned, in our search of the main mHealth markets we alzo
locked at the specialized websites of regulatory crgamzations
and zearched through standards mn the repulzhons of medical
devices. In so doing, we found just two standards that were of
mterest: (1) Modile Medical Applications: Guidance jor Food
and Drug (the United States) and (2) Reguimtion of medical
software andmobile medical “apps " (Australia). In this analy=s,
we added to our list only those critena that were specific to
health apps and left all others out of our scrutiny (eg, protection
against radiabion and chemical properties). We idenfified 42
and 11 critenia, respectively (zee Mulimedia Appendix 1).

Development of a Common Set of Criteria and
Categories

Then, the set of criteria were grouped n categones according
to their simulanty. That 1= to say, the critenia of the same class
were grouped and subsumed tl.'.'lE"Eﬂ:l.El' (zee Table 1), rezulting
m eight catezores. Thecategﬂnesv.'erethe following: um.ﬁ:fﬂ;l.
(this includes critena that are related to uzer expenence), which
contained eight cntena; privacy (e, cntena related to data
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protection, comphance with the law, and freatment of users’
data), which contamed s1x enitenia; securify (12, criteria related
to cybersecunty, encryption mecham=ms for the storage and
tranzmission of data, and measures apamst wulnerabilities),
which contained four cnitena; appropriaiensss and suitability
(1e, critena related to the adaptation of the app for the benefit
of the tarpeted wuser), which contamed three cmtena;
frarsparency and content (1e, critenia related to the shanmg of
mformation in relation to the development of the app), which
contained five crtena; safey (12, cntena related to the
1dentification and prevention of harm to end users), which
contamed two cntena; fechnical support and updres (12, cntena
related to helping the uzer to solve problems mn using the app),
which contained four crnitena; and fechnology (1e, critena related
to the proper functioning of the app), which contained four
critena (zee Table 1)

Preliminary Analysis of the Set of Criteria

A total of 13 mdniduals participated: 7 final users or potential
patients, & health care professionals, and 3 developers, all of
whom were approached and consented. Participants” age ranged
from 18 to 33 vears, with an equal disinbution of females and
malez in the sample. At the time of parficipation, all were
attending school or working. They all had expenence wath
mobile phones and in using mobile apps.

The rezultz of this analv=iz are summanzed m Takle 1, which
mchudes imformation about the percentage of participants within
each group that understood the cnitena, and the mean of the
percerved importance of each one.

The criteria were understood by most of the parhcipants mn the
three groups. However, at least one parficipant in one or more
groups reported bemng unsure about the exact meaning. All the
1zzues were related to the uze of techmical vocabulary or lack
of some very specific (fechnmical) mowledge; nevertheless, with
addrhional explanation the 13z3ues were solved. In addition, all
crteria were perceived as important; 7 (on a 0-10 numencal
rating scale) was the lowest rating recerved by any cntenon,
and most ratings were between £ and 10 ['Iable ] summarizes
the information).
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Table 1. Comprehenzibility and percensed importance of the criterion by stakeholders.

Llorens-Vemet & Miro

Catezory and criterion

Comprehanzion, B (%)

Fafleniz
=T

Clinicianzs Enginesrs

i=6)

(¥=5)

Percaived importance (-100

Patient: Cliniciznz Enginsers

Usabilitv

Ths app has bean testad by potential wsers bafors being made available
ta the public.

It has imstmactons or somes kind of assistance for use.
It i= easy to use (ie, navization i ntuitve)

It follows the recommendation:s, patierns, and directves in the offficial
marmals of the diffsrant operating sy=tems { Android 105, or others).

The imterface desizn follows the same patiern. That iz, a1l zraphic 1-
arnenis (tvposraphies, fcons. and battons) have a consistent appear-
ance. The function of 2ach elerment (nanvization menn, lists, and photo
gallery) is clearly identified.

The functionality iz adapied to the purpese of the app.

The information of the app pmst be able o be acceszed in the shonest
poczible time. Allusers poost be sble to access all resources regardlezs
of their capabilities.

The app can be consultad in mors than one lansuaze. All languages
adapt appropriately to the content interface.

Privacy

The app gives information about the terms and conditons of purchazes
in the app and personal data recordad.

It giwes information aboot the kind of uzer data to be collected and
the reazon (the app muost enly azk for nser data that is eszential for
the app to operate). It gives mformation about access policies and
data treatment and ensares the rghi of access 1o recordad nformation.
It describes the maintenance policy and the dats erasure procedurs.
It gives information about possible comenercial asresmeants with third
paEmies.

It guaranizes the privacy of the infommation recordad. It requires users
ta give their express consent. It wamns of the rizks of using the app.
It tells users when I acceszes other resources of the device, such as
their accounts of their socal network profile.

It takes messires to profect minor: in accordance with the current
lemizlation

Confidential nzer data are protected and anonyvmized, and there iz a
privacy mechanizrn so that users can control their data,

Secarity

The app has encrvpiion mechanizms for storing, collecting, and ex-
changing mformation. It has password manssement mechanizms.

The clond services used have the relevant sacurity meamres. If states
the terms and conditions of cloud sarvices.

The authorization and authentication mechanizms protect the users”
credential: and gives access o their data. It linits acces: to data that
iz only neceszary for the user

Tt d=tects and identifiss cybersecurity vulnerabilities, poszible threats,

and the rizk of beins exploited. It applies the appropriate sscarity
meanmes to cvhersecurity valnerabilities in the face of possible threats,

Appropriaftenes: and soitability

The and users for whom the app iz desizned ars explicitly indicated
of acmally infuitable (the name identifies the app) to the sudience to
whom it is ==t out
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Catezory and criterion Comprehanzion, B (%) Percaived importance (-100

Patismiz  Climician: Enginesrs Pafients Clinicisnz Enginesrs
|:'-,._=_:| {:-::ﬁj |:'_'w.:=_-].':|

The bens=fits and advantazes of uzing the zpp are explained. 7100y & (1000 5 {100}

The app has been validated or created b experts (&2 2 sroup of spe- 6.5 (93) 5.5(9Z} 5 {100} B b7
cialized profeszionals, a health organization, or a scisntific zacieny’).

L=
i
1
[*]

o

Transparency and content
The app identifies the authors of the comtent and their professiomal 7 {1003 & (1000 5 {100y B 8.5 24
qualifications.
It gives ransparent information about the cwners” identty and loca- 7 {1003 & (1000 5 {100y T.2 8.2 24
ton.

It gives information abauat its sources of funding, promotion and T{l0oy & (1000 5 {100} T5 7 T
sponsorship, and possible conflicts of interests. Ary third partiss or

oIganizations who have contributad to the app development are

clearly identified.

It uzes scienific evidance to guaranies the quality of the comtent. It 7 {1003 & (1000 5 {100y 10 bz 2
iz bazed on ethical principles and values.
The spurces of the information are indicated. Concize information 2 7 {100} & (1007 5 {100} g2 7 2
given about the procedurs wzad to select the content.

Safety
Thes poszible risks to users are identified. Uszers are wamed that the 7 {1003 & (1000 5 {100y 2.5 5.2 B4
app doss not intend to replace the services provided by a professional
Potential rizks for users caused by bad uzage or pozsible adverze e~ 7 {1003 & (1000 5 {100y B3 8.5 .4
fects are explainad.

Techuical support and opdates

It ghves a waming if updates modify or affect how the app fumcions. 7 {100} & (1000 5 {100} B3 12 |
It gives a waming if updates can influsnce inzensitive data.

Fraguent security updates ars guarantesd. Every fime an update ofa 7 {100} 5.5 (92} 4.5 (200 B2 5.2 i
third-party componant iz publizshad, the change is inspected and the
rizk evaloated.

The frequency with which the content of the zpp iz revized orupdated 7 {100} & (1000 4.5 (800 7 7 i
1z shown.

Uzars have support mechanizms (email, phons, and contact form) for 7 {1003 & (1000 5 {100y
zolving doubts, problems, or izzuss related to the health comtent, and
technical support.

Techmology

It works comrecihy. It does not fail during n=e {eg, blocks). Fonctions 7 (100} & (1040 5 {100}
are correctly retrieved after content chanpes (g2 switch to another

app and retary), extermal intermuptions (22, incoming calls or mes-

zages), and switching off the tenminal

s
[
e

84

L=
L&y
Ga
l-'I

=

k-

It doss not waste resources excessively: batery, central proceszins 7 {100} & (1000 5 {100y g.n 7.8 B
umit, memary, data, or Beiwork.

Tt can work in flight mode and deal with network delavs and any lozz 7 (100}
of connection.

[

S{97)  5(100) 7.9 7.2 7

It suppart: multipls version: of data stroctures or formmats (2g, to 65005y 5.5(92) 4.5 (200 B ) i
support different operating svstams).

cotena that have been descnbed m published studiez on
pain-related mHealth apps. gmdelmes, and best practices, az
desipnated on the websites of professional and regulatory

izations from the most significant regions and countrie:
To the best of our kmowledge, this study is the first one to E;-gtﬂh'zli_ﬂrﬁi HDm] thﬁukm_ilm Camt eglons and ¢ 23

provide a guide to help with the design, development, and
analysis of mHealth-related apps, in the form of a list of criteria In ths study, we identified 36 critena that are important to the
and categonies. This guide 1= based on an in-depth analysis of design. development. and analysis of mHealth-related apps,

Discussion

Principal Findings
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which were grouped and subsumed mio eight catepones
according to their similanty: (1) usabilify (1e, the app must be
adapted to the targeted populaton), (1) privacy (1e, comphance
with the law and treatment of users’ data), (3) securify (1e, data
protechion, aothonzation mechanizms, and detechion of
vulnerability), (4) appropriateness and suifabilify (1e, the
benefits and advantages for the end users are explamed), (3)
frapsparency and content (1e, scienhific evidence and sources
mformation), (8) safefy (1e, the potentiality of nsk to end users),
(7} techmical support and updates (1e, there 13 a pohicy about
the maintenance of the app after it haz been launched). and (8)
fechnology (1e, the app works smoothly and does not fal

abruptly).

In addition, thiz szet of cntena underwent a test, and the
prelimmary data have shown that the critena are understood by
potential users. Furthermore, they have been reported to be of
high importance by the group of stakeholders. Of particular
mmportance (1e, a criterion that was valued as 9 or igher by all
stakeholders groups on a 0-10 numencal rating s::ale} were the
followmg: (1) Jf is easy fo wse (12, navigation 13 mbwtive); (2)
It puaramiees the privacy of the information recorded It requires
users fo give their express consent. It warns of the risis of using
the app; (3) Confidential user data i protecied and anomymized,
and there i a privacy mec hanizsm so that users cam corirol their
data, and (4) Jf uses scientific evidence to guaranies the quality
af the contents. It is based on ethical principles and values.

Our work improves previous proposals as it brings together
mfcrmation from a vanety of mternationally relevant sources
(1e, rezearch sziudies, data from websites of profeszional
organizations, and standards governing the development of
software for health or medical devices), whereas available ones
have been developed narrowly, mostly using just one source
(eg. studiez on mobile apps [17]), sometimes using data of
unknown  sclentific value (e, mobile apps avalable on
Web-based stores that have not undergone usability or validity
studies [19]). Thiz might be respnnslble at least in pa.rt for
mizzing information in avallable guides. For example, m the
case of the MARS [17], which i1z one of the most used rafing
systems, authors have failed to include some very bazic items
on their scale. Of particular concern are the 133ues of privacy
and security of users” mformation, which are not on the scale.
The protection of uzers’ information 13 mandatory by law, so 1t
15 fimdamental for all scales to melude thiz as part of an integral
evaluation of a mobile app. Likewase, the scale attaches liitle
mportance to whether an app 13 evidence-bazed or naled in
well-conirolled studies. For example, a recent stody that used
MARS [24] to assess the qualm of pain-related mobile apps
showed that of the 18 apps, the 2 that had been scientifically
tested were given the worst scores on the scale, and 1 of these
had already been awarded a zeal of quahiy from a public agency.
It does seem that with MARS, the zo-called commercial apps
are better rated than those that have been scientifically tested
and shown to provide valid and reliable information. Thiz goes
against the current trend 1n the area, whuch 1z seeking apps that
have been scienbifically tested and dezmgned on the bamz of
evidence [23-27]. Furthermore, Salazar et al [24] showed that
when MARS 13 uzed, an app developed wath a lughly specific
objective In mind (eg, to meazure pain mtensity) will show
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lower scores (and wall, therefore, be assumed fo provide worse
measurements) smply because of its specificity. Finally, the
questions on the rating scale developed by Stoyanov et al [17]
were mostly written to be answered by end users and require
responses that are highly sul:u_]a-.:m'e of cannot be answered by
a person who 13 not an expert in the field (eg, “Is app content
correct, well written, and relevant to the goal or topic of the
app’ ).

In addihion, the preliminary data on the comprehension of the
critenia showed that they can be understood by different profiles
of stakeholders, as intended. However, a few of them reported
having problems with some cntena, which were solved after
giving addional explanations. Therefore, 1t 13 mportant that
the information 15 presented with the least technical wording
possible to facilitate comprehenzion. Nevertheless, addibonal

studies with more participants to validate and extend the findmgs
are warranted.

The rezulting gmde with this set of criteria descnibes the standard
to follow, 1dentifies the main categones of cnitenia, and provides
stakeholders with a systematic approach by which they can
determine the general requirements of 2 mobile app if 1t 1= to
be considered of ugh quality. An app that meets these critenia
13 one that wall PI-EH.'ldE: users with the greatest security and
confidence n performance and the l.'.'leEctl'l.'E‘.s being fulfilled.

Limitations

Thiz study has hmitations that should be considered when
mterpreting the results. First, our zearch stratepy was limited
to papers wnitten m English or Spamsh, pain-related apps, and
puidelines and standards publizhed m zpecific remion: and
countries. We made these choices because it was what we could
feambly do, but we cannot be certain that we have meluded ail
the important cotena. For example, some 135ues could be seen
as more important by developers of pam-related apps compared
with developers of apps related to sexual health (eg, pain-related
apps are biased foward treatment rather than diagnosis;
pain-related apps may primanly be tarpeted at the patient, rather
than health profeszionals or carers). We analvzed the siudies
on pain-related apps, and the information was combined wath
that from the most important markets for mHealth apps and on
puidelines and standards available, as a way to complement
each other and solve the pﬂtential limitzfions. Nevertheless, the
final result of our analyzis 13 mited mn ways that we camnot
completely foresee. Therefore, future studies on the validity
and reliability of this set of criteria are warranted. Second, the
comprehension test was conducted with a small group of 18
mdrnduals from three groups of stakeholders. Although the
number of participants was enough for a prelimmary analysis,
the zample 1z not representatrve. Thus, addiional studies,
mcluding samples with more participants, are needed. Despite
these imitations, this study provides important new mformation
to help advance the field.

Conclusions

This zet of criteria can be readily used by health care providers,
engmeers and developers, researchers, patients. and regulators.
The data have shown them to be comprehensible and of
mportance for a group of stakeholders. Nevertheless, firture
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studies will have to empincally test the vahdity, rehability, and  that the et of citenia could also be used as a gnde to the quahity
suitabihity of this set of cntena Furthermore, they should be  of the apps by all interested parties.
analyzed in terms of therr sigmificance to all stakeholders zo
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Abstract

Background: Inrecent vears, there has been an exponential srowth of mobile health (mHealth)}-related apps. This has ccourred

m a zomewhat unsupervized manner. Therefore, having a set of coitena that could be used by all stakeholders to gmde the
development process and the azseszment of the quality of the apps i1z of most mportance.

Objective: The amm of this paper 13 to study the validity of the Mohile App Development and Asseszment Gmde (MAG), a
guide recently created to help stakeholders develop and assess mobile health apps.

Methods: To conduct a validzhion process of the MAG, we used the Delphi method fo reach a consensus among parhicipating
stakeholders. We 1dentified 153 potenhial participants: 45 patients as potential end users, 41 health care professionals, and 72
developers. We sent parhicipants an onlme survey and asked them to rate how important they considered each item i the gmde
to be on a scale from 0 to 10. Two rounds were enough to reach consensus.

Results: In the first round, zlmost one-thurd (n=42) of these mwited participated. and half of those (n=24) alzo participated
the second round. Most 1tems n the m.nde were found to be important to a quality mHealth-related app; a total of 48 criteria were
establizhed az important. “Privacy,” “securtty,” and “usability™ were the categones that included most of the important critena.

Conclusions: The data supports the validity of the MAG. In addrhon, the findings identified the critena that stakeholders consider
to be most important. The MAG will help advance the field by providing dereln-pem health care professicnals, and end users
with a valid guide so that they can develop and identify mHealth-related apps that are of quality.

(JMIR Mhealth Uhealth 2020;8(7):e17760) do: 102196717760

KEYWOERDS
aszessment; Delphi method; MAG; mobile apps; mobile health; vahdity; gmde

- haz been a sharp mcreaze m the uze of theze technologes by
Introduction the general population. For example, official estimates mdicate
Mobile apps are increasingly being used for health care [1-3]. thatin 2019 a total of 637 of peaple had a smartphone, and by
The implementation of mobile devices such az phones, patient < 23, this fgure will have increased to 80% [5].

monitoring devices of personal digital assistants, and wireless However, thiz increaze in use has occurred in 2 somewhat
devices haz proven that they can be used for Improving ypsypervised manner; that is to say, it has not been regulated
Commumcion between patients and hE_ﬂlth profeszionals [4],  op supervized In any way. In addition, a large number of mobile
and improving adherence to treatment [3]. Importantly, recent  health (mHealth) apps have been developed without amy rigorous

reports have suggested that smartphones have become themost  scjentific basiz [9,10] or having undergone any validation
popular technology among physicians [6.7]. In addition, there  process, thus undermining the confidence of both patients and
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health care profezsionals [11]. Moreover, mformation privacy
practices are not transparent fo users and, m many cases, are
abzent, opaque, or wrelevant [12]. Fu:ua]h there 1z mounfing
evidence to show that thiz lack of control and dewlu-pment
without smdance 1z placing consumers at sk [13].

In an attempt to solve this problem, and guarantee the quahty
of exizting and future health apps, vanous government-related
mitiatives have been taken at the rezional level (eg, the proposal
“AppSalut” [14.15] m Cataloma and the “AppSaludable Quality
Seal” [16] 1n Andalusia, Spain), the national level (eg, “Good
practice guidelines on health apps and smart devices [mobile
health or mhealth]” [17] in France; “Health apps & co: safe
digrtal care products with clearer regulations™ [13] m Germany;
“Medical devices: software applications [apps]” [19] m the
United Kingdom; “Pohcy for Device Software Funchions and
Mobile Medical Apphu:atnns [20] m the Unmed States:
“Regulation of Software as a Medical Device™ [21.22] m
Australia), and the miernational level, such as the “Green Paper
on mobile health™ by the European Commission [23]. In general,
these mitiattves provide recommendations and regulahions to
establizh how health apps should be and puarantee thewr quahty.

However, they show important differences on the key critena.
For example, “Appsalut™ emphasizes usability 1s3ues [14.13],

while “Regulation of Software as a Medical Device” emphasizes
safety [21.22] as 1t equates health apps with medical devices.
Clinicians and researchers have also attempied to provide
specific solubions to this major problem [24]. For example,
Stovanov and colleagues [23] developed a scale to classify and
rate the quality of mHealth apps. There have also been other
attempts to provide alternatives for aszessing mHealth apps (eg,
[26.27]), each one of which suggests s own quality critena.
All these attempiz have positive and negative charactenshes.
A major limitation common to many of these initiatives 13 that
they have been created from one namrow perspectve and
focusimg on, for example, a specific health problem or
miervention such as emergency mterventionz [27] or a
stakeholder such az adolescents [16]. In addibion, zome of them
have been created from a specific perspective, for example,
taking mio account usability 1zsues rather than zafety. Thus,

there is no common set of criteria that can be used by all
stakeholders to puide the development process and the
azzessment of the apps" quality.

Recently, to help overcome these limitations. we conducted a
study to demlcrp such a pmde: the Mobile App Development
and Assessment Guide L"'»Lf'.ﬁ] [28]. We studied the puidelines,
frameworks, and standards available in the field of health app
development, with a particular focus on the world regions where
the mHealth market was most significant, and pinpointed the
critenia that could be recommended as a general standard. We
suggested 2 puide contamming 36 criteria that could be used by
stakeholders. Our prelminary study showed that stakeholders
found them to be important. Thev also found them easy to
underztand and use [28].

However, that study had some lmitations. Most importantly,

although the critenia 1denfified underwent a prelmminary analyziz
of E-ErmpIEhEﬂE-lblll‘ﬁ. and importance by a selected group of
stakeholders (12, health care experts, engmeers, and potentizl
pafientz), they did not undergo a validabion process. Therefore,
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to address this 1s3ue, here we use the Delphi method [29,30] to
analyze the vahdity of the MAG. By using thiz method we alzo
want to explore whether new criteria could be included to

mmprove the giide. We also want to examine the importance of
theze critenia as percerved by the stakeholders.

Methods

Procedure

The Delphi method was created for people o reach consensus
by answenng questions m an iterative process [29]. Although
the traditional Delphi process has an open mihal phaze [29]. m
this study we use a modified Delph process, which provides a
common starting pomt for discuszion. Thiz modified Delpha
method 13 widely used, as 1t saves fime and does not mterfere
with the orginal tenets of the method that participants can give
suggestions and inputs at any stage [31]. It has been shown that
results from Delphi-bazed studies offer more accurate answers
to difficult questions than other prognoshicabion techmiques [32].
Thiz modified Delphi method and the judgment of pecple are
ackmowledped az lepiimate and valid mputs to generate
forecasts, and have been uzed mn many different areas to reach
consensus on such siratesic 133ues as the identification of health
care quality mdicators [33]; predictors of chromc pam and
dizsablity m children [34]; predictors of chronic pamn m adulis
with cancer [33]; the needs of adolescents and young adult
cancer survivors [36]; and, m the mHealth field, to de*:elnp an
assessment framework for electronic mental health apps [37].

Participants

Our goal was to recnnt 30 stakeholders, as this number has been
shown to be sufficient for this kind of study [38,39], from amy
of the followmg groups: (1) health care professionals, (2)
developers of health-related apps, and (3) users of health apps.

To 1dentfy potenhal parbicipants and ensure an appropnate
panel of stakeholders, we adopted five stratemes: (1) we
searched for national (Spamn) and mternational orgamzations or
associations of digital health professionals to make contact with
health professional: Imowledzeable about the topic; (2) we
searched for medical health apps in the app stores of the mam
smartphone systems (Android and 1035), identified the most
downloaded and best rated apps, and searched for therr
developers to ensure the pariicipabon of expenenced mdinaduals;
(3) we szearched for natonal (Spamn) and mtemnational
organizaticns fo recruit patients with expenience m the use of
health-related apps or with an interest n thiz area; (4) we made
a general call through the zocial networks of our research proup
to mcrease the ikehibood of recnuting parhcipants who sahsfied
the mclusion requirements; and (3) we asked researchers and
chnicians who we personally knew were experts mn the field to
participate and help us identify other potenhal participants.

We identified 158 potenhal participants from Europe, Asia
Aumstralia, and North and South Amenca. They were
mmultidizciplinary and mchided health care professionals, patients
as potential end users, and developers.
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Survey Content and Procedure

We developed a hst of tems on the baziz of the critena in the
MAG [28]. Some of the cntenia were broad and encompassed
zeveral 1zsues and characteristics, =0 we broke them down mto
specific riems to facilitate the comprehenziblity and accuracy
of responses. For example, the onginal cntenon “The app can
be consulted n more than one lanpuape. All languages adapt
appropnately to the content interface™ was dmaded mto two
rtems: “The app can be consulted m more than one language™
and “All languapes adapt appropnately to the content interface ™

When the zet of items was ready, it was moved to an onhne
survey 3o that 1t could be disinbuted to participants more easily.
Potential participants received an email with explanations about
the study and 2 lmk to the survey. All the informahion was
available in Spanizh and English.

The survey mcluded some sociodemographic questions and 36
rtems for ratimg, which were grouped m the same categones as
the original gl.ude_ such as usablity [28]. On 2 numericz] rating
scale from 0 (not mportant at all) to 10 (exiremely important),
participants had to report how important they considered each
one to be for the quality of a health-related molule app.
Participants were also given instructions to nclude amy other
item they felt was important and missing from the original list.
Like the onginal items, these new items were alzo rated.
Participants were informed that only the cntena that received
a score of 9 or higher from at least 73% of the participants would
be included in the final list of criteria that a health-related app
should meet. The rest were discarded.

Study data were collected and manaped using LimeSurvey tools

(LmeSurvey GmbH) [40]. We computed means and standard
dewiations of the demopraphics to desecnbe the sample of
participants. We used pamred 7 tests (two-tailed) to study potential
differences 1n the vanance of the items between rounds and of
the potential changes mn the age or 3ex of participants. To study
the consensus, mean, standard deviation, 95% confidence
mterval (with the lower and upper values for each item), and
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significance level (P<.03) \t'ere computed. All data analyzes
were performed usmng SPSS v.25 for Windows (IBM Corp).

Delphi Rounds

In the first round, the survey was zent to 133 potential
participants: 43 patients as potential end users, 41 health care
professionals, and 72 developers. They were informed about
the study and the requirements to participate. Participants were
given 3 weeks to respend, dunng which time a reminder was
zent each week to maximize the mwolvement of as many
participants as possible. The survey took approzmmately 15
numites. The answers were analyzed, and some new items were
added 1n responze to the sugpestions of the participants.

In the zecond round, the rezults of the first iteration were sent
by email to all the participants who had provided responses to
the initial survey so that they could see their position and the
position of the group as a whole on the items, as well as the
level of agreement among the parficipants. This information
was grven o0 that parheipants m the proup could re-examine
therr mihal responses, m light of the group’s opmion
Participants m thiz second round were asked fo respond to the
revized survey. Again they were given 3 weeks to answer. The
Delphi methodology requires that this procedure be repeated
until participants’ rezponses reach stability or when a pomt of
dmimishing returns 13 reached [39].

The stability of responses was the critenion uzed to 1dentify that
conzensus had been reached on any given question [30.38]. In
thiz study, stabality was reached after two rounds (zee the Fesults
section), which is consistent with the findings of previous Delphn
studies (ep, [33,41]). We considered that consensus was reached
on a parficular ertenon when 73% of the participants rated it
with at least a 9 [34]. If a citenon was rated with a 9 or more
by at least 90% of the parhcipants, we conzidered 1t to be of
key importance for an mHealth-related app. The results only

showed statistically sigmificant differences for fwo 1tems (see
the Results section). Thus, given the stability of the responszes,

we decided to stop the iteration process after round 2. Figure 1
descnibes the steps of the study.
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Results

Round 1

Of the 13§ stakeholders imated, 42 (27%) responded to the first
round. The demographic charactenstics of the participants in
each round are zshown m Table 1. There were no stabztically
sipnificant differences m terms of zex or age between thoze who
were mvited and thoze who participated. Only a small increase
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m the mean age of participants and female parhicipation was
detected betwesn rounds (z2e Table 1),

Multimedia Appendix 1 summanzes all the mformation about
participants’ responses fo the mifial 56 items.

To determune comzenzuzs on the items, we examined the
percentage of parhcipants who agreed on therr importance. Items
with an agreement =75% of participantz were considered to
have reached consensus. We alzo used confidence mtervals,
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mstead of discrete estimation. becanse they have lesz emror (see  In thus first round, participants added 36 new rems to the

[34] for a simlar procedure). Out of the total 56 iems. ongmal hist As previously descnibed, in response to parbcipants’

participants reached consensus on the mportance of 32 (37%)  suggeshons, chanpes were made to rtems 3, 51, 63, and 73.

of the iems (e, at least 73% of the parbicipating stakeholders addifion, 1tems 33 and 69 were divided in two, as several

rated their importance with a @ or higher on the 0-10 zcale). participants considered that they meluded two different clanszes
(zee Multimedia Appendix 1).

Table 1. 3ampls characteni=ztics in each round.

Characteristics Invited participants (:=158)  Participants round 1 (n=42)  Participants round 2 (n=24)
Sex, m (#0)"
Male 17 (42.5) 15 (44.12) 8 (37.5)
Female 23 (57.5) 19 (55.88) 15 (62.5)
Stakeholder group, n {%0)
Health care professionals 45 (28.48) 16 (38.1) 8 (37.5)
Developers 41 (25.05) 14 (33.33 B (33.33)
Final users 71 (45.57) 11 (28.5T) T(20.17)
Ags (vears), mean® 30.82 2130 43.08
Citizenzhip, n {%4)*
Spain TE(4837) 28 (82.35) 20 (83.33)
United States 13 (8.23) 1(2.04) 1(4.17)
Arpentina 1 {0.63) 1(2.04) 1(4.17)
Ttaly 1 {0.63) 1(2.04) 1(4.17)
Australia 6 (3.8) 1(2.04) 1(4.17)
United Kingdom 15 (0.40) 2 (5.88) 0 (D.00)
Canada 8 (5.06) 0 (0.00) 0 (0.00)
Erazil 3 (1.9 0 (0.00) 0 (0.00)
India 6 (3.8) 0 (0.00} 0 (D.00)
Indonesia 1 {0.63) 0 (0.00) 0 (0.00)
Gemany 5(3.16) 0 (0.00) 0 (0.00)
Doland 2{127) 0 (0.00) 0 (0.00)
Ireland 2127 0 (0.00) 0 (0.00)
Turkay 1 {0.63) 0 (0.00) 0 (0.00)
Kazakhstan 1({0.63) 0 (0.00) 0 (0.00)
Switzerland 3 (1.9 0 (0.00) 0 (0.00)
Colambia 1 (0.63) 0 (0.00) 0 (0.00)
F.omanis 1({0.63) 0 (0.00) 0 (0.00)
Hungary 1 (0.63) 0 (0.00) 0 (0.00)
Lithnania 1 (0.63) 0 (0.00) 0 (0.00)
Bulgaria 2{127) 0 (0.00} 0 (D.00)
Greace 1 (0.63) 0 (0.00) 0 (0.00)
Sweden 2127 0 (0.00) 0 (0.00)
Izrazl 1 {0.63) 0 (0.00} 0 (D.00)
Eelgium 2{127) 0 (0.00} 0 (D.00)

*Information was not available for all participants.
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Round 2
Of the 42 that participated m the first round, 24 (37%%) of the
stakeholders parhicipated in the second round. Out of the total

92 1tems, a total of 48 1tems= (52%) were rated with a 9 or more
by at least 73% of the parhicipants (zee Table 2 below).

The consensuz on the importance of the 32 rfems m round 1
was mamtaimned in round 2, except for iiem 69, winch fell below
the critenia of 73% agreement. On the other hand items 8, 32,
46, and 47 did not reach conzenzus 1n round 1 but did n round
2. Conzensus was alzo reached on the importance of 14 of the
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new Items suggested by participants. Of all the items, 9 were
particularly maportant (1e, at least 90% of participants rated their
mportance with a 9 or hngher).

By categones, the number of items for which consensus was
reached were usabifify: § of 18 tems (44% of the total m the
category); privacy: 14 of 19 ttems (74%); security: 9 of 13 1tems
(69%); appropriatencss and suitabilify: 2 of 5 ems (40%);
trarmsparency and contert: 2 of 11 1tems (18%); safety: 7 of &
rtems (88%%0), fechmical support and updates: 2 of 9 iiems (22%);
and fechmology: 4 of 9 1tems (44%).
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Table 2. Tt=ms that reached consenzus zbout their imporance.

Catezory and item Found 1 {n=42) Found 2 (n=24)

Conzensos, n{%} DMlesn (5D ©5%CI Comzensuz, o (%) Dleam (3D 95% CI
Uzability
1. The app has besn tested by potential users 33(78.5T) 0.14(1.92y B36072 20 (83.33 021 (161} B36-985
bafore being made availabls to the public.
2. It is easzy to use (i2, navigation is mtuitve). 39 (92.86) DET(0ELy S43-0E3 21 {87.50) 030 (0.71) ell-=270
3. Functionality is adapted to the purpoze of the 40 (25.24) 0.74(0.63y 955003 21 (87.50) 42003} 203270
app.
4. Functionality iz adjusted according to the
profile and needs of the tarzsted user — — — 19 (7017} DOR(OD3} BTL-245
5. Access iz adapied for people with dizzbiliiss. — — — 19 (7017} DOO[141) B43-23:7
&, It complies with regnlatory accessibility — — — 18 (75.00) D17(1.13} B71-8.62
standards.
7. The lanzuage uzed makes T accezaible o amy — — — 19 (78.17) L4133 B4I-2.48
uzar.
8. All uzers have access to all resources rezard- 28 (§6.67) 8.60 (1.67) 8.09-2.10 18 (75.000) D.OB (1.06) B.66-9.351
lezs of their capabilities.
Privacy
Q. The app gives information about the terms 35(8333) 020(100y BTILE6 21 (87.50) D50 (118 203207
and conditions of purchaszes in the app.
10. It mmst only aszk for nser data that iz essential 34 (80.03) D2E(1.53y BEO-D.TZ 18 (75.001) 5220204} BID2T3
for tha app to operate.
11. It gives information about access policies 34 (B003) 9.02 (2.25) 834270 18 (75.000) DIB(0OT) BOD-LTE
and data processing, and ensures the nght of
access to recorded information.
12. It gives information about possible commer- 32 (76.19) 8.79(2.34) B.OZ8L355 20 (83.33 017(2.17) B8.32-10.01
cial agreements with third partiss.
13. It clearly allows the usar the option of non- — — — 23 (R5.83) LTI (0EE) 240203
transfer of data o third paries or for conunencial
purposes.
14. It guarantees the privacy of the information 39 (92.86) QTL(0.TTy 945003 20 (83.33 D48 (1.10) 202200
recorded.
15. It requires nsers to 2nve their express consent. 38 (85.71) 9.12(2.19y B46-873 19 (79.17) 038101}y 897978
14. It wams of the rizks of using the app. 35 (85.71) D35(1.86y BTT-L.ED 19 (70.17) D2501.19y BTT-273
17. It tells users when it accesses other resources 38 (B5.71) Q33 (1.74y B.E0-057 22 (R1.67) D71 (075 9.41-10.01
on the mobile device such as their accounts or
iheir social network profles.
18. It takes meazures to protect minors in accor- 38 (290.48) 0.43(1.74) B00-L004 23 (05.83) .72 (0.31) 9.59-10.00
darnce with current legizlation.
12. Confidential nser data iz protacted and 3B (9048} Q.60 (1.06y 927002 21 {87.50) R2E(1.15) EoRonz
ancmviuized, and there i= a privacy meachanizm
=0 that users can control their data
200 It offers to araze the dats when the semvice — — — 19 (78.17) D04 (1.68) 237271
iz fimizhad.
21. It zives information abont privacy policies — — — 20 (83.33 D33(1089p BOOL277
in a simple and understandable way.
22 Tt compliss with all ourrent privacy laws. — — — 22 (R1.67) D54 (1.28) 9.03-10.06
Secarify
23. The app has encryption mechanizms for 35(8333) 0.40(1.323) 92.00-2.581 19 {70.17) D15(157)y B.E0-275
storing, collecting, and exchanging information.
24 It has password management mechanizms. 33 (7837 .05 (1.71) B.53056 19 {70.17) D04 (1007 828980
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Catezory and item Found 1 {n=42) Found 2 (n=24)

Conzensus, n{%} Dlean (5D ©5%CI Conzensus, n (%) Dleam (3DF) 95% CI

25. It states the terms and conditions of cloud 32 (74.19) 893(223) 825040 19 {78.17) D22(108) 856972
ZEITICRE.
28. The cloud services used have the relevant 38 (85.71) 40147y BOS-LE3 21 (87.50) D209 (1.60) B.65-903
eCurity measurss.
27. The suthorization and authentication mecha- 37 (8810} 0.57(1.02) 926088 21 (87.50) D42(1.11) 803000
mizms profect wsers’ credentials and allow acosss
to their data.
28. It limits access to data that iz only necessary 33 (78.37) 898 (2.25) B30-0.46 10 (78.17) .96 (2.10) B8.12-9.80
for the usar
2% It detects and identifies cyberseuity volner- 36 (85.71) 0.33(1.76) B.50-L.57 18 (75.007) 5.96(2.16) 8.10-2.82
abilities, poszible threatz, and the risk of baing
exploited.
30. It applies the approprizte security measures 35 (8333 062 (0.82) 937087 19 (78.17) DIR(00I) 201274
ta cvhersecurity vulnerabilities in the face of
pozzible threats to reduce the rizk of being ax-
ploited.
51. It informs wzers of the possible rizks as=oci- — — — 20 (83.33 D25(1.11) B.80-2.70
ated with the app’s uze of perzonal data.

Appropriafene:s and zoitability
32. The benefits and advantazes of using the app 31 (73.81) 8.95(1.38) B48-04:2 18 (75.001) DOB(1.33) 847270
are explamed.
33. Expert: have participated n the development 35 (8333 9.52(1.02y 922083 21 (87.50) D5R(0.TI) 930-9.87

of the app (for example, specialized profeszion-
alz, healih organizations, scientific societies, or
zperizlized external organizarions).

Transparency and content

34 Tt m=es scientific evidsnce to guarantes the
quality of the content.

35. 1t 1= bazed on ethical principles and valuss., 32 (92.86)
Safety

36 (B5.71) .80 (0.86) ©S3405E3 20 (8333 Lag(0.78) 213877

Q.71 {0.77) 94858005 22 (R1L.6T) D.75 (0.61) 9.51-900

nant iz publizhed, the change iz mzpectad and
ithe rizk evaloatad.

3. The poszible risks to nzers ars identified. 38 (B5.71) 0450115y L.10-2.E0 20 (83.33 DA§ (058} 2ID-2.E]
37. It enzures that there are no adverse effects.  — — — 18 (75.00) BO20212)y BOT-LTT
3B It complies with regulstory standardz aza — — — 22 (D1.67) DA&(167) BTR-10.13
medical device.
38 Users are warned when adverss sventz ars — — — 18 (75.00) 2830103} B.06-2.60
identified o0 thev can delete the app and avaoid
4. Userz are warned that the app iz not meare 40 (25.24) DT74(043y BEEL003 22 (D1.67) DET(064) 2412002
ta replace the sarvices provided by 2 profession-
al
4]_Iirecommends ahwavs conmulting a speciabist — — — 22 (D1.6T) D353 (166 B.67-10.00
in caze of doubt.
421 Potentiz] rizks for users cauzaed by ncommect 34 (B0.03) 048 (002 9220073 20 (83.33 D3E(1.17T) B01-9E4
uze and poszible adverse effects are explained.

Techuical zupport and opdates
43. It gives a warning if updates can influence 32 (74.19) 8.90(2.07y 8289353 19 (78.17) 017 (140} B8.60-9.73
inzenzitive data (Chanzss the use of the data or
differant data i= collected).
44 Every imme an updats of 3 thivd-party compa- 33 (TE.37) BLB(1.8]) B43zD32 20 (83.33 280107} BILT-273

Techmology
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Catezory and item Found 1 {n=42) Found 2 (n=24)
Conzensus, n{%} Dlean (5D ©5%CI Conzensus, n (%) Dleam (3DF) 95% CI
45. It works comrectly. It does not fail duringnse 36 (85.71) 0.36(1.23) B09L73 23 (05.83) DT5(033) 934004
(blocks, etc).
45. Funchions are correctly retrieved after context 30 (71.43) 893(1.50y B47038 21 (87.50) D48 (DE3) 9134070
changes (switch o another app and renurm, etc),
axtarnal intermiptions (ncoming calls or mes-
zages. eic), and switching off the terminal.
47. It dossz not waste resources enceszivaly: 29 (§2.03) BER(148y B43033 19 (7017} D25(1.11} B.E0-L2.70
battary, cenfral processing unit, memory, data,
natwork, otc.
48 Ithas a data recovery svstem in caze of logs. — — — 19 (78.17) 547 (2.28) T.76-9.38

2These items wers not available in round 1.

Discussion

Main Findings

The kev finding from this study 15 that the MAG [28] 1z a valid
tool to help guide the development of health-related mobile
apps and assess their quality. The findings also mdicate the
rtems that are important to a health-related mohile app (the
MAG 13 provided with thiz arficle; see Muliimedia Appendix
2).

The data showed that 43 1fems on the MAG were conzidered
to be of high importance (e, they were rated with at least 2 8
on a 0-10 numerical rating scale by at least 75% of the
participants). Most of the items belonged to the categones
privacy and securify, thus showimng that these are the izsues that
most concern stakeholders when asseszing the quality of health
mobile apps. In particular, the followmg items reached a
consensus of 90%: if clearly allows the wser the option of
nontransfer of data fo third parties or for commercial purposes
(ttem 13); if fells users when it accesses other resources on the
mobile device, such as their accounts ar their social network
profiles (ttem 17); if takes measures fo profect minors in
accordance with current legislation (ttem 18); if complies with
all current privacy laws {ltem 2 it is based om ethical
principles and values (Ttem 33); & complies with regulatory
standards as a medical device (1tem 38); uzers are warned thot
the app is not memit to replace the services provided by a
professional (ttem 40%; i recommends always corsulting a
specialisi in case of doubt (1tem 41); and if works correcily, i
does not fail during wse (blocks, eic; 1tem 43).

Our work adds to previous proposzals of qualiy gmdes or
checkhists by studying the validity of MAG, a n:nmpfehensrl.'e
guide demﬂﬂ-ped bﬁ. Llorens-Vernet and Mird [28]. This znde
was found to be 2 igmificant improvement on existing guides,
az 1t had been developed with a comprehenszive focus from a
vanety of sources (1e, rezearch studies, recommendations from
professional orpamzations, and standard: goverming the
development of software for health or medical devices) and an
mternational perspective (le, resources used came from several
regions worldwide). In addition, the guide was created to be of
help to all stzkeholders and not hmited to 2 specific health

problem.
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Future Research

Addrtional research 13 needed to establish the apphcability of
the MAG as a guide for health-related mobile app development.
Future studies will have to test the MAG wath real apps and
check ther functionahty and usability among the different
stakeeholders who are interested m using it. Furthermore, studies
to deterrmuine the relatrve mmportance of the rems and the
reliability and switability of the gmde mn azseszng mobile apps
are alzo warranted. In this regard, a user version of the MAG
will be developed to study the association between the quality
of the uzer expenence and the score 1n MAG. In the future, 1t
15 haghly hikely that addihonal tems or critenia wall be required
to be able to Jook into the new fimctions and actions included
mmobile apps. Thus, revized and updated versions of the MAG

are fo be expected.

Limitations

The results of this study should be mterpreted i the light of
some limitations. The first of these is the representativeness of
the participants. Although participants were an international
zample of stakeholders, most of them were individuals lning
m Spain. We do not kmow 1f the resultz would have been the
zame with other experts. Nevertheless, for the most part, the
group included mdniduals with extensive expenience (m climcal
work, research, and development), which suppests that therr
assessments are relevant and of good quality. Second, the
number of participating experts changed from round 1 to round
2. However, this 1z quite normal and to be expected m all Delpha
pollz [23 28], Although we cannot be certain that the results
would have been the same had all participants in round 1 alzo
responded to round 2, 1t 1z quite probable, as the differences
between the rounds were mumimal Fmally, the number of
participants in each round was appropniate for the objectives (a

mmimum of 7 and maximum of 30 participants 15 recommended
for studies like this; zee [39.42]).

Conclusions

Dezpite the limitations, the results of this study will help advance
the field by providing developers, health care professionals, and
end uzers with a vahd gwmde (the MAG) for developmg and
wdentifying quality mHealth-related apps. The data shows that
the stakeholders reached a consensuz on 48 rtems dismbuted
m 8 categones to establish them asz the mportant ertena for
health apps.
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The MAG provides stakeholders with a wvahd tool for
zsystematically reviewing health-relzted mobile zpps. The MAG
can be readily used to develop new apps by pointing to the

general requirements that a mobile app ought to have if it is to
be of high quality. Furthermore, the gmde can help to rate

Llorenz-Vemet & Mirg

exizting apps and identify those that are of most interest on the
baziz of quality enitenia. The apps that meet most of the cntenia
will pive users the confidence that their objectrves waill be
fulfilled. It can be uzed to provide a checklist for the evaluation
and development of quahty health apps.
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Abstract

Background: There are a huge number of health-related apps
available, and the numbers are growing fast. However, many
of them have been developed without any kind of quality
control. In an attempt to contribute to the development of high
quality apps and enable existing ones to be assessed, several
guides have been developed.

Objective: The main aim of this study was to study the
interrater reliability of a new guide — the Mobile App

Development and Assessment Guide (MAG) — and compare it
with one of the most used guides in the field, the Mobile App
Rating Scale (MARS).

Methods: In order to study the interrater reliability of MAG and
MARS, we evaluated the four most downloaded chronic health
apps for Android and 1OS devices. A group of eight reviewers,

which included different types of stakeholders such as clinical

researchers, engineers, health-care professionals, and end-

users as potential patients, independently evaluated the quality
of the apps using MAG and the MARS. We used Krippendorit's

alpha to calculate the interrater reliability.
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Resulis: Only a few categories of MAG and MARS
demonstrated a high interrater reliability. Although MAG was
found to be superior, there was considerable variation in the
scores between the different types of reviewer. The categories
with the highest interrater reliability in MAG were “Security”
(alpha = 0.78) and “Privacy” (alpha = 0.73).

Conclusions: This study shows that some categories of MAG
have significant interrater reliability and that the MAG scores
are better than the MARS scores. However, there is great
variability in the responses, which seems to be associated with

subjective interpretation by the reviewers.

Keywords: mHealth; mobile health; mobile apps; evaluation

studies, rating; interrater reliability; MARS; MAG

Introduction
In recent years, there has been an explosion of interest
In the use of mobile devices (e.g., smartphones, tablets) [1],

alongside huge advances in the development of health-related

mobile apps [2]. For example, a total of 325,000 different
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health-related apps have recently been reported to be
available [3]). There are mobile apps for virtually all kinds of
health conditions: for example, chronic pain [4,5], cancer [6],
diabetes [/] and cardiovascular diseases [8]. This growth has
brought considerable benefits not only to patients but also to
society at large, and at multiple levels. For example, health-
related apps help to: (1) improve treatiment management, (2)
facilitate patient-doctor communication, (3) monitor the
patient's condition in real time and (4) improve accessibility to
treatment [9-12]. But there are also a number of caveats,
mostly related to the somewhat unsupervised and unreqgulated
nature of the process. And it has been suggested that the fact
that the field is evolving without much scientific support or
guidance [13] not only acts as a barrier to improvement [14]
but also, and more importantly, can potentially put an
individual’'s health at risk [15]. Some of the main problems
related to health apps are: (1) faulty reminders that make
proper treatment follow-up difficult (e.g., the instructions on
when to do an activity or take medication are not correct [16]);
(2) lack of health-expert involvement [17]; (3) inappropriate

response to consumer needs (e.g., bipolar disorder apps
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failing to provide any response when asked about extreme
mood swings or suicidal ideation [18]); and (4) incorrect
medication doses (e.g., incorrect calculation of insulin dose
from blood glucose values [19]).

In order to overcome the issues health-related apps are
facing, some rating scales and guides have been developed
(e.g., [20,21]). One of the first was the Mobile App Rating Scale
(MARS; [22]). It is one of the most used rating scales to
measure the quality of health-related apps [23—27]. However,
the MARS was created from a narrow perspective [28—30] on
the basis of analyzing studies on existing mobile applications,
and leaving out information from other relevant sources (e.g.,
standards governing the design of software for medical
devices).

Recently, the Mobile App Development and
Assessment Guide (MAG;(Llorens-Vernet & Miro, 2020a)) was
created to address the problems observed in the guides
available (but not current key concerns such as privacy and
security), and to help assess health-related apps and guide
stakeholders in the development of new quality apps. MAG

was developed using data from all potential relevant sources,
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and a representative sample of the guidelines, frameworks and
standards in the field of health apps development. MAG has
been acknowledged as a good quality guide by an international
and interdisciplinary group of stakeholders (Llorens-Vernet &
Mird, 2020b).

These guides are important in the field as they provide
quality scores that are key to identifying the best apps available
and distinguishing them from the poorly designed ones.
However, there is little data on the comparative value and
consistency of the very few guides there are. The field would
benefit considerably from studies that guide the development
of new apps and comparatively assess the quality of existing
ones.

The main objective of this research was to study and
compare MAG and MARS. More specifically, we aimed to
compare the interrater reliability of the two measures. We also
focused on whether the interrater reliability of the measures is

consistent across multiple types of apps and stakeholders.
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Methods

Apps selection process

In order to evaluate the interrater reliability of MAG and
MARS across different types of app, we evaluated the top four
search results for chronic health conditions in the medical
category of the Apple and Android stores (i.e., App Store and

Google Play). The search and selection of the apps was

conducted in October 2020.

The inclusion criteria were as follows: the app had to be
focused on a chronic health condition, in English or Spanish
and free to download. We selected chronic health conditions
because it is one of the domains in which health apps are
becoming more relevant (56% of health apps are intended for
this kind of patient [32]). Reports by governmental agencies
indicate that they are a major health problem that affects 31%

of the population (e.qg., [33-36]). In addition, chronic health

conditions are the leading cause of death and disability in both
the developed and developing world in the global burden of
disease equation. The most important chronic health

conditions are: low back pain and headache, neoplasms,
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diabetes and kidney diseases, and cardiovascular diseases
[37—40]. We used the following search terms, which are related
to the top four chronic health conditions in the Global Burden
of Disease study [41]: “pain”, “cancer’, “diabetes”, and

“cardiovascular’.
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Figure 1. Steps in the apps selection process
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Following this process we identified the top four most
downloaded apps (one for each chronic health condition),
which we then used in this study.

Apps evaluation process

The apps were rated by eight reviewers during the
months of October and November in the year 2020. The
reviewers were a group of stakeholders that included clinical
researchers, engineers, health-care professionals, and end-
users as potential patients. Reviewers received (1) the list of
apps, (2) a survey including the items of MAG and MARS to be
evaluated, and (3) specific instructions as to how to proceed
with the review and evaluation of the apps. In order to avoid
potential interferences and help reviewers to work
independently, and in line with similar studies (e.g., [42]), they
were not given any other suggestions, indications or training
about the procedure.

For the evaluation, all reviewers downloaded and
installed the apps on their personal mobile device. Then, they
reviewed each of the apps using the specific criteria in MAG
and MARS. In their assessment, the reviewers were instructed

to only take into account the content and information provided
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within the app itself and the stores (i.e., App Store and Google
Play). This included websites, scientific studies and other
external references as long as they were suggested or
mentioned explicitly within the app or the stores. Like similar
successful procedures, although reviewers spent several
minutes examining the apps, they were not instructed to use
them realistically [42]. The objective of this activity and
procedure was that they would evaluate the apps in the same
way as experts who do not need them would.

MAG [31] has 48 items grouped into 8 categories or
domains: usability, privacy, security, appropriateness and
suitability, transparency and content, safety, technical support
and updates and technology. The reviewers used each of the
items in the categories to assess the quality of the apps, and
checked if the apps met those characteristics and functions or
not (1=yes; O=no).

The MARS [22] has 23 items that are grouped into 5
categories: engagement, functionality, aesthetics, information
quality, and subjective quality. It also has six items, which are
app-specific, that can be adapted to include or exclude specific

information on the topic of interest. For example, these items
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have been used to assess the perceived effects on the user’s
knowledge, atiitudes, and intentions to change as well as the
likelihood of changing the identified targeted behaviors in a
study of mobile apps supporting heart failure symptom

monitoring and self-care management [23]). In this study we
discarded these app-specific items. When using the MARS, the
reviewers used each of the items to assess the quality of the
apps, and scored them using a 5-point rating scale (1-
Inadequate, 2-Poor, 3-Acceptable, 4-Good, 5-Excellent).
Data analysis

In order to study and compare the interrater reliability of
MAG and MARS, we calculated Krippendorif's alpha [43,44]
for every category in the two guides, for each kind of reviewer
and every app, separately and combined. Krippendorff's
coefficient has been found to be superior to Cohen's
coefficient, and can be used with an unlimited number of
reviewers [45—47]. An alpha >.667 indicated agreement [44]. A
negative alpha indicated that agreement was less than could
be expected by chance. All data analyses were performed

using SPSS v.26 for Windows using the Kalpha macro [48].
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Results

A total of eight reviewers rated the four apps using the
MAG and MARS guides. The mobile apps included in the
analysis were: “Manage My Pain” (i.e., pain); “BELONG
Beating Cancer Together” (i.e., cancer); “mySugr - Diabetes
App & Blood Sugar Tracker” (i.e., Diabetes); and “ASCVD Risk

Estimator Plus” (i.e., cardiovascular diseases).

The group of reviewers included two clinical
researchers, two engineers, two health-care professionals,
and two end-users as potential patients. Complete responses
were provided for almost all criteria and apps, although a small
number of criteria showed a percentage of data completeness
that ranged from 78% to 97% (e.g., “lt has password
management mechanisms”; see Multimedia Appendix 1).
Tables 1 and 2 show the interrater reliability coefficients by

categories, and overall, for both guides.

In MAG, the reviewers scores for several categories

complied with the criteria. The highest interrater reliability

scores were for the categories “Privacy” (Engineers: p = 0.73)

and “Security” (Engineers: p = 0.78; and Health care
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professionals: p = 0.76). In addition, two other categories,
“Usability” and “Safety’, were very close to compliance (Health
care professionals: p = 0.62 and 0.61, respectively). The total
interrater reliability of MAG (i.e., for all categories) was 0.45

(see Table 1).

Table 1. Interrater reliability scores when reviewers used MAG

Reliability

Clinical Health care | End-
Category researchers | Engineers | professionals | users | Agaregate
Usability 0.28 0.28 0.62| 045 0.38
Privacy 0.36 0.73 042 043 0.45
Security 0.18 0.78 0.76| 0.26 0.47
Appropriateness
and suitability 0.38 0 -0.15 0 0.25
Transparency
and content 0 1 -0.40| -0.36 0.15
Safety 0.59 0.51 0.61] -0.23 0.33
Technical
support and
updates 0.38 1 1| 0.76 0.30
Technology 0.44 0.45 -0.05| 0.45 0.39
Total 0.40 0.66 0.55| 0.29 0.45

In MARS, none of the reviewers’ scores or the
aggregate scores complied with the criteria. The categories
with the highest interrater index were “Engagement” and
“Subjective” with an overall alpha coefficient of 0.43 in both

cases. The total interrater reliability of MARS (i.e., for all

categories) was 0.29 (see Table 2).
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Table 2. Interrater reliability scores when reviewers used

MARS
Reliability
Clinical Health care

Category researchers | Engineers | professionals | End-users | Aggregate
Engagement 0.18 0.50 0.53 0.41 0.43
Functionality 0.24 052 0.40 -0.38 0.19
Aesthetics 0.42 0.26 0.23 -0.14 0.17
Information 0.03 0.08 0.05 -0.09 0.06
Subjective 0.57 0.41 -0.08 0.54 0.43
Total 0.27 0.41 0.25 0.19 0.29

Tables 3 and 4 show the interrater reliability scores for

each mobile app assessed using the MAG and MARS guides.
As can be seen, none of the scores complied with the criteria
overall or in any category. Nevertheless, the highest interrater

reliability scores were for the MAG guide.

Table 3. Interrater reliability scores for apps when reviewers

used MAG
Reliability
BELONG mySugr - Diabetes | ASCVD Risk
Manage | Beating Cancer | App & Blood Sugar | Estimator

Category My Pain | Together Tracker Plus
Usability 0.58 0.49 0.27 0.15
Privacy 0.47 0.38 0.28 0.20
Security 0.44 0.18 0.42 0.32
Appropriateness
and suitability 1 0.42 0 -0.04
Transparency
and content 0.08 -0.08 -0.06 0.00
Safety 0 0.47 0.33 0.21
Technical
support and
updates 0.10 0.57 016 0.10
Technology 0.17 0.36 012 0.45
Total 0.53 0.42 0.32 0.35
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Table 4. Interrater reliability scores for apps when reviewers

used MARS
Heliability
BELONG mySugr - Diabetes | ASCVD Risk
Manage | Beating Cancer | App & Blood Sugar | Estimator
Category My Pain | Together Tracker Plus

Engagement 0.31 0.24 -0.10 0.18
Functionality 0.27 0.05 -0.02 0.16
Aesthetics -0.05 -0.03 -0.07 0.12
Information -0.08 0.08 -0.03 0.09
Subjective 0.55 0.44 0.16 0.14
Total 0.20 0.18 0.01 0.42

Additional supplementary information is also provided
on the interrater reliability scores for each item (see Multimedia

Appendix 1).

Discussion
Principal findings

This research is the first to measure the interrater
reliability of the Mobile App Development and Assessment
Guide (MAG; [13,31]). We used MAG to study four mobile
health-related apps, and compared the results with those
obtained with the Mobile App Rating Scale (MARS; [22], one
of the most extensively used guides in the field.

The data showed that few categories had a high
interrater reliability. This finding is similar to that of other
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studies (e.q., [26,42,46]) that have analyzed this type of guide.
Taken as a whole, the findings demonstrate that it is difficult for
reviewers to rate the apps in the same or similar way. A
potential explanation for this finding is that reviewers do not
interact with the apps in the same way, so they display different
responses and functions [46]. Therefore, it is unlikely that
reviewers will detect all app functions, which leads to
differences in the ratings because they might not be assessing
exactly the same. Support for this explanation can be found in
the fact that the most objective categories evaluated, those
which require less subjective interpretation by the reviewer
(e.qg., “Privacy”, “Security”), are the ones with the highest
interrater reliabilities. This finding is similar to the one reported
by Powell and colleagues who detected that the less judgment
required by reviewers, the higher the reliability [42].

Another important finding of this study was that
interrater reliability scores for MAG were better than for MARS.
Importantly, some of the MAG categories with the highest
interrater reliability are not included in MARS (e.qg., “Privacy’,
“Security’, “Technology’). These are issues that have grown in

importance in the field in recent years.
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It should also be noted that some MAG categories
showed a higher interrater reliability than others, but there was
considerable variation in the scores between the types of
reviewer. This finding suggests that the differences in the
interrater reliability scores are related to such individual
characteristics of the reviewers as background or training. This
could help explain, in part at least, why engineers showed the
highest reliability scores in the category of “Security”, as this is
an important issue that is currently a matter of key interest in
the training of engineers but not in the case of clinical
researchers. And it implies that reviewers from different
backgrounds are required to assess apps and that reviewers
need to be trained. However, it is also possible that the low
interrater reliability scores were not only reviewer-related, but
also app-related. That is, although we selected the four most
downloaded apps, they may not have been quality apps or
easy to assess (e.g., the functions or properties of the apps
were not easy to find or identify). In support of this explanation,
some items were not answered by any reviewers in either of
the guides (e.qg., “lt has a data recovery system in case of loss™;

“It is based on ethical principles and values™). Finally, another
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non-exclusive explanation for these resulis could be guide-
related. The fact that the categories which required less
interpretation (e.qg., “Security”) were the ones with the highest
interrater reliability would support this explanation. This
suggests that the guides must be improved.

The differences in interrater reliability, and more
importantly the lower scores found, suggest that there is a very
important underlying problem which is indicative of the difficulty
of creating a good guide to help in the development and
assessment of health-related apps. On the basis of the results
of this study and others (e.g., [42,46]), users of health-related
apps should use and interpret the resulis of quality
assessments with caution.

The assessment of the quality of health-related apps is
very important. Therefore, we must continue working on
improving the way assessments are conducted. This may not
only require improving the available guides, but also working
with specialized centers and trained reviewers.

Future research
Studies are needed to help improve available guides

that are psychometrically sound so future research should
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focus on how to improve and empirically test interrater
reliability. For example, studies should examine whether giving
reviewers additional training is enough, or how reviewers’
knowledge and assessment skills can best be improved. They
should also establish whether the quality of health-related apps
should be assessed by reviewers with different qualifications,
training and background. Additional research would also help
to determine whether understandable and well-defined criteria
can improve interrater reliability above and beyond the
improvement in reviewer training. Moreover, and specifically in
relation with MAG, additional research with more apps of
different types is also warranted. This would help ascertain
whether and how different types of app influence the reviewers'
evaluations.
Limitations

This study has a number of limitations that should be
taken into account when interpreting the results. First, we
studied the interrater reliability of MAG when it was used to
evaluate apps that were available in both Android and 10S.
Although the applications are generally the same on both

platforms, there may be small differences that influence the
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users experience or performance when using different
platforms and devices. For example, the amount of information
displayed may differ due to the size of the screen, or the
position and size of some elements (e.g., buttons, menu).
Second, we used a very limited number of apps. We selected
the most downloaded ones, as we thought they would be of
better quality and therefore easier for reviewers to assess.
However, they may not be of quality or representative of
health-related apps, and so may not be suitable for an accurate
study of the interrater reliability of the guides. Third, during the
period of time that the apps were being assessed, they may
have been updated or modified, which would have had an
unknown impact on the results of the assessments. Finally,
although individuals from different groups participated, they
may be not representative. Even though they were extremely
knowledgeable in their respective areas they may or may not
be the best individuals for assessing the quality of the apps, as
none of them had received any training. Future studies, then,
should examine whether training can help improve the
reviewers’ assessment and the interrater reliability.

Conclusions
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Despite the limitations of the study, our findings provide
new and important information about MAG. Of particular
consequence Is that several categories in MAG have a
significant interrater reliability. In addition, the data shows that

the scores are betier than the ones provided by MARS, the

most commonly used guide in the area.
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5. Discussio

Aquesta tesi doctoral, a traves de la realitzacio de 3 estudis
consecutius, proposa una guia que faciliti I'avaluacio de la qualitat de les
apps de salut disponibles i el desenvolupament de noves apps de salut de
qualitat. El treball realitzat s’ha concretat en tres fases: en (1) estudiar els
criteris més importants per a identificar | desenvolupar apps mobils de salut
per tal dintegrar-los en una guia que permetés superar els problemes
existents, (2) estudiar la validesa dels criteris | de |a nova guia creada i (3)

contrastar la fiabilitat de la guia.

Aquest treball es va plantejar per la falta d'un estandard i d'un
consens general de com han de ser les apps mobils de salut. Sibé diferents
grups d'experts i institucions han creat guies, ho han fet seguint les seves
propies pautes amb un coneixement limitat del seu ambit d'actuacio, per
exemple, pensant en criteris especifics per a problemes de salut o
col-lectius de pacients concrets (Brown et al., 2013; Gaziel-Yablowitz &
Schwartz, 2018). Aquesta diversitat de criteris ha provocat ceria
inseguretat a usuaris | experts al no disposar d'un referent clar de com
hauria de ser una app de salut de qualitat (Akbar et al., 2020; Peng.

Kanthawala, Yuan, & Hussain, 2016).

Els estudis que configuren aquesta tesi, donen resposta al
problema i contribueixen a donar solucio, encara que sigui parcialment |
provisionalment, a la creixent preséncia d'apps de dubtosa qualitat

(Wisniewski et al., 2019; Wyatt, 2018). La nova guia que es proposa en
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aquesta tesi (MAG) es va fer a partir de fonts d'informacié recollides d'arreu
del moén i validada per un conjunt d'actors rellevants, multidisciplinari | de
procedéncia internacional. Aixi, doncs, supera guies semblants existents
doncs té en compte els aspectes de les apps més rellevants, dels que
actualment sén considerats pertinents, i inclou tots els criteris possibles.
Comptar amb tan ampli ventall de criteris en una sola guia fa que es pugui

utilitzar per a desenvolupar o avaluar apps de qualsevol tipus.

Aquesta guia ha estat sotmesa a diferents proves de comprensio i
fiabilitat, per tal d'assegurar que estava a l'algcada de les necessitats del
que es requereix d'una eina com aquesta. | els estudis realitzats mostren
que supera allo que caldria exigir a una guia. Primer, per qué s’ha verificat
que els criteris inclosos en la guia son comprensibles |, per tant podrien ser
utilitzats per la majoria de persones. Segon, per qué s’ha pogut comprovar
que els criteris inclosos a la guia sén importants per a identificar | garantir
la qualitat de les apps. | tercer, per qué malgrat les dificultats observades,
alguns dels criteris que inclou la MAG demostren una alta fiabilitat entre
jutges. De fet, després de comparar la MAG amb la MARS, que és la gquia
mes utilitzada en aquest ambit, s‘'observa que la MAG mostraria detalls pels

quals se |la podria valorar d'una forma mes positiva.

Fins on sabem, aguest treball és el primer que proporciona una
guia completa en tots els ambits, per ajudar en el desenvolupament |
avaluacio d'apps mobils relacionades amb la salut, en forma de llista de
criteris i categories. Per exemple, incorpora criteris relacionats amb la

usabilitat (és a dir, l'aplicacié s'ha d'adaptar a la poblacié objectiu),
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privacitat (és a dir, compliment de la llei i el tractament de les dades dels
usuaris), com també relacionats amb la seguretat (és a dir, la potencialitat
del risc per als usuaris finals), entre altres molts criteris. Amb aguesta
varietat de criteris, s’ha aconseguit que la MAG avalui des de totes les
possibles perspectives i valori tot allo rellevant per a una app de salut de

qualitat.

Malgrat el progrés que significa la MAG i la feina feta pel seu
desenvolupament, el treball realitzat no esta exempt de limitacions. Primer,
en el recull de fonts d'informacié internacionals, ens vam centrar solament
en aquelles regions | paisos en que I'us de les tecnologies maobils era molt
extens. | aixo per limitar una informacio que d'altra forma no hauria estat
possible d’'analitzar. Per tant, podria ser que algun criteri important no
s'hagués inclos. Tot | que sembla poc probable que algun criteri
veritablement important s’hagués escapat, doncs, per una banda, la
informacié provenia dels paisos amb una major implantacié de la
tecnologia mobil que segurament tenen una més llarga i reeixida tradicié
en aquest camp I, per altra banda, per qué a les persones que participaven
en els nostres estudis se’ls demanava que afegissin qualsevol criteri
rellevant que consideressin que faltava. Segon, algunes persones a les que
es va proposar participar en les estudis no ho van voler fer. Desconeixem
si qui no va voler participar €s molt diferent de les persones que si van
col-laborar, en aspectes rellevants. Sigui com sigui, els grups de
participants superaven amb escreix els criteris metodologics exigibles, en

els que hi eren presents les sensibilitats | interessos dels actors més
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rellevants (aixd és, grups multidisciplinaris d'investigadors, usuaris
potencials, desenvolupadors d'apps, especialistes sanitaris potencials
prescriptors d’apps). Més encara, eren grups de configuracio internacional,
constituits amb persones molt expertes amb una amplia experiéncia en el
seu camp. Tercer, i pel que fa a l'avaluacié de la fiabilitat, vam triar un
numero limitat d’'apps que tot | ser les mes descarregades, podrien no ser
de qualitat. Tanmateix, malgrat que van participar stakeholders ben
diferents, fet que garantia incloure diferents sensibilitats, no tenien cap
mena d'experiencia en 'avaluacio d'apps, | malgrat que se’ls van donar
instruccions molt precises de qué calia fer i com, la manca d'experiéncia

en aquesta activitat podria haver influit en els resultats.

Malgrat que els resultats dels estudis realitzats indiquen que la
MAG és una guia comprensible, i més fiable que anteriors guies, cal
considerar aqguests resultats com de naturalesa preliminar. I, aixi, cal nous
estudis amb els que determinar guina &s la seva idoneitat, s a dir, si es
pot utilitzar per a desenvolupar i avaluar qualsevol tipus d'app de salut
mantenint els mateixos resultats de qualitat. Un altre aspecte a estudiar és
la importancia relativa dels diferents criteris inclosos. Es a dir, tot i que hem
verificat la importancia dels criteris que inclou la MAG, caldria estudiar
quins d'ells tenen un major pes en la definicid de la qualitat | si aguesta
variacio depén del tipus d'app de la que es fracti. D'aquesta manera es
podria millorar la precisio en l'avaluacio de les apps, a més de poder
prioritzar quins aspectes de les apps necessiten més atencid al moment de

desenvolupar-les. També seria dlinterés desenvolupar una versid d'usuari
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de la MAG, d'aquesta manera es podria estudiar l'associacié entre la
qualitat de l'experiéncia d'usuari i la puntuacio a la MAG, | una versio
abreujada per tal de facilitar la feina dels futurs potencials usuaris | millorar
I'experiencia d'us. Igualment, futures investigacions hauran d'estudiar si
I'entrenament dels avaluadors millora els resultats de les avaluacions.
Finalment, val a dir que la MAG sera una eina en revisio | millora constant,
doncs és altament probable que en un futur proper convingui modificar o
afeqir criteris per poder avaluar les noves funcionalitats de les apps de salut
| adaptar-se a les exigencies dun mén que esta en constant

desenvolupament.

La MAG es pot utilitzar per dos objectius diferents, per comprovar
la qualitat d’'una app ja existent 0 com una guia per crear una nova app,

tant per un motiu com per I'altre el procés d'us és similar.

La MAG s’ha creat perqué no tingui expressions o terminologies
excessivament técniques i, per tant, no hi hagi dificultat per a la seva
comprensio. Tot i aixi, considerant els resultats del nostre treball, abans de
fer-ne Us, es recomana tenir uns minims coneixements en el camp de la

salut mobil per poder-la utilitzar correctament i amb la maxima eficacia.
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6. Conclusions

Les principals conclusions d'aquesta tesi doctoral son les seglents:

1. Els criteris de qualitat identificats | que inclou la Mobile App
Development and Assessment Guide (MAG) poden ser utilitzats
per proveidors de salut, enginyers | desenvolupadors,
investigadors, pacients i reguladors, i han demostrat ser facilment
comprensibles.

2. Els 48 criteris més importants estan relacionats amb les tematiques
de Privacitat, Ciberseguretat, Usabilitat, Seguretat, Tecnologia,
Adequacio i idoneitat, Transparéncia i contingut i Suport técnic |
actualitzacions.

3. La MAG és una eina comprensible, i valida tant per avaluar de
forma sistematica la qualitat de les aplicacions de salut com per
guiar el desenvolupament de noves aplicacions rigoroses | de
qualitat en salut.

4. Malgrat que de forma preliminar, els estudis realitzats mostren que
la MAG seria una millor eina per avaluar la qualitat de les apps |
per a guiar el desenvolupament de noves, en base a criteris de

qualitat.
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