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Abstract 

 

The Internet of Things is a trending topic these days. It is improving people's daily lives, mainly 

because it greatly facilitates a wide variety of everyday household tasks. It also generates new business 

areas for new and well stablished companies. However, energy is often the major job stopper for broad 

adoption of this technology, which have three tight constraints: extremely cost oriented, long service life 

and small size.  

As a consequence, developers must overcome many challenges related to the optimal management 

of the energy available to power a node. This management is not only limited to the power supply, but also 

comprises the smart energy consumption of the node. Three challenges are addressed in this work: the first 

associated with the node’s sensing system, the second, with the power consumption when the node is not 

operating, and the third, with the energy harvesting. The contributions of this thesis are presented as an 

article-based dissertation of three fundamental journal publications and three conference articles, where 

each fundamental publication addresses one of the challenges. 

The first contribution is related to the node’s sensing system. Particularly, the electronic gas meters’ 

sensing system. A novel sensing system for gas meters has been developed. It is based on a dual magnetic 

sensing: a) low-cost, low-power primary sensing via reed switches connected to the microcontroller's 

(MCU) digital inputs, and b) secondary sensing using Hall-effect sensors coupled to the MCU's analogue 

inputs. Furthermore, both sensing systems use an active and a passive element to provide an output that is 

immune to external interfering magnets. To establish the dependability of the prototype, it was implemented 

and evaluated under various test scenarios. In addition, the contribution is complemented with the design 

of a node that could be easily installed in old mechanical gas meters to upgrade them to smart ones. This 

study has gone some way towards improving the data collection process of gas meters. Taken together, 

these contributions meet the constraints of nodes for the IoT. 

The second contribution of this research work has proposed, analyzed, and evaluated a contactless 

wake-up circuit for an MCU that makes use of a light-emitting diode (LED) operating as a photodetector 

and is lighted by a smartphone flashlight. This contribution contains a theoretical analysis as well as 

experimental data that support the circuit described. Two wake-up circuits were proposed: a) a simple one, 

but with limitations and b) a robust one, which requires extra stages. The circuit a) is the simplest, lowest-

cost, smallest, and lowest-power solution for waking up an MCU found in the literature. It consists of only 

a resistor and an LED. Nevertheless, its limitation is the operation under ambient light conditions, which 

may cause unwanted turns-on and higher consumption to the node. The circuit b) comprises a high-pass 

filter and a voltage-level translator that connects the LED to the MCU through an appropriate resistor in 

parallel. When lighted by a switching flashlight, the LED produces a square voltage, which is translated 

into logic levels at the wake-up circuit output. A firmware embedded in the MCU also ensures that a 

specified series of logic pulses at a specific rate is received in order to activate the MCU. These additional 
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stages make it more robust against ambient light interferences. Note that LEDs manufacturers do not 

disclose information regarding how LEDs respond to light. It is critical for designers to understand the 

behavior of LEDs to create new applications in this field. Consequently, in order to select the most 

appropriate LED depending on the ambient interfering lights, this second contribution is complemented 

with the current-voltage characterization of several types of LEDs in two scenarios: outdoors and indoors. 

Finally, in the third contribution, the energy challenge associated with the node’s power source is 

addressed. Specifically, the energy harvesting of radiofrequency (RF) signals present in the environment is 

chosen among all available energy sources. Numerous RF energy harvesters have been proposed in this 

regard. The challenge is that the amount of RF energy that can be harvested in some realistic scenarios is 

relatively limited, needing the development of highly efficient harvesters. However, due to the non-

linearities of the circuit, the research and simulation to obtain further insight into the harvesters' 

performance are difficult. A compact Thévenin model for a rectenna is proposed in this study. This model 

is used to create a high-efficiency RF harvester with a maximum power point tracker (MPPT). The 

investigated rectenna comprises an L matching network and a half-wave rectifier. The developed model is 

simpler and more compact than those previously proposed in the literature, and it contains explicit and 

simple analytical expressions of the Thévenin voltage (Voc), resistance, and power efficiency. The rectenna 

is implemented and characterized from -30 to -10 dBm at 808 MHz. The experimental findings support the 

suggested model, demonstrating a linear current–voltage relationship as well as a maximum efficiency at 

Voc/2, specifically 60% at -10 dBm. At the rectenna output, an MPPT was also employed to automatically 

work at the highest efficiency point, with an overall efficiency nearing 50% at -10 dBm. Further 

experiments were carried out, this time with a nearby transmitting antenna, to power a sensor node with a 

power demand of 4.2 µW. 

The last two chapters review, analyze, comment on the obtained results in relation to the argument 

and the objectives of this thesis, and conclude the current research work. 
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Resumen 

 

El Internet de las Cosas (IoT) es un tema tendencia en estos días. Está mejorando la vida diaria de 

las personas, principalmente porque facilita en gran medida una amplia variedad de tareas domésticas 

cotidianas. También genera nuevas áreas de negocio para empresas nuevas y consolidadas. Sin embargo, 

la energía es a menudo el principal obstáculo para la adopción generalizada de esta tecnología, que tiene 

tres restricciones estrictas: es extremadamente orientada a los costos, requiere una larga vida útil y un 

tamaño pequeño. 

Como consecuencia, los desarrolladores deben superar muchos desafíos relacionados con la gestión 

óptima de la energía disponible para alimentar un nodo. Esta gestión no solo se limita a la fuente de 

alimentación, sino que también comprende el consumo energético inteligente del nodo. En este trabajo se 

abordan tres desafíos: el primero asociado con el sistema de detección del nodo, el segundo, con el consumo 

de energía cuando el nodo no está en funcionamiento, y el tercero, con la recolección de energía. Las 

contribuciones de esta tesis se presentan como un compendio de artículos de tres publicaciones 

fundamentales de revistas y tres artículos de conferencias, donde cada publicación fundamental aborda uno 

de los desafíos. 

La primera contribución está relacionada con el sistema de detección del nodo. En particular, el 

sistema de detección de los contadores electrónicos de gas. Se ha desarrollado un nuevo sistema de 

detección para contadores de gas. Se basa en una detección magnética dual: a) detección primaria de bajo 

costo y baja potencia a través de interruptores de lengüeta conectados a entradas digitales del 

microcontrolador (MCU), y b) detección secundaria mediante sensores de efecto Hall acoplados a entradas 

analógicas de la MCU. Además, ambos sistemas de detección utilizan un elemento activo y uno pasivo para 

proporcionar una salida que es inmune a imanes externos que puedan interferir con la medición. Para 

corroborar la fiabilidad del prototipo, se implementó y evaluó en varios escenarios de prueba. Además, la 

contribución se complementa con el diseño de un nodo que podría instalarse fácilmente en contadores de 

gas mecánicos antiguos para actualizarlos a medidores inteligentes. Este estudio ha contribuido a mejorar 

el proceso de recopilación de datos de los contadores de gas. En conjunto, estas contribuciones cumplen 

con las limitaciones de los nodos para IoT. 

La segunda contribución de este trabajo de investigación ha propuesto, analizado y evaluado un 

circuito de activación sin contacto para MCUs, que hace uso de un diodo emisor de luz (LED) que funciona 

como fotodetector y es iluminado por el flash de un móvil. Esta contribución contiene un análisis teórico, 

así como datos experimentales que sustentan el circuito descripto. Se propusieron dos circuitos de 

activación: a) uno simple, pero con limitaciones y b) uno robusto, que requiere etapas extra. El circuito a) 

es la solución más simple, de menor costo, más pequeña y de menor consumo para activar un MCU que se 

encuentra en la literatura. Consiste solo en una resistencia y un LED. Sin embargo, su limitación es el 

funcionamiento en condiciones de luz ambiental, que puede provocar activaciones no deseadas y un mayor 
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consumo del nodo. El circuito b) comprende un filtro pasa alto y un traductor de nivel de voltaje que conecta 

el LED al MCU a través de una resistencia apropiada en paralelo. Cuando se hace conmutar el flash, el 

LED produce una señal cuadrada, que se traduce en niveles lógicos en la salida del circuito de activación. 

Un firmware integrado en el MCU garantiza que se reciba una serie específica de pulsos lógicos a una cierta 

velocidad para activar el MCU. Estas etapas adicionales lo hacen más robusto contra las interferencias de 

la luz ambiental. Se debe resaltar que los fabricantes de LED no divulgan información sobre cómo 

responden los LED a la luz. Es fundamental que los diseñadores comprendan el comportamiento de los 

LED para crear nuevas aplicaciones en este campo. En consecuencia, para seleccionar el LED más 

adecuado en función de las luces ambientales interferentes, esta segunda aportación se complementa con la 

caracterización corriente vs. tensión de varios tipos de LED en dos escenarios: exterior e interior. 

Finalmente, en la tercera contribución, se aborda el desafío energético asociado con la fuente de 

energía del nodo. Específicamente, la recolección de energía de señales de radiofrecuencia (RF) presentes 

en el medio ambiente se elige entre todas las fuentes de energía disponibles. En este respecto, se han 

propuesto numerosos recolectores de energía de RF. El desafío es que la cantidad de energía de RF que se 

puede recolectar en algunos escenarios realistas es relativamente limitada, lo que requiere el desarrollo de 

recolectores altamente eficientes. Sin embargo, debido a las no linealidades del circuito, la investigación y 

la simulación para obtener más información sobre el rendimiento de los recolectores de energía son 

difíciles. En este estudio se propone un modelo compacto de Thévenin para una rectenna. Este modelo se 

utiliza para crear un recolector de RF de alta eficiencia con un rastreador de punto de máxima potencia 

(MPPT). La rectenna investigada comprende una red de adaptación L y un rectificador de media onda. El 

modelo desarrollado es más simple y compacto que los propuestos previamente en la literatura, y contiene 

representaciones explícitas de la tensión (Voc) y la resistencia de Thévenin y la eficiencia energética. La 

rectenna está implementada y caracterizada de -30 a -10 dBm a 808 MHz. Los hallazgos experimentales 

apoyan el modelo sugerido, demostrando una relación lineal entre la corriente y la tensión, así como una 

eficiencia máxima a Voc/2, específicamente 60% a -10 dBm. En la salida de rectenna, también se empleó 

un MPPT para trabajar automáticamente en el punto de mayor eficiencia, con una eficiencia general cercana 

al 50% a -10 dBm. Se llevaron a cabo más experimentos, esta vez con una antena de transmisión cercana, 

para alimentar un nodo sensor con una demanda de potencia de 4.2 µW. 

Los dos últimos capítulos revisan, analizan y comentan los resultados obtenidos en relación con la 

argumentación y los objetivos de esta tesis, y concluyen el trabajo de investigación actual.  
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1.1 Motivation 

 

This research work is carried out within the framework of an Industrial Doctorate program of 

the Generalitat de Catalunya. Within an Industrial Doctorate, the PhD student is enrolled in a university 

but bases his/her research in a strategic research project of a specific company. The research for this 

project is developed at the company Idneo Technologies S.L. jointly with the electronics Circuits and 

Transducers (e-CAT) research group of the Department of Electronic Engineering at the Universitat 

Politècnica de Catalunya. Idneo wants to become a leader in the emerging field of the Internet of Things 

(IoT) and this doctorate is part of its strategy to achieve it. Idneo, through national and international 

associations and forums, will follow this doctorate and other market initiatives to orientate research and 

development to the challenges faced on these initiatives and its related products/services.  

The contributions of this thesis are presented as an article-based dissertation of three journal 

publications and three conference articles. This doctoral thesis will tackle issues commonly encountered 

when designing a wireless sensor node for the Internet of Things. The specific approach will be as 

general as possible to extrapolate the achieved results to other products and scenarios. Nevertheless, it 

does not exist a one-size-fits-all approach to solve these problems, that is why the author worked on 

different solutions for energy problems faced when designing an IoT device. The solutions depend on 

the form factor, the application, the environment where the node will be installed, the available energy 

to power the node, etc. Also, because of the company-specific work dynamic of the industrial doctorate, 

the focus of the investigation varied during the doctorate. The research projects were linked to clients, 

the company, or the research group interests, which led to a broad research field. 

 

1.2 Argument 

 

Broadly, several initiatives rely on Internet of Things (IoT) as enabling technologies [1]–[12]. 

Energy is often the major job stopper for broad adoption of this technology [13]–[16], in particular in 

very high-volume products, which have the following three tight constraints [17], [18]: 

- Extremely cost oriented: Particularly when objects are disposable or have reduced life, the 

IoT node must be in line with the overall cost, which implies that IoT nodes of such products 

have to be extremely cheap [19].  

- Long service life [19], [20]: they tend to be spread and may not be under control; therefore, 

maintenance such as replacing a battery is either not possible or economically not feasible 

[13], [14]. A long lifetime is required as it keeps maintenance and cost lower. 
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- Small size: they are destined to be ubiquitous [14]. 

The challenge is to power wireless nodes while complying with the three constraints. On the 

one hand, the lower the cost and the smaller the size, the lower the energy that can be stored or harvested. 

On the other hand, the longer the service life, the higher the energy needed. As a consequence, 

developers must overcome many issues related to the optimal management of the energy available to 

power a node. This management is not only limited to the power supply, but also comprises the smart 

energy consumption of the node. These issues will be referred from now on as energy challenges. Three 

challenges will be addressed here: the first associated with the node’s sensing system, the second, with 

the power consumption when the node is not operating, and the third, with the energy harvesting. 

Firstly, the energy challenge tackled by this thesis is related to the node’s sensing system. 

Particularly, considering the employer partner interests, the aim is the design of a low-power sensing 

system for gas meters. This challenge will be referred herein as low-power sensing system. Historically, 

the measurement of the gas usage of residential communities is performed with mechanical gas meters 

[21]. Even though the gas meters’ performance proved to be highly reliable for over 20 years, the 

collection process of the measurement data is done periodically one-by-one by a company provider 

technician [22]–[26]. Therefore, the process is slow, costly, and prone not only to human mistakes, but 

to fraud, too [22]. Moreover, the gas meters suffer all kind of tampering attempts by the users, which 

cannot be detected by the gas meters, since they do not have any smart device to register them. 

Smart gas meters are becoming an alternative to the traditional mechanical meters [27]. There 

are two types of smart gas meters: electronic gas meters and add-on nodes. The first one requires 

replacing all the old meters by these new electronic gas meters. This option takes a lot of work, cost, 

and time [24]. The second is an add-on node that upgrades the old meters to smart ones, without the 

need to replace them. It is a challenge for either of these smart gas meters to match or improve the 

reliability and service life of traditional gas meters, to be free from tampering fraud, or at least detect 

them, and to improve collection process of data. In addition, the smart gas meters must still comply with 

the three constraints for IoT nodes. A low-cost, small size, and low-power measurement technique 

insensitive to external tampering attempts is required. 

Secondly, the energy challenge tackled by this thesis is related to the power consumption when 

the node is not operating. This challenge will be referred here as low-power wake-up circuit. In some 

applications, several months can pass between the assembly and the activation of the sensor node. 

Furthermore, the node case is usually permanently sealed. Hence, this prevents adding the power supply 

later to active the node. Moreover, adding a switch or a button only to turn it on once increases cost, 

number of components and size. A wireless wake-up source is needed so the node can remain at its 

lowest power mode until a signal wakes it up. 
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Many wireless wake-up technologies that can be used for this purpose exist. The main ones are 

RF, optical and magnetic. RF wake-up sources have been widely investigated. Piyare et al. [28] 

developed a survey of 75 different researches. All of these require one or two antennas to achieve this, 

which increases the size and cost of the node. A magnetically-actuated sensor is an alternative. However, 

it requires the node to have a sensor only for this purpose. Besides, the reader should be able to generate 

a magnetic field. Finally, optical wake-up mechanisms are a promising alternative for short-range line-

of-sight applications. Studies have been done in this field, finding the main issues in the ambient light 

interference and complex circuits that do not comply with the constraints of nodes for the IoT.  

Thirdly, the energy challenge associated with the node’s power source will be addressed. This 

challenge will be referred herein as high-efficiency energy harvester. Currently, two main alternatives 

are used for providing energy to the IoT node: the use of primary batteries or environmental energy 

harvesting [13], [14], [19], [20]. Primary batteries lead to simpler designs because, depending on the 

electrical characteristics of the device, the battery might match the voltage range of the node 

components. If that is not the case, a DC-to-DC (DC-DC) voltage converter is required, for example a 

linear or a switching regulator. The downside of the primary batteries is they have a limited energy 

budget. Their use is feasible whenever the available energy is enough to power the IoT node during a 

cost-effective period of time. Contrariwise, energy harvesting leads to more complex designs [14]. 

Despite the design complexity, the available energy is unlimited. The downside is that the available 

average power is limited and needs to be higher than the average power required by the IoT node to 

ensure the device remains powered [29]. 

From the point of view of the power supply and due to demands within the scope of the industrial 

doctorate and the research group, energy harvesting is the topic selected. Specifically, from all the 

sources of energy, the harvesting of the radiofrequency (RF) signals available in the environment or 

intentionally radiated by a nearby RF source is selected. In that sense, countless RF energy harvesters 

have been extensively proposed [30]–[39]. The problem is the RF energy that can be harvested in some 

practical scenarios is very limited, so highly efficient harvesters must be designed [40]. However, the 

study and simulation to gain more insight into the harvesters’ performance are complex because of the 

non-linearities of the circuit [41]. Several models have been proposed in the literature. Some models are 

complex and require additional simulations or extensive calculations [42], others, are simpler but are 

inferred from experimental data [43]. Therefore, there is a need for a novel and simpler analytical model 

to fully characterize the RF energy transducer, which will ease the design of highly efficient harvesters. 
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1.3 Objectives 

Given the industrial doctorate context, the aim of this thesis is to address different topics 

concerning the design and implementation of nodes for the IoT. Three objectives have been formulated, 

one for each energy challenge mentioned in the previous section: 

• Objective 1: Define a feasible sensing system alternative for smart gas meters. This 

objective includes the design and implementation of a low-power, small size, and low-

cost sensing system insensitive to external tampering and the improvement of the 

collection process of the data of gas meters. 

• Objective 2: Optimization of the IoT node power consumption when this is not 

operating. This objective involves the analysis, characterization, and evaluation of a 

simple low-power wireless system for waking up nodes. 

• Objective 3: Analysis, design, and implementation of a high-efficiency RF energy 

harvester. This objective includes characterizing and proposing a simple model of the 

transducer and then applying that model to design a highly efficient RF energy 

harvester. 

 

1.4 State of the art 

This section presents the context and background of wireless nodes for the IoT.  Firstly, the IoT 

topic is introduced. The definition, applications examples, and an overview of the IoT’s elements are 

provided. Secondly, the focus is on wireless nodes for the IoT, where a detailed explanation of the 

modules they comprise is given. Thirdly, the three energy challenges are addressed:  low-power sensing 

system, low-power wake-up circuit, and high-efficiency energy harvester. 

1.4.1 Internet of Things 

The Internet of Things is a trending topic these days [14]. The ISO/IEC1 defined the IoT as “an 

infrastructure of interconnected objects, people, systems and information resources together with 

intelligent services to allow them to process information of the physical and the virtual world and react” 

[44]. This is improving people's daily lives, mainly because it greatly facilitates a wide variety of 

everyday household tasks [45].  

The IoT generates new business areas for new and well stablished companies [14], [46], too. 

For example, in the healthcare sector, many wearable sensors are being developed, such as glasses, 

wristbands, hearing aids, and systems for tracking and managing assets in hospitals [47]. The healthcare 

 
1 ISO/IEC (International Organization for Standardization and International Electrotechnical Commission): Organized the Joint 

Technical Committee, which is the standards development environment where experts come together to develop worldwide Information 
and Communications Technology (ICT) standards for business and consumer applications. 
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sector benefits because it can implement constant and reliable monitoring of most of its internal 

processes, tools, and resources. Patients also benefit because the new technologies allow concrete 

tracking of their passage through the healthcare system, monitoring the availability and use of 

medications and, in some cases, gauge body signs associated with the effectiveness of treatment and 

rehabilitation. In the Smart Society field, we find utility meters, secure authentication wearables and 

electronic seals or locks. Moreover, in the Mobility and Production areas, some examples are industrial 

assets monitoring, indoor localization and navigation support and wireless condition monitoring [48].  

In [49], IoT remote monitoring systems for the mining, rail and construction industries are 

implemented. The use of the IoT resources in mining allow a significant increase in safety in exploration 

and extractive activities. Basically, they allow to establish real time remote measurements and 

monitoring with minimal human intervention. In addition, operating costs are reduced in this way. Most 

common sensors in this industry are geophones, piezometers, and toxic gas detectors [50]. These sensors 

work in combination in Wireless Sensor Networks (WSNs). Rail and construction industries also benefit 

from IoT devices, as they can use them to monitor assets in real time and program timely maintenance 

activities [51]. On the other hand, construction mostly uses IoT technology to ensure workers safety 

through alarm and monitoring systems to reduce accidents [52], [53]. 

Lastly, IoT are also widely implemented in the retail sector [54]. Currently, retail sector uses 

various IoT nodes and software to optimize service processes through various functions: contributing to 

an augmented and unique shopping experience based on proximity sensors; or establishing food tracking 

systems to ensure maximum freshness of meats and fruits. 

Currently, the above examples show intensive uses of IoT nodes for different modalities of asset 

monitoring. This is associated with supply chains, maintenance scheduling, and user distribution. It is 

also used to substantially increase worker safety. In those applications, not only wireless sensors nodes 

are required, but also a system able to organize and handle the information these nodes constantly gather. 

A generic IoT system consists of three mains elements: the Edge, the Gateway (GW) and the 

Cloud. Figure 1 shows a generic architecture of an IoT system. The IoT system allows connecting the 

wireless sensor nodes into the Cloud using a methodology that promotes scalability, interoperability, 

and security all the way from the edge to the Cloud. 

The Edge is the integration between the physical and the computation world. It usually includes: 

“things” (physical devices); wireless sensor nodes, forming WSNs; actuators; gateways, which connect 

different WSNs [55]. A WSN is a set of nodes organized into a network. In IoT systems, the things have 

a variety of sensors deployed in homes, automobiles, or factories [56]. The WSN has adopted the same 

kind of topologies than traditional networks: star, mesh, grid, circular, bus, tree, and ring [57]. 
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The Gateway is a device that serves multiple functions. It acts as a bridge between the nodes 

and the Cloud [58]. It forwards the information coming from the nodes and sends it to the Cloud and 

vice versa. In addition, it may provide both hardware and software level of security to lock down the 

WSN of the internet of things. Besides, it can process data and transform it to actions in real time, 

resulting in a closed loop control. 

 

Figure 1: Architecture of a generic IoT system 

The Cloud is a platform where the data is stored and processed. It contains the system 

infrastructure, and it allows the interaction with the users. It provides the computing capability that 

enables to perform big data analytics for the IoT solution [55]. The Cloud can have the same information, 

which was collected at the edge for a particular deployment but expanded through a set of assets from 

around the world. It can turn basic data into information that can become valuable insights into how the 

IoT system is functioning in the field. It enables to extract the value through the analytics capabilities. 

This section has attempted to provide a brief overview of the IoT, which includes: the Edge, the 

GW, and the Cloud. The following part of this dissertation moves on to describe in greater detail the 

nodes for the IoT. 

1.4.2 Wireless Sensor Node 

A wireless node of the IoT is an electronic device, which spends most of the time in standby 

mode (or sleep mode) and only wakes up to perform a quick defined task [14]. This task is usually 

sensing, processing, and transmitting information [59]. This results in a typical current consumption 

profile as show in Figure 2. During time interval t1-2, the node is sensing and processing the data, while 

consuming a current i2. During t2-3, the node transmits the information while consuming i3. In general, 

transmitting the information is the most power-hungry function. The current i1 is the node consumption 

in sleep mode, usually in the order of µA or even less. Finally, T is the task period, which, depending 

on the application, might be in the order of seconds, minutes or even days. 
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Figure 2: Generic current consumption profile of a wireless node. 

Figure 3 shows the block diagram of a generic wireless sensor node. It commonly consists of 

four modules: power, sensor, control and communication [59]–[62]. These 4 modules will first be 

quickly outlined here: 

• Power module: provides electrical energy to the rest of the modules. It usually integrates 

a power source and, optionally, a power conditioning circuit. 

• Control module: responsible of making the node a smart object. It usually includes a 

processor, the interfaces to connect with the other modules, the clock, and the memory 

unit. This is generally done with a low-power microcontroller (MCU). It controls all the 

other modules, and it processes the information [61]. 

• Communication module: sends and receives data using a transceiver. 

• Sensor module: transforms a physical or chemical quantity into an electrical signal. 

Also, it includes the analog signal conditioning circuit so that the microcontroller can 

process the signal. 

 

Figure 3: Block diagram of a generic wireless sensor node 

The design and implementation of wireless sensor nodes for the Internet of Things requires 

paying exceptional attention to their sources of energy consumption in order to extend their lifetime 

Power 

Sensor Control Communication 
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[13], [14], [63]. Consequently, every module of a node is examined in the following subsections. The 

definition, functions, characteristics, and an overview of recent advances in power consumption 

optimization of the node’s modules are described. 

1.4.2.1 Power Module 

Two types of power source are considered for sensor nodes: batteries and energy harvesting. A 

more detailed account of batteries is given in this subsection, which includes theory, classification, and 

techniques for optimizing the available energy. The topic energy harvesting will be addressed in depth 

in Section 1.4.5. 

Nodes need energy mainly for acquiring (sensing), processing and sending the information. 

When choosing the right power source for a node, some aspects have to be taken into account, for 

example, the required lifetime of the node, the environment where is located, the restrictions of size and 

cost, etc. Due to the large number of nodes in a WSN and the difficult physical accessibility to them, 

the option of changing batteries when they are drained it may not be feasible. So, it is not convenient to 

waste energy in the sensor node and special care must be taken to manage power in a highly efficient 

manner. 

Batteries 

The use of batteries is the most common way of powering the nodes. Batteries are chemical 

devices that store energy. They are commonly built with a liquid electrolyte and two electrodes (positive 

and negative), which through the reduction-oxidation reaction of the electrolyte with metals (electrodes), 

convert chemical energy to electrical energy [64]. 

There are many kinds of batteries. They can be classified in primary and secondary batteries. 

Primary batteries can be used only once, i.e., when their energy is depleted. They have to be thrown 

away (and recycled) because they cannot be recharged. Contrarily, secondary batteries (commonly 

called rechargeable batteries) can be used a certain amount of charge and discharge cycles. They have 

lower power density than primary batteries [59], so their use in wireless nodes is only justified if the 

node is powered by energy harvesting. 

Regardless of the great number of battery manufacturers [65]–[69], there is a standard for the 

battery sizes and voltages. Common nominal voltages for primary and secondary batteries are: 1.2 V, 

1.5 V, 3 V and 3.6 V. With the possibility to connect them in series to reach a higher voltage, of course. 

Conventional primary and secondary battery chemistries are Lithium-Ion (Li-ion), Lithium-Manganese 

dioxide (Li-MnO2), Lithium-Iron disulfide (Li-FeS2), Alkaline, Nickel-Cadmium (Ni-Cd), and Nickel-

Metal hydride (Ni-MH). Lithium-based batteries have become popular for powering IoT devices since 

they have considerably more energy density and the voltage remain quite constant while discharging 

[70], [71]. 
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The liquid electrolytes found in batteries, especially the ones containing lithium, are extremely 

volatile and highly flammable. These electrolytes also must not be exposed to air, earth, or water since 

they are highly contaminant. Moreover, if a thermal runaway occurs, the electrolyte creates safety 

hazards [64], [72]. An alternative to liquid-electrolyte batteries are solid-state batteries [73]. They are 

safer because they do not contain liquid chemicals. Nevertheless, their power density is much lower, 

and the manufacturing cost is considerably higher than liquid-electrolyte batteries [64], [72]. Therefore, 

the use of solid-state batteries is appropriate only if the application requires them rather than liquid-state 

ones. For example, medical applications or environmentally hazard applications that might cause a 

thermal runaway to liquid-state batteries. 

 

Power conditioning circuit 

The node power conditioning circuit will depend on the battery voltage and the node’s voltage 

requirements. Common node’s required voltages are: 1.8 – 3.3 V, 3.6 V and 5 V. If the voltage 

requirement matches the battery voltage, it is possible to connect the proper battery directly to the node. 

Otherwise, a DC-DC converter is required. DC-DC converters are electronic circuits that converts a 

source of direct current (DC) from one voltage level to another. Low power DC-DC converters can be 

linear regulators, which dissipate unwanted power as heat, or switching regulators, which convert the 

voltage by transferring power in discrete energy packets by using the energy-storing capabilities of 

inductive and capacitive components. An extended theoretical description about the operating principle 

of DC-DC converters can be found in [74], [75]. 

Connecting the battery directly to the node might not be the most energy efficient way, even if 

the node voltage requirement matches the battery voltage. Sometimes, it can be more efficient to use a 

step-down switching converter configured to make the node work at a lower admissible voltage. 

Nowadays, switching converters have considerably improved their efficiencies, even at low-current 

consumption [76]–[78]. Their quiescent current has been reduced to a couple of nanoamperes. 

Moreover, when the battery voltage decreases to a certain threshold over the target voltage, it 

automatically disables the commutation and internally bypasses itself. 

For example, a node voltage requirement range goes from 1.8 – 3.3 V and the selected battery 

is a 3 V coin cell CR2032. As mentioned before, one option is to connect the battery directly to the node. 

Another option is to connect it through a highly efficient step-down configured to 2.1 V (considering 

that output ripple of a switching converter can reach up to a couple of hundreds of millivolts). This 

working voltage lowers the power consumption of the node. 

An important remark is that usually recently-purchased batteries, with a certain nominal voltage, 

have an output voltage of hundreds of millivolts higher than the nominal one. For example, 3.3 V for 3 
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V batteries or 4.2 V for 3.6 V batteries. This may affect in the overall lifetime efficiency since switching 

converters are more efficient while the input and output voltage difference is lower.  Therefore, a 

thorough study has to be made to choose the right output voltage, which depends on the components 

and functionalities of the node. The right output voltage will optimize the conversion efficiency with 

the node power consumption. This technique is more complex than connecting the battery directly to 

the node, but it can significantly increase the lifetime of the node. 

Novel switching converters allow many other techniques to be used to dynamically increase the 

power efficiency. For example, there are off-the-shelf switching converters that can dynamically change 

its output voltage. Given the periodicity of the node’s tasks (sensing, processing, transmitting, and 

sleeping), it is possible to configure the power supply voltage depending on the task. The voltage can 

be configured to its lower value when the node goes to sleep. Then, increase it to a higher value that 

endures the voltage drops due to current hungry tasks, such as sensing and transmitting. 

Low Drop Out (LDO) voltage regulators are commonly used, too. They are linear DC-DC 

converters. Sometimes preferred over switching converters because of their lower cost and the fact they 

do not need an inductor. However, their power efficiencies are lower than switching converters, 

especially when voltage differences are large. Occasionally, LDOs are used together with a switching 

converter. The purpose is to clean up the ripple out of the voltage supply after the switching converter.  

Energy Harvesting 

It is not always possible to place a battery in the IoT device. Many reasons exist such as battery 

lifetime, size, or environment requirements (places where it is not allowed, or recommended, to put a 

battery, like human pacemaker, hospitals, etc.) Energy harvesting is an alternative to supply these kinds 

of demands. This technology can be also used to recharge batteries and extend the lifetime of the device 

[79] and to power batteryless devices (which usually are of the kind power-only-when-there-is-energy.) 

Energy harvesting is a method that takes advantage of the energy available from the environment 

and transforms it to electrical energy [59]. Under the right conditions, this technology allows the nodes 

to run permanently. The downside is the increase in the complexity of the circuit that entails conditioning 

the voltage to properly power the nodes [14]. Another inconvenient is that the amount of energy that 

provides the harvester is typically small and highly variable over time. This creates uncertainties that 

make the forecast of autonomy difficult. When the energy availability is approximately regular, it is 

possible to accumulate it and store it for later use in a secondary battery or a supercapacitor [80]. If the 

energy availability is not frequent, more than one energy-harvesting source can be included to power 

the node. 

Powering wireless nodes with energy harvesting normally implies a larger size, cost, and a 

greater number of components than the primary battery solution. However, with this solution, no 
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maintenance is required, and the possibility of perpetual work is feasible. The topic energy harvesting 

will be addressed deeper in Section 1.4.5. 

1.4.2.2 Control Module 

The main component of the control module is the MCU, which is generally a low-power version. 

It is responsible of making the node a smart object. It usually includes a processor (CPU), the interfaces 

to connect with the other modules, the clock, and the storage unit. It controls all the other modules, and 

it processes the information [61]. The power consumption of a microcontroller depends on the amount 

of computational operation needed to carry out the algorithm, the MCU architecture and the clock speed.  

The optimization of energy consumption in microcontrollers is a key aspect for the node lifetime 

or even their survival in case they take its power from energy-harvesting sources [13]. Lately, 

technology advances in microcontrollers allowed improvements in the subject of low-power 

consumption. New techniques have been developed, such as Dynamic Power Management (DPM) and 

Dynamic Voltage and Frequency Scaling (DVFS). The appearance of those techniques resulted in a 

diversity of low-power modes (LPMs), also called sleep modes, for microcontrollers. Due to the large 

diversity of variables, the selection of the correct mode has become a complicated task. First of all, there 

are many MCU manufacturers, which fabricate MCU with different architectures and create specific 

features for their MCUs. Therefore, the management of the internal modules of the MCU differ from 

one manufacturer to another. Second, there are a lot of internal modules in an MCU. Each one with 

many specific configurations and power modes. 

Many Operating Systems (OS) for microcontrollers were developed in order to facilitate the 

programming process. However, they may not be as optimal in the sense of energy efficiency because 

they generalize some common features. Algorithms are needed to optimally run the most accurate LPM 

and still satisfy the application requirements. 

Dynamic Power Management 

Dynamic Power Management is a technique that helps a single sensor node or a wireless sensor 

network to save energy by switching to different energy consumption states at run time. Those states 

can be defined in different ways. In [61], the authors make a review of some algorithms that carry out 

the DPM. For example, strategies for configuring the MCU of a node in sleep mode based on its activity 

[81]–[84]. At network level, the authors mention a cooperative DPM technique in which many nodes 

get involved in the decision of going to sleep based on a timeout [85]; or in which the WSN makes a 

prediction of the position of the target [86]. 

Another approach of this technique is to individually select the operating mode of the different 

modules that integrate the node, such as sensors or transceivers [87]. In [88], the energy consumption 

states are determined by power gating the internal peripherals of the MCU. 
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Dynamic Voltage and Frequency Scaling 

Dynamic Voltage and Frequency Scaling is a technique used for reducing the energy 

consumption by changing the CPU voltage and frequency. This technique is also applied for power 

saving of other devices, such as multimedia servers [89]. The drawback of this method is the loss of 

performance. Since MCUs are based on CMOS logic, they have a voltage-dependent maximum 

operating frequency. This means that reducing the voltage supply implies slower transition stages of 

transistors, i.e., lower clock frequency and slower computational operations [90], [91]. This power 

management technique allows the processor to run at a custom voltage and frequency in order to meet 

the right performance, which still meets the application requirements [92]. 

Operating Systems for Low-Power MCUs 

Since the MCU dynamically manages the power consumption, those algorithms must be 

contained in the OS. TinyOS [93] was one of the first to carry out the power management. When the 

scheduler stack does not have tasks to execute, the lowest power mode is selected based on the status 

and control registers. Besides, they proposed different policies for switching on and off the resources 

(MCU peripherals and external modules). However, writing applications in TinyOS is particularly 

complex. On top of that, it is coded in a dialect of C, called NesC. As a result, the learning curve is very 

steep. 

RIOT OS [94] also automatically determines the LPM. The MCU is switched to an idle thread 

when there are not pending task to execute. Nevertheless, RIOT concentrates only in the MCU power 

states, but it is not implemented alongside with a DPM algorithm. 

Another usable OS for energy management is Contiki [95]. Contiki is an OS designed for very 

small computational systems (usually up to 8-bit processing) but has been developed to support MCUs 

and embedded systems. Contiki is composed by a considerably light code, which allows an almost 

negligible power consumption [96]. In this sense, a dual purpose is fulfilled, since the node operates 

through a portable, multitasking, and open-source system compatible with a large number of sensors 

and Wi-Fi network protocols, but with minimal power usage due to its low memory and processing 

requirements. 

Batteryless nodes often are run by special kind of OS that are aware of the energy left before it 

powers down [97]. This requires the ability to detect the amount of energy recharged by an energy 

harvesting power module, and to measure what is available in the absence of the ambient energy source. 

Batteryless nodes seek to obtain energy from the environment itself in order to operate. These devices 

typically guarantee a virtually infinite operating time, so they require OSs that can efficiently manage 

data during extended periods. An example of this is Shepherd [98], a system that allows compensating 
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for batteryless nodes problems. This open-source OS memorizes energy traces between 3 µA to 50 µA 

with a frequency of 100 KHz to track the energy level of each node in the system. 

1.4.2.3 Communication Module 

Nodes of the IoT need to transmit the information they sense. This task takes place in the 

communication module of the diagram block showed in Figure 3. This is the most power-hungry module 

of a node [14], [16], [19]. The power consumed depends on many factors, such as the communications 

technology, the protocol implemented, the range of communication, etc. RF and optical communication 

technologies will be analyzed here, considering the energy costs derived from the use of these systems. 

RF technology communicates systems through radio waves, usually choosing a specific 

bandwidth. This same technology supports systems such as radio and wireless cellular communication. 

Usually, wireless communication on nodes of the IoT is achieved by RF waves in the unlicensed ISM 

radio band2 frequencies. Different standards are used, such as Near Field Communication (NFC) [99], 

Bluetooth Low Energy (BLE) [100], [101], Sigfox® [102], [103], LoRa [103], and Zigbee [101]. Custom 

made protocol are also developed using RF transceivers, which perform standard signal modulations, 

like FSK, ASK, OOK, etc. [104]–[107]. Cellular communication is another RF technology that was 

recently customized for nodes in order to reduce the required transmission power. LTE-M and NB-IoT 

are cellular-based standards that, depending on the RF output power and the network settings, require 

from 200 to 850 mW to transmit information [108]–[112]. Even though these protocols require high 

current peaks to transmit (around 400 mA [108], [109], [111], [113]), the power consumption is lower 

than the one required in other cellular-based protocols used for larger amount of data transmission [114], 

like GPRS (from 0.5 to 3 W and 2 A current peaks), WCDMA (from 1.6 to 2.7 W), LTE-CAT 1 (from 

1 to 3.1 W), and LTE-CAT 4 (from 1 to 2.6 W) [115]–[121]. 

Optical communication allows systems to communicate using perceivable and non-perceivable 

light signals that turn on and off very quickly, so this can be interpreted as binary signals by a sensor. 

Light is received by surfaces or specialized sensors connected to transducers that convert light 

oscillations into data. Light-based communication is also a viable option for low consumption node 

connectivity because it allows the data to be sent and received with extremely low power consumption 

(tens of mW and even µW [122]–[124]). The drawback of this technology is that requires line-of-sight 

between the emitter and the receiver. 

Most frequent optical communication technologies used in IoT wireless networks are free space 

optical (FSO), visible light communications (VLC), optical camera communications (OCC) and wireless 

networking with light, usually referred to as Li-Fi. The most common way of light-based communication 

is with infrared LEDs and a photodiode [125], [126]. LED-to-LED communication was also studied, the 

 
2 ISM radio bands are portions of the radio spectrum destined to industrial, scientific, and medical applications. 
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results show that this technology, among the other light communication options, is highly energy 

efficient and significantly lower in cost [127], [128]. On the contrary, Li-Fi wireless networks need high-

resource systems [129]. This kind of network allows considerable data transmission rates (about 100 

times faster than Wi-Fi), as it uses ultraviolet or infrared light. 

Henrie et al. [130] proposed a novel LED-based circuit that can communicate with another 

devices. Particularly, the LED device can be connected directly to the input of a PC and fit into any port. 

The proposed circuit uses an infrared LED as an emitter and a phototransistor as a receiver, showing 

that a bidirectional circuit for wireless data transmission can be created through this type of devices. In 

this research this mechanism was used to test the connectivity between the PC and sound input and 

output peripherals. 

At this point, it can be understood that both RF and optical communication represent low-power 

options for ensuring communication between nodes. However, they are also susceptible to adopting 

ways to further optimize energy utilization. DPM technology allows significant energy savings by 

controlling the switching on and off of the network’s communication module. This can be easily done 

by using the chip enable pin of the transceiver. For example, the communication module should be 

powered only when a message is needed to be transmitted. This paradigm changed the way 

communications was done, generating new communication protocols. Only when a node turns on the 

transceiver to send a data, it is possible for a GW to talk with the node. Otherwise, the communication 

is powered down to save energy. The disadvantage of this method is that it is not possible to send 

information to a node other than a small reception period. Low-power wide-area networking (LPWAN) 

protocols are based upon this methodology. Sigfox®, LoRaWAN®, LTE-M and NB-IoT are examples 

of protocols have been created based on LPWAN. Furthermore, other protocols were modified to make 

them compatible with the IoT constraints, for example, the Bluetooth Low Energy (BLE). 

It is important to note that, even with the power consumption optimization in LTE-M and NB-

IoT, the high current peaks necessary for data transmission and the varying latency call into doubt the 

idea that battery-powered nodes may have a 10-year lifespan. The power consumption estimates for NB-

IoT given by the developers of this technology are specified for a best-case scenario [131]. However, 

power consumption doubles if coverage is limited. In [132], the authors estimated 12.8 years of battery 

life with the following 3 considerations: 1) a 27.7 Wh battery, 2) sending a message once a day, and 3) 

assuming that all the available battery capacity is allocated to the cellular module. Despite the large size 

of the battery chosen by the authors, it does not even withstand the average current required for 

transmission without dangerously dropping the voltage by more than 600 mV [133]. This behavior 

neglects the power supply guidelines established by cellular modules manufacturers [109]–[113]. 

Alobaidy et al. [108] documented the power consumption of an NB-IoT cellular module throughout 

transmission. Using the same 3 considerations as in the previous work [132], the maximum achievable 
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battery life would be around 9.1 years. According to Mekki et al. [114], despite the studies conducted 

by cellular modules manufacturers, the paucity of NB-IoT commercial deployments raises concerns 

about the actual battery lifetime and performance of this technology under real-world settings. 

Therefore, a detailed analysis is required in each particular use case to assess cellular communication 

feasibility in highly constrained IoT nodes. 

1.4.2.4 Sensor Module 

A sensor transforms a physical or chemical quantity into an electrical signal. There are different 

kind of sensors. One way to classify them is by the output type: analog, ON/OFF and digital. A brief 

description is provided in the following paragraphs. 

Analog sensors either change their own impedance (such as resistance, capacitance, and 

inductance) so a circuit transform it into a readable signal for the control module, or directly outputs a 

current/voltage signal. Usually, these signals are of low amplitude and noisy. Consequently, a signal 

conditioning circuit is required to amplify and filter these signals. 

ON/OFF sensors have a switch as an output. This can be achieved by relays or a mechanical 

switch. Sometimes, ON/OFF sensors provide two outputs: normally open (NO) and close (NC). Sensors 

of this type, if properly connected, do not consume while no actions are performed.  

Digital sensors have transistor-driven output signals. The output can be push-pull, open 

drain/collector (if the transistors are MOSFET or BJT, respectively) or a peripheral interface (usually a 

serial communication). Common serial communication standards are: Universal Synchronous 

Asynchronous Receiver Transmitter (USART), Local Interconnect Network (LIN), Serial Peripheral 

Interface (SPI), and Inter-Integrated Circuit (I2C). This kind of sensors are embedded in the form of 

integrated circuits (IC). These ICs have been improved to incorporate new features that efficiently 

manage the power consumption. Besides, the ICs already incorporate the analog-to-digital converter 

(ADC), the signal conditioning circuit, the filters, and the amplifiers, thus resulting in the concept of 

smart sensor. These improvements allow nodes to have less discrete components, thus making them 

smaller.  

The energy consumption used for the sensing conversion varies depending on the type of sensor. 

Many efforts have been made to create new sensing methods and integrated circuits (IC) compatible 

with the requirements of nodes for the IoT, i.e., simpler and lower cost designs [134]–[140]. In [134], 

[135] the authors implemented the DPM technique for the sensor module, i.e., the sensors and all the 

associated circuit are powered only when needed. In [134], a duty-cycled excitation for Wheatstone 

bridges was proposed, offering energy savings compared to static biasing. In [135], the authors improved 

this technique by increasing the duty-cycle frequency and lowering the instantaneous battery current. 

Moreover, they designed a new ADC that achieves a 2.5 pJ/conversion-step figure of merit (FoM). In 
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[136], the authors designed an ADC with an optimized architecture of the voltage reference generator 

and a better power efficiency comparator maintaining the same noise performance as typical 

architectures. Results showed a 2.4 fJ/conv-step FoM.  

An alternative to ADCs was addressed in [137]–[140] using a timer-based converter. The works 

detailed in [137]–[139] are focused on applications where sensors output amplitude-modulated signals. 

In those applications, the demodulation is conventionally carried out using an analog circuit (rectifier, 

mixer, and low-pass filter) together with an ADC. However, the authors proposed and implemented a 

digital timer-based demodulator. This novel demodulator is compatible with the digital timer modules 

typically embedded into MCUs. The main advantage for an MCU-based design is that the power 

consumption of a time-to-digital converter is lower than that of an ADC. In [140], a timer-based low-

power and low-cost measurement system for interfacing capacitively-coupled resistive sensors was 

presented.  

 

1.4.2.5 Summary 

The previously subsections gave the reader the support and background on the IoT topic, 

providing deeper detail into the internal modules of a wireless IoT node. All the modules described 

before drain energy from the power source in more or less proportions. One of the main challenges when 

facing the deployment of an IoT system is the capability of the wireless sensor nodes to run for a long 

time without changing the batteries. This can be done both by reducing the power consumption as much 

as possible and by optimum managing the available energy of the power module. As a consequence, 

researchers are continuously proposing for new integrated circuits, methods, and techniques for 

optimizing the node’s modules functionalities. This thesis continues in that regard as to design and 

implement different techniques to optimize the energy issues for the IoT nodes. 

There are many topics to be addressed in the design of wireless nodes for the internet of things. 

The approach followed in this work was to tackle different energy challenges that developers must 

overcome when designing an IoT node. In the following sections, three energy challenges will be 

addressed. 

 

1.4.3 Energy challenge 1: Low-power sensing system 

 

As it was mentioned before, the first energy challenge tackled by this thesis is related to the 

node’s sensing system. Many emergent researches for developing innovative methods to replace, or 

upgrade, conventional sensing systems was commented in the subsection 1.4.2.4. Here, the author will 
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focus on household smart gas meters’ sensing system, considering the employer partner interests in the 

industrial doctorate. A smart gas meter is a utility (gas) meter that incorporates an electronic device that 

integrates the physical and the computation world. It is the Edge element of an IoT system, as explained 

in Section 1.4.1. 

First, a brief overview about Smart Grids will be given. Next, the actual challenges faced by gas 

suppliers, grid operators and service providers to deploy this new technology will be outlined. Three 

issues were identified: 

1) the rollout of this new technology will entail substantial costs, technical challenges, and 

risks;  

2) nodes must be immune to tampering fraud, or at least detect them; and 

3) smart gas meters must still comply with the three constraints for IoT nodes. 

Hence, having noticed the market needs in this field, the gas meters will be studied. This 

includes listing the types of gas meters and mention the standards they must comply. Following, the 

state of the art of smart gas meters is discussed in two subsections. First, the literature review is focused 

on the most relevant novel sensor systems applied to smart gas meters. Second, it is focused on the 

different techniques to detect tampering fraud. Each subsection will provide an analysis where the 

different solutions are linked to the identified challenges. 

1.4.3.1 Smart Grids and Smart Cities 

One of the potential areas of development for the IoT, in terms of energy management, is 

reflected in the smart cities’ paradigm. Smart cities are human environments in which the vast majority 

of traditional services such as mobility, citizen information, or public and social services, are offered 

and monitored through digital mechanisms that increase their efficiency. Obviously, this requires 

efficient management of the energy that supports it. Therefore, research on Smart Grids becomes more 

relevant since this system enables efficient energy management in all IoT nodes used for this purpose. 

Smart grids are automated computer systems that respond to fluctuating energy production, and 

intelligently address fluctuating demand [141]. A smart grid has a number of circuits that monitor and 

measure energy consumption and make automated decisions, making energy consumption more 

efficient, more demand-driven and less costly [142]. Besides, it generates new business models for the 

energy providers, changing the utility sector paradigm [143]. 

Smart homes implement an unpredictable and diverse amount of IoT, home automation and 

computing mechanisms [27]. Examples of this are air-conditioners, lamps, tablets, consumer electronics, 

utility meters, among others, which can be monitored and controlled remotely, or can automate their 

operation based on decisions made algorithmically from information obtained from environmental 
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sensors. This is also true for the services that can be provided to the citizen in public transport 

infrastructures. 

Currently, some of the most widely used nodes are in electricity meters given the advantage 

they can be continuously connected to the network. These systems are responsible for evaluating power 

transfer and energy consumption within a network. These, which are in essence simple machines, are 

the basis for more complex systems with computational structures that store, and process large amounts 

of data based on energy monitoring. Following, the challenges faced for deploying smart gas meters, 

which have to be autonomous, are addressed. 

 

1.4.3.2 Challenges for deploying smart gas meters 

Historically, the measurement of the gas usage of residential communities is performed with 

mechanical gas meters [21]. Endesa is one of the electricity and gas providers in Spain and they do not 

have gas meters that provide data remotely, but a technician stops by every home every one or two 

months to take the reading [23]. The same happens with many other providers [22], [24]–[26]. 

Therefore, the process is slow, costly, and prone not only to human mistakes, but to fraud, too [22]. The 

gas meters can suffer from all kinds of tampering attempts by the users, which cannot be detected by the 

gas meters, since they do not have any smart device to register it. It is inevitable that all utilities in 

people’s home are going to be smart, send real-time consumption and facilitate the provider 

management. Smart meters are a key component for the deployment of the Smart Grid [27]. However, 

the rollout of this new technology will entail substantial costs, technical challenges, and risks [24]. There 

are two types of smart gas meters: electronic and add-on gas meters. Both incorporate an electronic 

device (an IoT node) that integrates the physical and the computation world. The difference is the first 

one embeds the node in the gas meter. In the second one, a node is attached to the old gas meter 

(mechanical gas meter).  

A study on behalf of the German Federal Ministry of Economics and Technology for defining 

a regulated and market-driven roll-out strategy of smart electricity meters was made by the firm Ernst 

& Young [144], a multinational professional service network that offers consulting services. Even 

though the study talks about smart electricity meters, the data can be extrapolated to estimate similar 

technical challenges and costs associated for deploying smart gas meters. The firm estimated that, 

depending on the assumptions made, if the 80% roll-out is targeted in a ten-year period, it would require 

the installation of 4.3 million smart metering systems per year, i.e., more than 10000 installations per 

day. It is evident that an installation that is performed in a short amount of time is preferable, otherwise 

a great number of technicians are required to achieve that target. In addition, they estimate that the total 

cost to cover the deployment is around 9 to 20 billion euros. Hence, a low cost per smart meter should 

be sought. A small variation in the cost of the smart meter will result in a great difference in the total 
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cost, given the great number of sensors units required for a complete roll-out. They propose the funding 

of the roll-out should be made by end-consumers. All other market participants (energy suppliers, grid 

operators and service providers) should not be responsible for a fraction of the roll-out costs. However, 

they first have to make a substantial investment in information technology (IT)3 systems and process 

amendments for benefiting from the smart metering system.  

The extrapolation of the information given by Ernst & Young appears justified in view of the 

pilot test the company Nedgia has performed. Nedgia is another Spanish energy provider that is making 

a pilot test of remote measurement devices in all the supply points in a small town in Spain [145]. They 

claim the prototype installation is carried out rapidly and it does not require to interrupt the service in 

any time. Only if the mechanical gas meter is not compatible with the device, the technician replaces it 

and install the prototype in a gas meter compatible with the system. Their approach corresponds with 

the roll-out strategy suggested by Ernst & Young. 

Reuse the existing mechanical gas meter and install an add-on node so it can operate as a smart 

meter is preferable and many researchers are looking for that solution as it will be discussed in depth in 

the subsection 1.4.3.4. The add-on smart meters benefit of the accuracy and the long-term stability of 

the conventional gas meters and the advantages (traceability, security, reliability, and easier 

management) of the node upgrade. Contrariwise, electronic gas meters require the replacement of all 

the gas meters by the new smart gas meters. The developed solution should be low-cost, easily deployed, 

and immune to tampering fraud. 

1.4.3.3 Gas Meters 

To better understand the literature review of innovative smart gas meters, a brief description of 

gas meters will be first given here. There exist many types of mechanical gas meters, such as, rotary 

displacement gas meters, turbine gas meters, ultrasonic gas meters, and diaphragm gas meters. They 

differ between each other in the operating principle used for measuring the gas. Typically, diaphragm 

gas meters are installed in household premises, and they are the ones this work focuses on.  

It is important to explain how diaphragm gas meters show the reading in the totalizer. The 

totalizer may come in different versions: dial, imperial, and metric. Figure 4 (a) shows a dial totalizer. 

It is found in old gas meters, and, as its name implies, it records the gas consumption using dials. In 

Figure 4 (b) an imperial totalizer is shown. It incorporates a mechanical index together with a dial, and 

every complete rotation of the dial indicates a cubic foot of gas consumed. Finally, metric meters are 

the modern version of gas meter’s totalizers, they record the consumption in a mechanical index as 

 
3 IT: “The use of computers and telecommunications equipment (with their associated microelectronics) to send, receive, store 

and manipulate data” [204]. 
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illustrated in Figure 4 (c). Some metric totalizers integrate a magnet in the mechanical index. From now 

on, if a metric totalizer is mentioned it is assumed that a magnet is integrated. 

Gas meters have to follow different directives and standards depending on their geographical 

use.  For instance, the equipment for potentially explosive atmospheres (ATEX) directives have their 

origin and are applicable in the European Union. The ATEX directives describe what type of equipment 

and environment is allowed for working in an explosive atmosphere. Other organisms, like the European 

Committee for Standardization (CEN), require gas meters with battery powered devices to comply with 

specified standards, such as the EN 16314:2013 [146]. 

     

a) b)  

 

c) 

Figure 4: Pictures of different totalizers: (a) dial [147], (b) imperial [148], and (c) metric. 

 

1.4.3.4 Sensor systems applied to smart gas meters 

In this subsection, the literature review is focused on the research done for designing novel add-

on sensor systems applied to smart gas meters. Basically, two approaches are proposed for developing 

an add-on node. On the one hand, researchers conducted investigations into the field of the imaging 

processing, as can be seen in [25], [45], [149], [150]. On the other hand, the designs take advantage of 

the magnet integrated in the metric totalizer using magnetic sensors. Examples of this kind of designs 
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are [24], [26], [151]–[153]. Following, the different approaches are detailed, and a discussion is provided 

at the end of the subsection. 

Starting with imaging processing approaches, Puttnies et al. proposed in [45] a universal 

solution for measuring all utilities meters (gas, electricity, and water). Their approach consists of 

measuring the utility meter’s totalizer using computer vision. It is compatible with all meters, providing 

they have a metric totalizer. Their contribution is a novel algorithm for detecting the regions of interest 

with auto-alignment, which makes it more robust regarding the camera placement. The camera was 

positioned in 9 different positions, being the closest one at 25 cm from the meter. This takes a lot of 

space, and, in many cases, it will not fit inside the cabinet where the mechanical meter is installed. It is 

not specified if the source of energy are batteries or a network connection. Moreover, they did not 

perform an energy study to verify the feasibility of the solution. The prototype costs 30 $, consisting of 

a Raspberry Pi, a camera, and a lens. This cost does not include the required infrastructure to install the 

camera in front of the mechanical meter. 

In [149] the authors present a camera vision solution for gas meters with metric totalizers. The 

prototype consists of a camera module, an infrared light source, a control board, and a communication 

module. The prototype is enclosed in a case and attached to the totalizer. To keep the enclosure thin, 

they opted to place the camera perpendicular to the totalizer and mount a mirror to reflect the mechanical 

index. They claim the system is low-cost, but they only specified the cost of the camera, but not the rest 

of the components. The prototype is battery powered but an energy study was not performed. 

In [150] an automated add-on gas meter monitoring approach using optical imagining was 

proposed. In this case, the visual solution is compatible with imperial totalizers. The prototype consists 

of a camera, a white LED light source and a Raspberry PI. The camera and the LED are enclosed and 

attached to the totalizer. It takes 5 seconds to perform a measure, which is not convenient for 

autonomous devices. The target is to perform a quick defined task and then go to sleep mode. The 

authors did not specify the cost nor performed an energy analysis. 

In [25] a gas meter reading system based on image recognition and Zigbee communication is 

proposed. The system consists of two parts: 1) the Community multimedia Zigbee network, which 

comprises the sensor nodes and the community terminal, and 2) the Gas Accounting System, which is 

the server in charge of receiving all the images from the sensors and processing them. The sensors are 

distributed forming a multi-hop wireless mesh network topology, connected to the internet through the 

community terminal. The sensor nodes send a picture every month. The cost of the sensor node is around 

25 €, but there is not an estimation of the community terminal. They did not perform an energy 

consumption analysis. 

Jiang et al. used a different technology in [151] for developing a low-power wireless gas meter 

sensor. They proposed a gas meter sensor based on reed switches for detecting the magnet fixed in the 
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mechanical index of metric totalizers. Their approach is mainly theoretical, and no experimental 

measurements were made. The low-power consumption design recommendations are a bit trivial. The 

theoretical energy consumption analysis results show the battery-powered device can last between 3 to 

5 years. They added many energy-hungry features that an edge element should not have to prolong the 

lifetime, like a motor to close the flow valve or a buzzer. The installation of the device will not be fast 

and easy since the service will have to be cut to add the valve. A study of the cost was not done.  

In [152], the authors propose a solution of a Smart Grid for gas metering. The design is based 

in a star topology, where a central node, called Access Point (AP), receives the data via RF coming from 

the peripheral nodes and it communicates with a commercially available embedded control personal 

computer (PC). The PC sends the data to internet and perform other functionalities, such as sending 

alerts. The node is attached directly to a metric totalizer and measures the gas flow using a reed switch. 

They claim the proposed system is low-cost, but a cost estimation of the system is not described. They 

state the solution is low-cost only because the node and the AP hardware and firmware are custom 

designed. They did not consider the cost of the PC. Regarding the energy consumption, based on 

experimental test, the lifetime of the node was estimated to almost 10 years. Either the capacity of the 

battery nor the consumption of the sensor was specified. 

In [26], Wiratama et al. implemented an add-on node for metric totalizers. Although, the focus 

was on the design of an automated gas billing system. The gas usage volume was measured using a Hall-

effect sensor, instead of a reed switch. The node provides other measurements, such as, inlet and outlet 

pressure and temperature. Those measurements are performed in the gas tube. Hence, even though the 

device reused the already installed gas meter, adding the other features increases the installation 

complexity because the technician should cut the service to install the system. The device was powered 

by a 24 V battery connected to a charger to the network. 

In [24], a non-intrusive device, called the retrofit module, that can be installed in commercial 

gas meters is proposed. The retrofit module is basically an improved totalizer. It comprises an encoder 

built with 10 magnetically actuated reed switches placed radially in a fixed angle, a compound gear train 

consisting of five gears, and a neodymium magnet fitted in the final driven gear. In order to install the 

retrofit module, the original totalizer must be removed. The magnet rotates above the reed switches, 

producing 90 closings per meter’s gear shaft4 revolution. This allows a high-resolution measurement of 

the gas consumption at expense of adding gears and many reed switches, increasing the cost and size of 

the module. Having high-resolution measurements allowed them to perform an algorithm to determine 

the gas appliance usage (furnace, water heater, dryer, or gas stove).  

The retrofit module cost and the installation procedure are studied in a previous work [153]. In 

that work, they demonstrated the feasibility of the measurement technique by using a high-resolution 

 
4 Gear shaft: It is the axle of the gears, which provides the rotation to the compound train gear. 
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rotational optical encoder. They state the module costs 20-30 $, not including the battery. The 

installation time of the device is estimated to 15 minutes without the need of cutting the service. They 

did not report the energy consumption of their solution. This novel module is useful for gas meters 

totalizers that 1) do not have an integrated magnet, and 2) can be detached to install their proposed 

retrofit module. The second condition, to the best of the author’s knowledge, is not possible for metric 

totalizers. 

Discussion 

Two relevant approaches were proposed in the literature to design a sensing system to upgrade 

a mechanical gas meter to a smart one: imaging processing and using magnetic sensors. However, most 

of the previous works did not evaluate the energy consumption of the node, which is the major job 

stopper for deploying the IoT. The exceptions are [151] and [152]. In [151], only a theoretical energy 

consumption analysis was provided. In [152], the authors experimentally estimated the autonomy based 

on the number of packages sent, without considering the power consumed in sleep mode. Regardless 

the methodology for estimating the autonomy could be improved, the results showed an operating life 

from 3 to 10 years.  

There is not data about the power consumption of the image processing approach, but it can be 

inferred that is more than the second approach. Image processing needs a powerful MCU that performs 

the algorithm that reads the gas consumption based on the images. If the algorithm is calculated in the 

cloud the node needs to wirelessly send an image, i.e., sending more bytes, and consequently, more 

consumption, whereas the other approach only has to send a couple of bytes. The camera consumes 

more than a reed switch or a Hall-effect sensor.  It would not reach that autonomy unless it is powered 

by bulky battery packs or by connecting the node to the network. 

Regarding the size of the node, the first approach needs a proper positioning of the camera to 

get a correct image. The works showed a bigger size of the nodes, so big that it is questionable the 

feasibility of installing the nodes in residential gas meters. The second approach results in smaller node 

sizes. 

Finally, regarding cost, and similarly to the analysis made for the power consumption, it can be 

inferred that the first approach is more expensive than the second one. From the point of view of the 

energy consumption, if more energy is needed to operate for the same time, it means more or bigger 

batteries, which add costs. More powerful MCU are more expensive. The camera is more expensive 

than the magnetic sensor.  

One of the challenges was the add-on nodes should be installed quickly and easily. Therefore, 

solutions that require cutting the tube, unmounting the totalizer, or attaching a structure to the meter are 

preferably avoidable. 
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1.4.3.5 Techniques to detect tampering fraud 

In this subsection, the literature review is focused on the different techniques to detect fraud due 

to meter tampering in magnetic-sensor-based add-on nodes. Babuta et al. presented in [154] a survey on 

power and energy measurement devices, providing the current situation of energy theft. While they 

focus on electricity smart meters, the analysis can be extrapolated to all utility meters, including gas 

meters. The authors stated that security issues can come from cyber-attack threats to the smart grid 

system or from the meter itself. Vulnerabilities related to the edge are called Non-Technical Losses 

(NTL) [154], [155].This work will focus on techniques for detecting NTL. The literature review has 

been done for all utility meters, since many of the designs solve the same types of tampering attempts, 

such as node’s enclosure tampering (e.g. in [156]–[159]) and altering the reading using external 

interfering magnets, i.e. magnetic tampering (e.g. in [159]–[162]). Following, the different approaches 

are detailed, and a discussion is provided at the end of the subsection. 

Conventionally, node’s enclosure tampering is detected using mechanical methods, i.e., a switch 

button pressed against the lead when the case is closed [156]. However, the switch can wear out over 

time. In [157], the authors patented an electronic technique for detecting the opening or displacement of 

the meter’s metallic case using an arrange of two magnetizable elements, such as inductors. They are 

magnetized at opposite polarities when the meter’s case is closed. Nevertheless, if a tampering attempt 

is performed, the inductors magnetize at the same polarity. The MCU continuously polls the sensors to 

evaluate their polarities. The company Texas Instruments reported what seems to be an implementation 

of the previous patent ([157]) in a white paper [156]. The design was implemented in a three-phase 

electricity meter. They claim that the system warns the service providers when the case is opened or 

moved by as little as 4 mm. The magnetizable elements are implemented as flat printed circuit board 

(PCB) coils. Measurements show that, while sampling at 1 Hz, the inductive sensors consume only 2 

µA.  

In [158], the patented technique utilizes the piezoelectric properties of a ceramic capacitor, that 

uses barium titanate as principal dielectric constituent, to detect the physical movement of a utility meter. 

The invention is extended to any transducer that converts mechanical movement into electrical energy. 

Since the invention is mainly designed for an electricity meter, the sensor is always powered from the 

electrical grid. 

In [159], the authors worked on both types of tampering attempts. In particular, this work applies 

the solution to a water meter, but it can be extended to utility meters that have a rotary magnet to register 

the utility usage. To detect the case tampering, the meter includes a magnetometer. This allows to 

indicate whether the meter has been dislodged from the measurement chamber. In the case the reading 
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is being altered, a Hall-effect sensor is used to detect if an external magnetic field surpasses a threshold. 

The sensors are periodically powered to perform a measurement. 

In [160], a solution for magnetic tampering detection using ON/OFF Hall-effect sensors is 

reported. The solution was applied in an electricity meter; hence the system is not wireless but connected 

to the electrical grid to power the sensor. The solution consists of detecting high magnetic fields near 

the transformers, which in some electricity meters are used as power supply and/or as current sensor. 

Two sets of three Hall-effect sensors were used for a three-phase electricity meter. One set was placed 

near the power supply transformers and the other one near the current transformers. The Hall-effect 

sensors are powered only to perform the measurement. A magnetic tampering is considered when a 

magnetic field of ±6.9 mT is detected. In that moment, the timestamp is stored, and a defined metrology 

penalty is applied because it assumes that the current consumed is larger than the one measured. 

In [161], the company Tormene Group, which develops gas meters, presents a series of rotary 

displacement gas meters for industrial applications. They can optionally be equipped with an add-on 

node. The node comprises a rotary magnet and magnetic sensors (Wiegand sensors) to measure the gas 

flow. They based the tampering protection against externally applied magnetic fields on covering the 

sensors and the magnet with an aluminum frame. By heavily shielding the gas meter, they assure 

magnetic fields up to 500 mT will not produce artifacts in the measurement. Besides, a Hall-effect sensor 

is also placed to record if someone is trying to manipulate the reading. Regarding energy consumption, 

12 years lifetime is guaranteed with one AA cell battery, but there are no theoretical or experimental 

analyses to really back that up. 

In [162] a patent is presented claiming a method for detecting a magnetic tampering in an 

electricity meter. This invention utilizes a Hall-effect sensor to generate an interrupt in an MCU when a 

magnetic field exceeds a defined first threshold. The MCU proceeds to perform several measurements 

of the magnetic field to be sure that the interrupt was not generated because of electrical noise. If all the 

measurements exceed the first threshold, they are compared with a second higher threshold. If this 

condition is met, then an alarm indicates an unauthorized interference. On the contrary, if the Hall-effect 

sensor measurements values are between the first and the second threshold, an additional step is 

performed to verify the abnormality. In this case, the meter’s current transformers are used to detect a 

load imbalance. If the distortion of 20% is reached, then the alarm fires off. 

Discussion 

Two relevant cases of utility meter tampering were reviewed in the previous subsection: node’s 

enclosure tampering and altering the reading using external interfering magnets. Other types of energy 

theft were not covered. For instance, cyber-attack threats to the smart grid system, bypassing the meter, 

etc. Following, the previous approaches are discussed and verified with the issues for deploying a Smart 

Grid mentioned at the beginning of section 1.4.3. 
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Usually, the approaches reviewed are not only hardware, but they work along with an algorithm 

to avoid false positives. The algorithms can be simple like processing the sensor data and conclude 

whether a tampering is being detected [156], [157] or sophisticated like detecting irregular trends of 

energy usage [154], [160], [162]. 

Regarding the node’s enclosure tampering, the approaches reviewed were conventional 

mechanical buttons, magnetizable elements, the piezoelectric properties of a ceramic capacitor, and a 

magnetometer. Since most of them were implemented in electricity meters and are powered from the 

mains, the authors did not pay much attention in the power consumption. The exception was [156], 

which reported a consumption of 2 µA. The only zero-consumption solution is a normally closed button, 

i.e., while remained pressed, the circuit is open. 

Most of the reviewed designs require complex and large circuitry to detect the node’s enclosure 

tampering. This corresponds to larger cost and size. The smallest and lowest-cost approaches are the 

button and the magnetometer. The components themselves are cheap (around 1 €). Besides, they only 

need an extra resistor, for the button, or a couple of decoupling capacitors, for the magnetometer, to 

work. 

Regarding altering the reading using external interfering magnets, the approaches are heavily 

shielding the enclosure and using magnetic sensors. Shielding the enclosure works only because the 

totalizer was completely replaced. In an add-on-based smart gas meter, this is not possible because the 

totalizer cannot be removed. All the other approaches consist of detecting if a magnetic field surpasses 

a threshold. The main difference between them is that the threshold can be defined by the MCU if the 

sensor is analog, or by the sensor if it is ON/OFF. As a result, all the proposed solutions have a similar 

size and cost. The difference is in the power consumption, where using a ON/OFF sensor allows the 

MCU to attend the external interrupt when a magnetic field activates the sensor, instead of periodically 

performing a measurement. 

Regarding the challenge of detecting tampering fraud, there is a drawback identified, which is 

that, in the event of tampering, the gas consumption measurement is lost until a field intervention is 

done. In other words, the techniques only detect the tampering, but the node is not able to measure the 

actual consumption while the tampering is happening. Even if the node has direct communication with 

the cloud, the only thing that can be done is to speed up the field intervention. Finally, an additional 

limitation is that the approaches are mainly industrial but there is no scientific evidence to support those 

methods or techniques.  
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1.4.3.6 Summary and general discussion 

In this section, the first energy challenge, related to the node’s sensing system, was addressed. 

In particular, household smart gas meters’ sensing system. The section started giving an overview of 

Smart Grids and the challenges faced to deploy that concept. Three issues were emphasized:  

1) the rollout of this new technology will entail substantial costs, technical challenges, and 

risks;  

2) nodes must be immune to tampering fraud, or at least detect them; and 

3) smart gas meters must still comply with the three constraints for IoT nodes. 

Based on the identified issues, reusing the existing mechanical gas meter and install an add-on 

node so it can operate as a smart meter is a feasible solution. Next, a brief theory about current gas 

meters was provided. Of all the listed types of meters, this work focuses on diaphragm gas meters with 

metric totalizers that integrate a magnet in their mechanical index.  

Following, the literature review was presented. First, the research of novel sensor systems 

applied to add-on-based smart gas meter. Two relevant approaches were proposed in the literature to 

design a sensing system to upgrade a mechanical gas meter to a smart one: imaging processing and using 

magnetic sensors. Being the second approach feasible, low-cost, small size and low-power consumption 

solution. It is also appropriate for add-on nodes since it allows a rapid installation.  

Second, it was focused on the different techniques to detect tampering fraud. Two relevant cases 

of utility meter tampering were reviewed: node’s enclosure tampering and altering the reading using 

external interfering magnets. For the first case, it was concluded that a mechanical button or a 

magnetometer approach is compatible with the constraints of the nodes for the IoT. For the second case, 

like the previous challenge, the use of magnetic sensors seems the most appropriate for IoT applications. 

However, the proposed solutions only detect the tampering, but the actual consumption is lost until a 

field intervention is done. Besides, more scientific evidence is needed to support those methods or 

techniques. 

In summary, many researchers have been interested in this field. However, the solutions 

proposed in the literature do not effectively deal with the three issues simultaneously. Based on the 

works reviewed, using magnetic sensors to develop a sensor system of the add-on node is in the right 

direction for a solution that solves those issues. The developed solution should be low-cost, easily 

deployed, immune to tampering fraud, and still comply with the three constraints for IoT nodes. 
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1.4.4 Energy challenge 2: Low-power wake-up circuit 

The second energy challenge tackled by this thesis is related to the power consumption when 

the node is not operating. In Section 1.4.2 the nodes for the IoT were studied. Techniques for optimizing 

the node’s power-hungry modules consumption were described. Also, methods for managing the 

available energy of the node’s power supply. However, always from the point of view of the active 

operation. The study of the shelf life is not usually considered. In the following subsections, a review of 

how researchers are currently dealing with this issue is provided. The implemented technologies will be 

compared and a suitable one, considering the constraints of a node of the IoT, will be selected. Next, the 

circumstances that hinder the progress of the selected technology are reviewed. Finally, a summary and 

a discussion of the section are provided. 

1.4.4.1 Wake-up techniques 

Enclosing sensors in sealed packages can raise operational issues in the field because is not 

possible to add the power supply later. This means the battery starts draining from the moment the node 

is assembled. In some applications, several months or years can pass between the assembly and the 

activation of a node. Therefore, a wireless wake-up source is needed to activate the node. 

Budampati et al. [163] focused their work on sensors, systems, and methods for activating nodes 

in the field. The patent is targeted to sealed nodes enclosed with a battery. Their idea for activating a 

node consists of a pre-defined trigger, applied by an external agent, which closes a switch connecting 

the battery to the node. The node draws almost no power until is activated, thus increasing the shelf life. 

Their idea is that the activation mechanism can be powered either by the battery or an energy harvesting 

source. However, the proposal is broad and vague, since the authors did not specify what technology is 

used for activating the node, what kind of triggering or what is the protocol for detecting it, either 

hardware or firmware. They did not talk either what is that stimulus, or the activation mechanism. Only 

the idea was proposed. 

Adding a switch or button only for turning on a node increases cost, number of components and 

size. Smaller alternatives to switches or buttons are intelligent load switches [164]. They are ICs 

designed to be connected in series with the battery, so the device is at shutdown for shipping. Despite 

they do not physically disconnect the battery from the node, as switches do, they have low leakage 

current at shutdown. However, intelligent load switches still need an external electrical signal to activate 

them.  

A solution that does not the need to add a switch (mechanical or intelligent) is using the DPM 

technique to shut down all the modules of a node, except the MCU and the wake-up source. The MCU 

is then configured to the lowest power mode that still allows it to detect a wake-up signal.  
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Either if a switch is added or not, a contactless wake-up source is needed so the node consumes 

as little power as possible, until a signal wakes it up. It was mentioned in Section 1.4.2.3 different 

wireless communication technologies (i.e. RF, magnetic field, and optical communication), which can 

also be employed as a wake-up mechanism. A considerable effort has been devoted to find different 

ways to wirelessly activate a hermetically isolated device. Piyare et al. [28] made a thorough survey on 

wake-up systems using RF transceivers. Hall et al. [63] reported two circuits to turn-on active RF 

identification (RFID) labels. The patents [165], [166] were presented describing ideas, techniques, and 

methodologies for waking up nodes using different technologies, such as magnetic fields and optical 

communication. An optical wake-up system was proposed in [18], too. The mentioned works are 

detailed in the following paragraphs. 

RF technology is the most common way of wireless wake-up source. This is because many 

nodes come with a RF transceiver.  Piyare et al. [28] exhaustively researched the state-of-the-art of 

wake-up RF transceivers, or as the author defined it, wake-up radios (WuRs). The authors analyzed 75 

WuRs. The main classification of WuRs is based on the power source since it has the most significant 

impact on its purpose of saving energy. The WuRs can be active, passive, or semi-active. Active WuRs 

are continuously powered by the node’s power supply. Even though they are the most power consuming 

WuR, the operational range is large. Passive WuR harvest the energy from the ambient environment or 

from the wake-up signal. Contrarily to active WuRs, passive ones have the shortest operational range, 

but they do not take energy from the node. Finally, in semi-passive WuRs some components are 

continuously powered while others remain passive. Regarding power consumption, out of the 75 

reviewed prototypes, 23 WuRs achieved a power consumption below 10 µW. The lowest power 

consumption has been achieved by 3 of them and it was around 100 nW. Generally, to achieve extreme 

low power consumption, dual radios are utilized. One is the main transceiver, which is kept off during 

periods of inactivity. The other is the WuR, that generates the wake-up interrupt to the MCU. There are 

many trade-offs regarding the WuRs characteristics: sensitivity vs. power consumption, data rate vs. 

power consumption, antenna size vs. range. Therefore, the different applications will set the 

requirements to choose the appropriate WuR. 

Hall et al. [63] worked on a wake-up solution using RF, too. The authors proposed a turn-on 

circuit that connects the battery only when the communication is happening. The field of application are 

active RFID labels that use their own power supply to independently generate a reply. Their work 

consists of simulating two turn-on circuits with the goal of designing a nano-circuit in a wafer. Both 

turn-on circuits are rectifiers. One capable of directly activating a transistor. The other, generating a 

voltage, which, compared with an internal reference voltage, activates a transistor. The transistor is a p-

channel FET used as an active battery switch, like an intelligent load switch. The tag’s antenna is used 

both to communicate and to generate the energy to activate the turn-on circuit. They do not study what 

happens if the interrogator is too close to the device, since an overvoltage protection may be needed. 



  1. Introduction 

31 

 

Also, no protection against unwanted turns-on. And it only works if the interrogator is providing enough 

energy to activate the FET. They did not consider a clamping circuit to keep the FET activated while 

answering from sudden losses of energy-transmission from the interrogator. The circuit was simulated 

but not measured. They did not perform a study on how the circuit affects the performance of the 

antenna. 

Knapp et al. [165] worked on an alternative to RFID tags. They patented a self-powered data 

tag but using optical communication. The tag uses an LED to receive and transmit information, and even 

to power itself. The LED is connected to a complex circuit that has three functions: power conditioning, 

signal conditioning and driving the LED. The power conditioning part filters the modulated light, 

emitted by a reader, to produce a DC voltage to power the tag and to get the received data. Capacitors 

store the DC energy that allows the tag to transmit data. However, this idea seems unfeasible in a 

practical scenario since the power generated by an LED operating as a photodiode is in the order of 

nanowatts, as it will be detailed later. The energy needed, only to turn on an LED, is around 3 orders of 

magnitude higher than the one generated by the same LED. Therefore, it would take a lot of time to 

gather that energy. Besides, the capacitor size required to storage the energy would be huge, even though 

they say they need a 1 nF capacitor and 1  A to turn on an LED. Nevertheless, the circuit designed to 

perform the signal conditioning and driving the LED, if applied to a battery powered node, is robust. 

The drawback is that the circuit is far from simple, small, and low power. 

Another optical-based solution was approached by Sifuentes et al. [18], who worked on vehicle 

detectors for parking occupancy and traffic flow. Their wake-up approach consists of a dual sensor 

system. One sensor is low power, but prone to false detection, and the other, consumes more, but it is 

more reliable. Both sensors, together with a power-efficient event-based software, achieve a low-power 

solution. The operation principle consists of a light dependent resistor (LDR), an optical sensor, which, 

once covered by an object, wakes-up a magnetic sensor that distinguish if that object is a ferromagnetic 

object, i.e., a car. The LDR is always on and activates an external interruption pin of the MCU waking 

it up from a low power mode. The MCU, in turn, senses the input with an ADC and then activates the 

magnetic sensor to verify if the object is a car. 

 The use of magnetic fields is another way to wirelessly activate a node. This idea was patented 

by Karren et al. [166]. The method consists of magnetically actuating a reed switch sensor. They focused 

on hermetically sealed circuits, in particular, those used for forcing the complete discharge of batteries. 

In their work, the battery is enclosed within a housing, together with the reed-switch-based circuit. A 

magnetic signal closes the reed switch and connects the battery to a low value resistor until it is 

completely depleted. A silicon-controlled rectifier (SCR) is used to keep the battery connected to the 

load if the magnetic field is taken away. 
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Choosing the technology 

It is evident there is a strong interest for designing and researching circuits for waking up 

hermetically-sealed electronic devices in many fields of application. The mentioned wake-up circuits 

are not completely aligned with the constraints of IoT nodes. They are complex, power hungry, and they 

use many components. Otherwise, if they are simple and low-power, they do not add any protection on 

unwanted turns-on. 

There are a lot of wake-up approaches with RF. One of the problems is that many of them need 

two antennas, one for performing the main communication and the other for waking up. Approaches 

that use only one antenna are the ones that consume more power. A wireless alternative for devices that 

do not use RF communication, or an antenna is needed. 

Magnetic field is a fair option, but a better alternative to Karren et al. [166] design is required. 

A protection against unwanted turn-ons is mandatory, and reed switches are not designed to switch fast. 

Therefore, little can be done to develop a robust protection communication protocol. Hall-effect sensors 

are another kind of magnetic field sensors. Because they are semiconductor-based sensors, they have a 

better timing response than mechanically-actuated reed switch sensors. In this case, if Hall-effect sensors 

were used, instead of reed switches, the drawback comes from the reader side (the wake-up source), 

which should have a coil that generates the magnetic signal. This kind of methodology entails a higher 

degree of complexity to the system. 

Optical communication is a promising alternative for applications were short-range 

communications and line of sight are an option. Optical sensors are photodiodes, phototransistors, 

photoFETs [167], solaristors [168], and LDRs. There are several options but only a few of them are 

commonly found in nodes and using them for nothing more than waking up the node would increase its 

size and cost. Phototransistors, PhotoFETs, solaristors are used only when the application requires them. 

Besides, they are more expensive than photodiodes. The LDR-based solution approached by Sifuentes 

et al. [18], is feasible but again requires adding a component that is not usually found in nodes. Besides, 

LDRs commonly contain Cadmium-Sulfide (CdS) and Cadmium-Selenide (CdSe). The use of those 

materials is severely restricted in Europe due to the RoHS5 ban on cadmium. Lead-Sulfide (PbS) and 

Lead-Selenide (PbSe) based LDRs are RoHS compliant, but they are not commercially found, and they 

are expensive. LDRs do not come in surface-mount technology (SMT) packages, but they are available 

in 4.1 mm, 5 mm, 12 mm, 20 mm and over through-hole packages. This takes too much space for a 

component that is only used once. 

 
5 RoHS means “Restriction of Certain Hazardous Substances”. It is an EU regulation to protect the environment and public health. 

This restriction is anchored in EU Directive 2011/65/EU [205]. If an electrical or electronic equipment is RoHS-certified, confirms the 
proportion of hazardous substances is limited to the maximum allowed. 
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Photodiodes are cheap, widely available, small and can be easily integrated in nodes. They come 

in all sizes and packages. The most common are infrared photosensors with peak sensitivity around 900 

nm. Photodiodes are usually encapsulated in opaque housings, filtering the light below the near-infrared 

(NIR) region. Less frequently, they come with optical filters for a specific light spectrum region. If no 

optical filter is placed, they detect the whole light spectrum. 

LEDs can also work as photodiodes, as was seen in Section 1.4.2.3 [126], [127], but with two 

main advantages: they are cheaper and already available in nodes for signaling purposes, which would 

not involve  the extra size and cost of adding a new device for this task. The drawback is LEDs are not 

physically optimized to work as photosensors. LEDs are manufactured in a way that emit light when 

electrical current flows through them. However, photodiodes are optimized to generate electrical current 

in presence of light. Photodiodes have a wide surface detection area for this purpose, whereas LEDs do 

not, so lower electrical power is generated. Hence, a thorough study is required to design a circuit that 

maximizes the performance of LEDs working as photodetectors. The circuit must still comply with the 

constraints of IoT nodes. 

1.4.4.2 Problems using LEDs as photosensors 

Two main problems hinder the design of an optimal solution using LEDs as photosensors. One 

is particular for LEDs, and the other, is linked to optical communication technology. The first one is the 

insufficient information about LEDs operating as photodetectors since manufacturers do not provide it. 

The second one is the inherent ambient light interference. Following, a review of how those problems 

were addressed in the literature is provided. 

LEDs characterization 

Manufacturers do not characterize LEDs working as photodetectors. It is also important, when 

choosing one, to be aware of the current-voltage characteristics to design an optimal circuit that 

maximizes the performance of LEDs working as photodetectors. Kowalczyk et al. characterized 

through-hole LEDs as photoreceptors in [169]. They measured the spectral responsivity of 9 LEDs. The 

authors rubbed out the LEDs’ lenses so they light would not concentrate on one point and affect the 

measurement. Recently, Sticklus et al. characterized LEDs in [170], too. They performed the 

characterization of off-the-shelf SMD LEDs. In this work, LEDs’ lens was not modified. In both works, 

the authors experimentally investigated the spectral and temporal characteristics of off-the-shelf LEDs 

working as photodetectors. Results showed the LEDs’ spectral responsivity varies depending on the 

materials they are fabricated. The responsivity peak is produced below the peak emission wavelength. 

Moreover, the peak and the width of the spectral responsivity, and the overlap with the emission 

spectrum differ from one LED to another, even if they are the same color. However, this data is still 

insufficient to design the circuit. The current-voltage characteristics are not provided. The 

characterization of the LED should be done for every use case to optimize the design. 



1.4    State of the art 

34 

 

Ambient light interference 

There is a challenge to communicate using light in bright environments. The problem is that the 

photosensor either gets saturated or considerably reduces their sensitivity in presence of ambient light 

[171], [172]. The optical communication should be robust even in fluctuating ambient light conditions. 

Studies show that ambient interference behaves as a DC offset in the received signal [173]–[176]. 

Basically, there are two approaches to overcome the ambient light interference: cancel the DC offset 

and modulate the signal. Next, a review of research done in this subject is provided.  

Yin et al. approached this problem in [173] with a hardware and software combination. First, 

they designed a circuit that adaptively adds an offset based on the ambient light. The offset was 

dynamically adapted using an algorithm programmed in the MCU. Second, the authors elaborated a 

communication protocol optimized for reducing the signal-to-noise ratio (SNR). Results show a reliable 

and robust communication with almost zero system error rate under different ambient light conditions 

and distance from emitter to receiver. The drawback is the code overhead in the MCU and the complex 

hardware needed to accomplish this. The prototype consumes 315 mA when running and it cost around 

45 $. 

In [174], the authors proposed a method to fade the effect from ambient noise by recognizing 

the rising edge of the encoded light pulse from the fluctuated ambient light. Moreover, their explanation 

of the ambient light sensitivity consists of the fact that ambient light is low frequency (DC for sunlight 

and <120Hz for commercial LED lamp), while they use modulated light for transmission. And second, 

the limited field of view of photodiodes, thus the perceived ambient light is largely attenuated.  However, 

this does not cancel the entire interference from the ambient light leading to further effort of the node 

on the edge detection accuracy. Moreover, the ambient light still can saturate the photodiode if direct 

light hits it. The authors do not give details of the power consumption in reception mode but hint that is 

power-consuming. 

Heydariaan et al. [177] developed their solution using OpenVLC1.0. The communication 

modulation is OOK. They evaluated its performance under various ambient light conditions (1 lx, 120 

lx and 300 lx), which corresponds with indoor lighting. They used both a low-power LED (3 mm) and 

a photodiode as receptors. Higher data rate was achieved with higher modulation frequency. 

Communication was considerably compromised at 300 lx. 

Zhao et al. [175] proposed an improvement in OOK modulation novel method of a VLC receiver 

immune to the ambient light interference. The method is based on cancelling the DC offset generated 

by the ambient light from the photosensor. To accomplish this, the receiver needs 4 operational 

amplifiers, which are power hungry. They did not perform an analysis of the power consumption or 

under dynamic ambient light environment, for example, when lights are suddenly turned on or a window 

is opened. 
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Bonnie Baker wrote a white paper about photosensing with ambient background [176]. Once 

again, a DC restoration circuit adaptively cancel the offset voltage below the signal frequency.  Besides, 

it cuts off the DC voltage of the signal, reducing its amplitude to half the value. Two operational 

amplifiers were used to accomplish that. No power consumption analysis was performed. 

The works mentioned before are mainly focused on optical communication as the principal 

communication technology of the node. Consequently, some parameters are prioritized above the ones 

interested in this work, such as simplicity, size, and power consumption. The works previously reviewed 

looked to optimize other parameters, like bandwidth or communication range. This entails a larger 

complexity in the design and a larger consumption of the circuit. A simple optical wake-up method 

should be designed to comply the constraints of an IoT node. 

1.4.4.3 Summary 

In this section, the second energy challenge, related to the power consumption when the node is 

not operating, was addressed. A literature review was done regarding that. Several technologies are used 

for waking up nodes of the IoT: RF, magnetic fields, and optical. Researchers mainly focused on wake-

up techniques using RF communication. One of the problems is that many of them need two antennas 

and approaches that use only one antenna are the ones that consume more power. There is a necessity 

for a wake-up node method that does not use the RF spectrum.  

Optical communication is a promising alternative. Among the different photodetectors 

commercially available, using LEDs as photodetectors were chosen given their advantages: ultra-low-

cost, comes in all different packages, and they are already present in most devices for signaling purposes. 

In order to design a wake-up system, special care must be considered for optimizing the 

performance of the LED working as photodetector, since they are not manufactured to perform that 

function. Two problems hinder the design of an optimal circuit: the lack of information of LEDs 

operating as photodetectors and the ambient light interference. Firstly, LEDs should be characterized 

because manufacturers do not provide this information. Secondly, problems with the ambient light 

interference of optical communication must be addressed in a way it still complies with the constraints 

of the IoT nodes. 

 

1.4.5 Energy challenge 3: High-efficiency energy harvester 

 

The third energy challenge tackled by this thesis is related to the node power supply. In Section 

1.4.2.1 the power module was studied. This included batteries or an energy harvester as a power source, 

and the power conditioning circuit. In this section, RF energy harvesting will be addressed. First, an 
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introduction about energy harvesting technology will be given. Next, a brief overview of different 

sources of energy harvesting will be listed. The list will conclude with a more detailed description of 

RF as source of energy harvesting. Finally, the summary of the Section is provided. 

Developers must overcome a major problem related to the optimal management of the energy 

available to power a node. It was mentioned in Section 1.4.2.1 that primary batteries are the principal 

way of powering nodes. However, their energy is limited. Moreover, there are applications where the 

use of this component is prohibited because they are highly contaminant, volatile, and flammable. An 

alternative to primary batteries to lengthen a node operating live is energy harvesting. 

Over the years, new technologies for energy harvesting have been developed and slowly started 

to being widely spread over different applications. Harvesting the available “free” energy from the 

environment is one of the methods to increase the lifetime of nodes. Despite the hardware design 

complexity, the available energy is unlimited. The downside is that the available average power is 

limited, which needs to be higher than the average power required by the IoT node to ensure the device 

remains powered.  

An energy-harvesting-based power module is shown in Figure 5 [14]. It successfully 

summarizes the elements needed for different ambient sources and the options for powering the node. 

The power module harvesting system requires: 

• The ambient energy and its appropriate harvester (or transducer), which have to be well 

chosen depending on the operating environment of the node, the form-factor constraints 

and the power budget needed;  

• the power conditioning circuit, which is not easy to implement since the output voltage 

and/or current of an energy harvester is not stable. Also, the output power of the 

harvester can be quite low, so the power conditioning circuit has to optimize the power 

delivery as much as possible. A common approach to achieve this is the maximum 

power point tracking (MPPT). It consists of dynamically changing the input impedance 

of the load to optimize the operating point of the harvester and, as consequence, get as 

much power as possible; 

• and the energy storage, that must be efficient to save the dynamic and unpredictable 

energy from the harvester.  
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Figure 5: Elements of an energy-harvesting-based power module. 

Source [14] 

There are several ambient energy sources that can be used to generate electrical energy, such as 

radiant (optical and radiofrequency), mechanical (vibrations, pressure, and stress-strain), thermal, etc. 

[59], [60], [178]. Following, various ambient energy sources are briefly overviewed. 

1.4.5.1 Thermal Energy Harvesting 

Thermal energy harvesting relies its operating principle in the Seebeck effect. The 

thermoelectric generator (TEG) generates electrical power by a temperature difference between its faces 

[59], [60], [179]. More theoretical information is provided in [180].  

This type of technology is costly, bulky and the output energy is low in terms of the efficiency. 

This makes them to be used in specific applications where advantages outweigh the drawbacks or in 

combination with other sources of energy harvesting. For example, a self-powered node for health care 

applications is presented in [79]. The node measures patients’ vital parameters and send them to the 

cloud. In this case, a photovoltaic-thermoelectric hybrid energy harvester was used. The combination of 

two power sources allows the system to last longer. A flexible PV from Sundance Solar was used, so it 

adapts to the arm of the person that it is wearing the node. The TEG size is 4 cm x 4 cm and generates 

energy from the body heat of the patient. 

Recent research used a TEG to extend the battery life of a node embedded in a connector to 

predict the maintenance of a cable. Results showed 5.430 mW of harvested power for a 43.56 ˚C 

temperature gradient of an 80mm x 40mm TEG [181]. 

1.4.5.2 Mechanical Energy Harvesting 

Mechanical energy can be scavenged through piezoelectric, electromagnetic, and electrostatic 

mechanisms. Sources of energy could be pressure, vibrations, and stress-strain. Each source would need 

a different mechanism to harvest the energy. A more insightful theoretical description can be found in 

[59], [60], [179], [182]. Recent research achieved a maximum output power of 1.19 mW for a wind 
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speed of 2.1 m/s using a piezoelectric energy harvester [183]. Kinetic energy can be scavenged from the 

human body for power generation which will enhance the advancement of wearable electronics. For 

instance, in [184], an electromagnetic energy harvester generated 4.2 mW when it was placed at a 

person’s ankle and walking at a normal walking frequency of 1 Hz. 

1.4.5.3 Optical Energy Harvesting 

It is one of the most popular sources of energy harvesting due to its high-power density [79], 

[80]. There are different ambient sources of optical energy: the sun, in the first place, but also artificial 

light. A photovoltaic panel (PV) is the transducer that converts the optical energy in electrical energy. 

Researchers have been investigating in great depth different materials for optimizing the PVs to operate 

under several circumstances, such as for indoors or outdoors applications [185], [186]; rigid or flexible 

requirements [187]; and specific dimensions or shape [188]. 

Different use cases of IoT nodes powered with PVs include a rechargeable battery or a super-

capacitor that is used as an energy buffer [80]. In [80], Mohsen et al. utilize a solar harvester to prolong 

the lifetime of the battery. The power management consist of a 3800 mAh lithium-ion battery charged 

by two flexible PV connected in parallel. The node is continuously monitoring patients’ vital parameters, 

as heart rate, body temperature, and blood oxygen level, and periodically sending the data to the cloud 

through Wi-Fi. With an average power consumption of 20.23 mW, the node lasts about 28 hours. 

In [189] a PV was used to not only provide energy to a batteryless autonomous wireless node, 

but also to sense the ambient light. The data is sent via BLE to a base station (gateway), which in turn 

sends it to the cloud. The storage element is a capacitor, calculated to be large enough to provide energy 

to the microcontroller to supply the current peaks as to perform the transmission. The average consumed 

power is provided by the PV. The node can still operate in an ambient light intensity down to 200 lux, 

which is an indoor level of light. 

1.4.5.4 Radiofrequency Energy Harvesting 

Radio frequency signals are electronics waves, generated by a transmitter, that travel through a 

medium, usually air, for communication purposes or to deliberately power a node. RF energy harvesting 

has been widely proposed, especially over the last 30 years with the increase of the wireless signals [41]. 

Nodes can be benefited from RF energy that is deliberately generated to power them, like RFID tags 

[37], or from ambient RF energy present in the environment, like digital TV, radio, satellite, Wi-Fi or 

cellular signals [190]–[192]. 

A detailed block diagram of an RF harvester is shown in Figure 6 [41], [190], [191], [193]. It 

consists of the antenna, the matching network, the rectifier, and the power conditioning circuit. The 

antenna is the transducer as it converts radiated energy to electrical energy. The matching network has 

the double function of matching the impedance of the circuit and the antenna and acting as a signal pre-
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amplifier. The rectifier has the double function of converting the alternating signal to a DC voltage and 

boosting the voltage. Finally, the conditioning circuit regulates the voltage to the value necessary to 

power the load, which can be an energy storage and the sensor node. The matching network, the rectifier 

and the power conditioning blocks will be detailed in the following paragraphs. 

                  

Figure 6: Block diagram of a RF harvester.  

The RF energy that can be harvested is very limited. The electrical power scavenged by the 

antenna is around 100 µW or less [194]. Therefore, the voltage generated by the antenna can be lower 

or about the voltage required to directly bias the rectifier’s diodes (or MOS transistors). Consequently, 

the matching network must transfer the maximum power from the antenna to the rectifier and boost the 

voltage in the most optimal way. One technique to achieve this is called passive LC voltage boosting 

[37], [40], [195], [196]. A passive LC network that, using resonant amplification, boosts the signal’s 

voltage amplitude, increasing the efficiency of the rectifier. 

The RF signal cannot directly power the node, but it has to be converted first in DC voltage. 

The rectifier is the less efficient stage of the block diagram. It is inherently a source of power loss due 

to biasing the diodes (or MOS transistors), and this limits the efficiency of the overall harvester. There 

are several circuit configurations to make a rectifier. The basic ones are half-wave or full-wave rectifiers, 

which consists of diodes and capacitors. They do not provide any gain and their output voltage is 

proportional to the input. Sometimes, the matching network output voltage must be amplified again 

because the values obtained are not enough to power the node and adding a rectifier with losses 

considerably decrease the efficiency. In those cases, the rectifier stage is designed to achieve the double 

target of amplify the voltage and to convert the AC signal to DC. Common configuration for achieving 

this is through multistage rectifiers, also known as Dickson and Villard voltage cascades. They are the 

simplest and most common voltage multipliers. They can be implemented using discrete components 

and ICs. There is not a significant efficiency difference between them. However, for small signal 

analysis, Dickson configuration results in easier nonlinear impedance analysis. The higher the number 

of stages in the rectifier the higher the voltage multiplication, but also the power losses, the parasitic 

capacitance, and the sensitivity (minimum operating input power level). However, too few multiplier 

stages may result in not enough voltage to power the node. A tradeoff has to be made between the 

required voltage and the power losses. 

Finally, after the rectifier, a power conditioning circuit is placed. High-efficiency converters are 

preferred over LDOs, Zener diodes or any other voltage limiter that only sinks the excessive available 
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power on itself [197]. While all the available energy should be profited and not wasted, a voltage limiter 

circuit could be used for over-voltage protection purposes. Depending on the application, the power 

conditioning circuit could be a DC-DC switching converter, a MPPT regulator, a battery charger, and/or 

a supercapacitor driver. Special care should be taken when using a voltage regulator since its efficiency 

significantly decreases under light-load conditions. The reason for this is that voltage regulators need a 

quiescent current to operate. Hence, if that current is similar to the load consumption, the voltage 

regulator efficiency is severely reduced. 

 

1.4.5.5 Summary 

In this section, the third energy challenge, related to the node power supply, was introduced. 

From the point of view of the power supply and due to interests and expertise of the research group, 

energy harvesting is the topic selected. First, an introduction about the energy harvesting technology 

was given. A general block diagram of an energy-harvesting-based power module was described. Next, 

a brief overview of different sources of energy harvesting and the recent advances in the literature was 

listed. This included thermal, mechanical, optical and RF energy harvesting. The list concluded with a 

more detailed description of RF as source of energy harvesting. 

Specifically, from all the sources of energy, the harvesting of the RF signals available in the 

environment was described. A detailed block diagram of an RF harvester was shown. This includes the 

antenna, the matching network, the rectifier, and the power conditioning circuit. The setback for this 

power supply is that the RF energy that can be harvested is very limited. Therefore, highly efficient 

harvesters must be designed. Nevertheless, the mismatch between the antenna and the rectifier is non-

linear. The mismatch varies with the input power and the frequency, which makes it difficult to achieve 

a good sensitivity and efficiency over a wide range. Consequently, the challenge is to properly model 

the power module to obtain the most optimal harvester design. The final stage of the power module is 

the power conditioning circuit. It was reviewed that the RF harvester could be highly benefited from a 

MPPT because it dynamically changes the input impedance of the load to optimize the operating point 

of the harvester and, as consequence, get as much power as possible. Special care should be taken when 

using DC-DC converters since they need a quiescent current to operate. 

 

1.5 Structure 

 

The state-of-the-art review was given in the previous sections. Cost, long operating life, and size 

are the three principal constraints of nodes for the IoT. Providing energy to the constrained nodes is a 
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major job stopper for the deployment of the IoT. The approach followed in this thesis was to tackle three 

energy challenges concerning the design and implementation of nodes for the IoT. 

This article-based thesis consists of a set of three papers. Those papers were developed during 

the doctoral work as a result of accomplishing the objectives set for the thesis. In addition, three 

conference publications were added in this article-based thesis as they allow a better understanding of 

the thesis work. In that sense, after the introductory Chapter 1, this document is organized as follows. 

• Chapter 2 corresponds to one conference paper and one journal paper. It presents the 

articles related to the sensing system alternative for smart gas meters. First, an add-on 

gas meter device is described, together with its development and measurements. 

Second, a more robust, secure, low-cost, and low-energy consumption measurement 

system is developed and presented. 

• Chapter 3 corresponds to two conference papers and one journal paper. It is devoted to 

the papers related to the power consumption when the node is not operating, using a 

LED-based wake up circuit. The publication addressed the idea proposal, the 

characterization of LEDs working as photodiode and the study and design of the circuit 

that wakes the MCU up. 

• Chapter 4 correspond to one journal paper. It contains the publications dedicated to the 

node’s power supply using RF energy harvesting. A Thévenin model of a rectenna is 

studied and then applied to power an autonomous sensor. 

• Chapter 5 summarizes the thesis results. It analyzes and discusses the contributions of 

the research. 

• Finally, chapter 6 concludes the article-based doctoral thesis and enumerates future 

work suggestions, identifying interesting topics. 

 

1.6 Publications 

 

The publications that comprehend this thesis are thematically coherent with the objectives of 

the thesis and the research plan and listed below. They were published during the years 2017 to 2021. 

The articles were published in relevant journals and conferences in the field of the sensors, 

instrumentation, and measurement science. 

• Publication I. Conference proceeding I: “An Add-On Electronic Device to Upgrade Mechanical 

Gas Meters into Electronic Ones” [198]. It is reproduced in Chapter 2, section 2.1. 

• Publication II. Journal article I: “Electronic reading of a mechanical gas meter based on a dual 

magnetic sensing” [199]. It is reproduced in Chapter 2, section 2.2. 
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• Publication III. Conference proceeding II: “Using LEDs for Visible Light Communication and 

as a Wake-up Mechanism in the Internet of Things" [200]. It is reproduced in Chapter 3, section 

3.1. 

• Publication IV. Conference proceeding III: “Experimental characterization of off-the-shelf 

LEDs as photodetectors for waking up microcontrollers” [201]. It is reproduced in Chapter 3, 

section 3.2. 

• Publication V. Journal article II: "LED-Based Wake-Up Circuit for Microcontrollers" [202]. It 

is reproduced in Chapter 3, section 3.3. 

• Publication VI. Journal article III: “A Compact Thévenin Model for a Rectenna and Its 

Application to an RF Harvester with MPPT” [203]. It is reproduced in Chapter 4, section 4.1. 
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2.1 Publication I: Conference proceeding I 

E. Ripoll-Vercellone, V. Ferrandiz, and M. Gasulla, “An Add-On Electronic Device to Upgrade 

Mechanical Gas Meters into Electronic Ones,” Proceedings Eurosensors, vol. 2, no. 13, 2018, doi: 

10.3390/proceedings2131094. 

 

2.2 Publication II: Journal Article I 

Republished with permission of IOP Publishing, Ltd, from “Electronic reading of a mechanical 

gas meter based on dual magnetic sensing,” E. Ripoll-Vercellone, M. Gasulla, and F. Reverter, 

Measurement Science and Technology, vol. 32, no. 9, p. 097001, Jun. 2021, doi: 10.1088/1361-

6501/AC00E8; permission conveyed through Copyright Clearance Center, Inc. (License ID 1152443-

1) 

Link to the Version of Record: https://iopscience.iop.org/article/10.1088/1361-6501/ac00e8. 
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Abstract: Smart utilities enable more efficient energy consumption and distribution and are the key 

for smart homes development. We propose an electronic device that will be integrated as an add-on 

to already installed conventional gas meters as a first stage of smart metering rollout. The electronic 

device will measure the gas consumption and it will be managed by the user’s or operator’s 

smartphone via NFC. For the gas flow measurement, the electronic device takes advantage of the 

rotation of a permanent magnet fixed in an index drum.  

Keywords: short-range networks; gas meter; smart utilities; smart society; Internet of Things 

 

1. Introduction 

Smart grids have been subject of study with the objective of optimizing the energy production 

and distribution as well as the management of the end users service, in terms of security, remote 

operations diagnostics, etc. Furthermore, they allow the consumers to manage their consumption 

according to the available information since they can read their consumption and prices with more 

detail [1]. Besides, it generates new business models for the energy providers such as the prepaid 

service [1-3]. 

Nowadays, most gas meters in Spain are mechanical, which hinders the achievement of smart 

grids for the gas sector [1]. The meters are periodically read by the user or an operator who takes a 

picture of the totalizer, which is prone to human mistakes and fraud billing [4]. However, their 

substitution by electronic gas meters is generally not economically feasible. The alternative solution 

proposed here is to attach an electronic device to the already installed meter (jointly forming a smart 

gas meter). The smart meters benefit of the accuracy and the long term stability of the conventional 

gas meters and the advantages (traceability, security, reliability and easier management) of the 

electronic upgrade. This solution is carried out within the European project “EnSO” (Energy for 

Smart Objects) [5]. 

2. Node Description 

The add-on electronic device (node, hereafter) must have a long lifetime, small size and must be 

low cost [4]. In addition, the main required functionalities of the smart meter are: store gas 

consumption information in fixed periods (days, weeks, etc.); identify and register alarms (low 

battery, tampering, detect strong magnetic fields, repeated attempts to establish a communication, 

etc.); and communicate with smartphones through NFC (the user and operator use a smartphone 

application to perform the management and reading of the smart meter). Figure 1 shows a detailed 

block diagram. It consists of four main modules: power management, sensor/actuator, control and 

communication. 
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The power management module is designed for powering the node from a primary battery, 

solar cells or the NFC link. For this first version prototype, only primary batteries are considered, in 

particular coin cells. 

The sensor/actuator module consists of three sensors (gas measurement, magnetic field and 

tamper detection) and one LED for indication purposes. The sensors are on/off switches. The 

operating principle of the gas measuring is based on that as the gas flows a transmission gear and a 

mechanical coupling transfer the reciprocating motion to the mechanical index, which has attached a 

permanent magnet in the index drum that represents the less significant digit. A reed switch is 

positioned in the edge of the node and is activated whenever the magnet passes in front of it. The 

resolution of the mechanical measure is 0.001 m3, whereas the digital measure is 0.01 m3, which 

corresponds to a complete turn of the index drum. Figure 2 (a) shows the node attached to a 

mechanical gas meter (Gallus 2000) [6]. On the other hand, a reed switch activates an alarm when a 

strong magnetic field is attempting to corrupt the gas measurement. Finally, the tamper detection 

consists of a button that is pressed against the case of the electronic device. If someone breaks the 

plastic case, the switch will be unpressed, generating an alarm. 

The control module includes a STM32L0 series microcontroller, which gathers, stores and 

processes the information of the sensors and the communication module. 

The communication module consists of a NFC transceiver. A smartphone is used to 

interconnect the smart meters with an Internet of Things platform, which is developed by a 

third-party company. The smartphone uses an android application for installation, configuration, 

activation, management and maintenance actions. 

 
Figure 1. Block diagram of the add-on electronic device. It consists of four main modules: power management, 

sensor/actuator, control and communication. 

Figure 2 (b) presents the printed circuit board (PCB) of the electronic device with a description 

of its elements. The dimensions of the node are 70 mm × 30 mm (without the solar cell). The 

estimated unitary cost is from 5 € to 7 € depending on the production volume. 

4. Performance / Experimental Results 

Performed tests using an emulated gas flow on an ITRON counter (Figure 2 (a)) validated a 

correct performance of the gas reading process. The magnetic field detection was validated by 

bringing a magnet closer to the sensor. The tamper detection was tested by opening the plastic case 

of the electronic device. Besides, extensive tests were also performed for assessing the reading range 

and reliability of the NFC communication and the operating lifetime of the node.  

Regarding the tests of the NFC communication, in order to avoid magnetic interference, a 

plastic structure was used to hold both the smartphone and the node. The structure was placed on a 

clear laboratory table. Two smartphones models were used: the Huawei P8 Lite ALE-L21 and the 

Motorola Moto X Style XT1572. Three versions of the node were tested to evaluate the influence of 

some metallic parts: 1) the original version (see Figure 2 (b)), 2) the node with the battery holder and 
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(a) 

 
(b) 

Figure 2. (a) Tests carried out in a simulated environment, on an ITRON counter (Gallus 2000) [6]; (b) PCB of 

the node with a description of its elements. 

all the copper removed from the back of the PCB coil and 3) and the node with the copper removed 

from the back of the PCB coil and with a ferrite plane between the PCB coil and the battery holder. 

Version 2 was powered externally. 

Table 1 summarizes the maximum range achieved with the different setups measured with a 

resolution of 0.5 cm. As can be seen, the battery holder and the copper placed below the PCB coil 

limit the communication range (version 1). For the Huawei smartphone the range is constrained to 1 

cm, whereas without the battery holder and the copper (version 2) a range of 3.5 cm is achieved for 

both smartphones. The magnetic field distribution of version 3 is similar to the one of version 2, 

therefore the same communication range is achieved. As the battery must be within the board, 

version 2 is not feasible. However, a practical solution for version 1 to increase the communication 

range is to move the battery holder to a different location. When this is not possible due to size 

restrictions, a ferrite plane can be added between the metal plane and the PCB coil (version 3) at the 

expense of a higher cost of the node (about 0.5 € to 0.7 € for high volume production). 

 
(a) 

 
(b) 

Figure 3. Setup for testing the NFC communication range with the Huawei P8 Lite: (a) Version 1 at the limit 

distance of 1 cm; (b) Version 2 at the limit distance of 3.0 cm. 

Table 1. Maximum Range. The ruler used for measure the distance has a resolution of 0.5cm. 

Smartphone Version 1 Version 2 Version 3 

Huawei P8 Lite 1.0 cm 3.0 cm 3.0cm 

Motorola Moto X Style 2.0 cm 3.5 cm 3.5cm 

For the estimation of the operating lifetime of the node, the current profile of the power supply 

was measured with an oscilloscope current probe (Labdevice). The internal shunt resistor was 

replaced by other values (1 Ω and 39 Ω) to obtain a better resolution of the measurements. The idle 

current was measured with an Agilent 34461A. Table 2 shows the estimated average current 

consumption for each task based on the assumption of their periodicity. With a 230 mAh coin cell 

LED 

chip 



Proceedings 2018, 2, x 4 of 4 

 

battery, the lifetime of node is 600 days (about 20 months). This lifetime is insufficient for the 

application and a thorough analysis and redesign has to be done to extend it to more than four years. 

Table 2. Average current consumption detailed by each task performed. A 3V coin cell battery powers the node. 

It is assumed that an NFC communication will take place every five days and one pulse detection will happen 

every 30 seconds. 

 

5. Future Work 

Work is in progress regarding the design of a new version. The product specifications are 

redefined on the basis of the input from the developed prototype and previously described. This 

stage includes a new loop of development and validation solving all problems detected on the first 

prototype series and adding those new provided requirements. Two main features are going to be 

improved in the following version of the node. One of the goals is to extend the system autonomy as 

much as possible. Some hardware and software modifications have been studied in order to reach a 

lower consumption during the idle mode, which has the highest power consumption contribution 

(78.88%). It is estimated that the autonomy will be increased to more than four years by reducing the 

energy consumption in about five times. The second goal is to increase the NFC communication 

range. As it was mentioned in section 4, the battery holder and the copper generates considerable 

limitations for the PCB coil. Since adding a ferrite layer will significantly increase the cost of the 

product, the battery holder will be moved to a more appropriate location. 
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Abstract
This article proposes a measurement system controlled by a microcontroller unit (MCU) for the
electronic reading of a mechanical gas meter. The measurement relies on dual magnetic sensing:
(a) low-cost low-power primary sensing based on reed switches connected to the digital inputs
of the MCU and (b) secondary sensing based on Hall-effect sensors connected to the analogue
inputs of the MCU. In addition, both sensing strategies have an active and a passive element to
achieve an output that is insensitive to external interfering magnets. A prototype has been
implemented and characterized under different test conditions to confirm its reliability.

Keywords: embedded system, gas meter, hall-effect sensor, magnetic sensor, microcontroller,
reed switch

(Some figures may appear in colour only in the online journal)

1. Introduction

The application of information and communications technolo-
gies to the power grid has led to the concept of a smart grid [1],
with corresponding benefits for energy production and distri-
bution. In such a context, smart electronic meters, mainly for
the electricity sector [2], have been designed and deployed at
end-consumers’ homes.

In the gas sector, most meters (see figure 1(a)) are still
mechanical, and the reading of the mechanical index is car-
ried out either by the end user or a worker from the gas com-
pany every one to two months. In order to avoid this type
of manual reading and obtain a smarter meter, these mech-
anical gas meters can be complemented/upgraded with elec-
tronic measurement and communication systems. Many gas
meters have a rotating magnet inside (from now on, meter
magnet, as shown in figure 1(b)) that allows for electronic
reading; this is the case for the diaphragm gas meters made by

∗
Author to whom any correspondence should be addressed.

Itron and Elster–Honeywell, which are two of the main man-
ufacturers. This meter magnet can be detected, for instance,
through a low-cost reed switch connected to a microcontrol-
ler unit (MCU) [3, 4]. Its main limitation, however, is that the
reading can be easily altered by an external interferingmagnet.
Other, more expensive, solutions have also been proposed in
the literature for gas meters, such as optical encoders [5] and
computer vision cameras [6].

The use of additional sensors to better extract the inform-
ation of interest is quite common in electronic measurement
systems [7, 8]. This has also been applied to utility meters, for
example: (a) magnetic sensors (such as Hall-effect sensors) are
employed in electricity meters to detect the tampering caused
by external magnets [9, 10], and (b) magnetic sensors (such as
reed switches) are proposed for detecting the theft or detach-
ment of gas meters [11]. However, the detection of the meter
magnet of a gas meter in the presence of an external interfer-
ing magnetic field is still a challenge. This is tackled herein
by incorporating additional sensors into the basic reed switch-
based configuration [3, 4].

1361-6501/21/097001+5$33.00 1 © 2021 IOP Publishing Ltd Printed in the UK
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Figure 1. (a) Mechanical gas meter. (b) Meter magnet behind the
least-significant drum of the mechanical index.

Figure 2. Schematic of the proposed circuit.

2. Electronic circuit

Figure 2 shows the proposed MCU-based circuit with dual
magnetic sensing: (a) primary (default) sensing that relies on
reed switches [3, 4], and (b) secondary sensing carried out by
Hall-effect sensors. Both sensing strategies have active and
passive elements, as employed in strain gauges to compensate
for interfering effects [12]. The active elements are placed as
close as possible to the position of the meter magnet to be very
sensitive to it. The passive elements are placed at the minimum
distance from the corresponding active element that provides
a ‘zero’ sensitivity to the meter magnet. The shorter the dis-
tance, the more similar the effects of the interfering magnet on
both sensors. Overall, the circuit has four sensors.

(a) The primary active sensor (PAS), which detects the meter
magnet under normal conditions, i.e., without interfering
effects.

(b) The primary passive sensor (PPS), which detects the inter-
fering effects and, hence, activates the secondary sensing.

(c) The secondary active sensor (SAS), which monitors the
meter magnet under unusual conditions, i.e. with interfer-
ing effects.

(d) The secondary passive sensor (SPS), which monitors the
interfering effects under unusual conditions.

The PAS and PPS are connected, via an RC debouncing cir-
cuit, to digital inputs of the MCU with an external interrupt

capability, while the SAS and SPS are connected to ana-
logue inputs with an embedded analogue-to-digital converter
(ADC). Except when the meter magnet is aligned with the
SAS, the output voltages of the SAS and SPS (VSAS and VSPS,
respectively) should be ideally the same. However, this is not
practically true, due to the tolerance of the sensors and the
fact that the interfering magnet will not equally affect both of
them. The MCU also includes a digital counter that increases
by one every time themetermagnet passes in front of the active
sensors, thus counting the gas consumption with a resolution
of 0.01 m3.

With the aim of reducing the current consumption of the
design, the SAS and SPS are only supplied when required.
To achieve this, a digital output (Vpower in figure 2) of the
MCU provides a digital ‘1’ to the supply voltage pin of these
sensors only when the secondary sensing needs to be act-
ive. By default, Vpower provides a digital ‘0’ and, hence, these
sensors do not consume energy.

Most of the commercial reed switches and Hall-effect
sensors available on the market operate correctly in the indus-
trial temperature range (i.e. from −40 ◦C to +85 ◦C), which
is clearly wider than the expected operating range of the gas
meter, even if it is placed outdoors. In addition, integrated
Hall-effect sensors usually include temperature-compensation
circuitry so that the analogue output is almost insensitive to
temperature changes. The typical value of the temperature
coefficient of the magnetic sensitivity is around 0.02% ◦C−1

[13]. Accordingly, an extreme change of the ambient temper-
ature of 50 ◦C would cause a change of 1% in the sensitivity
and, hence, in the amplitude of the pulse generated by the pres-
ence of themetermagnet. This change is completely negligible
for the application considered herein.

3. Firmware

A flowchart of the algorithm executed by the MCU is shown
in figure 3. First, an ‘Initialization and configuration’ stage
initialises the different peripherals of the MCU. In addition,
the secondary sensing is temporarily activated with the aim of
measuring VSPS under ‘at rest’ conditions; its value is stored
in the variable VSPS,0. The flowchart next has five main stages.

• Stage A, which corresponds to normal operating conditions
without the presence of an interfering magnet. The system
relies on primary sensing, where the counter is increased by
1 at each rising edge of VPAS, provided that VPPS is ‘0’. If
VPPS is ‘1’, the secondary sensing is activated.

• Stage B, which is intended to obtain the difference
VSAS − VSPS once VSPS is stable, i.e., when the interfer-
ing magnet has a fixed position. Such a difference, which is
stored in the variable∆V ref, is expected to be different from
zero, since the interfering magnet will not equally affect
SAS and SPS.

• Stage C, which checks the presence and/or movement of the
interfering magnet. First, a double check of VPPS and VSPS

confirms either the presence or absence of the interfering
magnet. Second, any change of position of the interfering
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Figure 3. Flowchart of the algorithm executed by the MCU.

magnet is detected by comparing VSPS with that obtained in
stage B (stored in the variable VSPS, ref). And third, the factor
∆V = VSAS–VSPS–∆V ref is computed. We expect ∆V = 0
under no effect of the meter magnet, and ∆V > 0 under its
effect. If∆V < 0, it means that∆V ref was computed in stage
B with the meter magnet effects; if so, it has to be recalcu-
lated.

• Stage D, which detects the effects of the meter magnet on
the SAS. When the meter magnet is aligned to the SAS,
VSAS increases and ∆V > 0. If ∆V is higher than a certain
threshold, then the counter is increased by one. In addition,
an internal variable (M) is set to ‘1’, which indicates that the
meter magnet has already been detected by the secondary
sensing.

• Stage E, which checks when the SAS is no longer under the
effects of the meter magnet. This is inferred by comparing
∆V with zero. When this is the case,M is set again to ‘0’ to
be able to detect the next magnet–SAS alignment.

For a more stable algorithm, the values of VSAS and VSPS

correspond to an average of ten measurements. In addition,
the comparison between analogue voltages in figure 3 takes
into account a certain level of uncertainty around the expec-
ted value. To optimize the energy consumption under unusual
operating conditions, the MCU is by default in sleep mode,
executes the algorithm every 50 ms, and enables the Hall-
effect sensors (via the Vpower signal) for 1 ms.

Figure 4. PCB developed: (a) top layer, and (b) bottom layer.

Table 1. Cost of the main components used to develop the design
shown in figure 4, assuming high-volume production.

Component Cost (€)

PCB 1.00
MCU 1.40
32 kHz crystal 0.26
Reed switches (×2) 0.69
Hall-effect sensors (×2) 0.63
Battery 0.16
Battery holder 0.17
TOTAL 4.32

4. Experimental results

A prototype of the circuit in figure 2 was developed using a
printed circuit board (PCB), as shown in figure 4. The MCU
(STM32L071KZU from STMicroelectronics) ran on a 32 kHz
crystal oscillator. This MCU has an embedded 12-bit ADC
with a resolution (or a least-significant bit, LSB) of 0.8 mV
when the supply voltage (VDD) is 3.3 V. The Hall-effect sensor
(AH49ENTR-G1 from Diodes Incorporated, with a nominal
sensitivity of 16 mV mT−1) was selected to have a wide mag-
netic field range (±0.1 T) and, hence, avoid its saturation due
to the interfering magnet. The reed switch was a CT10-2540-
G1 from Coto Technology; R = 560 kΩ and C = 5.6 nF.
Table 1 summarises the main costs of developing the proposed
design.

The PCB had appropriate physical dimensions to be placed
into the gas meter, as shown in figure 5. The primary sensing
was placed at the top layer, whereas the secondary sensing was
placed at the bottom, as shown in figure 4. The active sensors
(PAS and SAS) were positioned at the border of the PCB to
be as close as possible to the meter magnet; when the meter
magnet was aligned, the distance to the active sensors was
around 10 mm. On the other hand, the passive sensors (PPS
and SPS) were placed at 2 and 11 mm, respectively, from the
corresponding active elements. Using such distances, the PPS
was insensitive to the meter magnet, while the SPS was at least
ten times less sensitive to the meter magnet than the SAS.

To easily characterize the prototype, air was the gas injected
into the meter inlet by an electric air pump. An external disc
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Figure 5. Placement of the PCB shown in figure 4 into the gas
meter: (a) without the protecting box, (b) with the protecting box.

Figure 6. Waveforms acquired from the PAS and PPS when the
meter magnet was detected without interfering magnetic effects.

magnet, with a diameter of 4.8 cm, was employed to gener-
ate the interfering magnetic field. This magnet was completely
attached to the front, top, and side of the mechanical index
of the meter; although attached, the minimum distance to the
sensors was around 12 mm. In the worst testing scenario, this
magnet caused (at the sensor position) an interfering magnetic
field of 50 mT. On the other hand, the meter magnet gener-
ated (at the active sensor position) a magnetic field of 0.6 mT,
which is 80 times lower than the previous one.

Figure 6 shows the experimental waveforms acquired by a
digital oscilloscopewithout the effect of an interferingmagnet.
Under such conditions, the PPS provided a digital ‘0’, while
the PAS generated a rising edge, which increased the value
of the counter by one, when the meter magnet became aligned
with it. The signal provided by the PASwas activated for a time
interval of 900 ms, which corresponds to a gas consumption of
about 133 l min−1. Of course, the lower the gas consumption,
the longer the activation time.

The most critical interference scenario was when the inter-
fering magnet was attached to the front of the mechanical
index of the meter. Figure 7 shows the experimental wave-
forms of VSAS and VSPS when the interfering magnet was

(a) 

 

(b) 

 

(c) 

 

Figure 7. Waveforms acquired from the SAS and SPS when the
meter magnet was detected and the interfering magnet was at three
different positions at the front of the meter. The ground levels of
channels 1 and 2 were moved down (not visible in the screenshots)
to different positions to better appreciate the effects of the meter
magnet on both signals, but they were at the same position for the
three cases represented.

placed at three different front positions; the signals provided
by PAS and PPS are not represented here, but they were a
digital ‘1’. According to figure 7, when the meter magnet was
aligned to SAS, VSAS increased by 10 mV regardless of the
position of the interfering magnet, whereas VSPS was almost
constant. An increase of 10 mV corresponds to a change of
12 LSB at the ADC output. From figure 7, we can also see
that the baseline of VSAS and VSPS (and, hence, the difference
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VSAS − VSPS) depended on the position of the interfering mag-
net, but this was dynamically corrected by the algorithm pro-
posed in figure 3.

Under normal operating conditions and when the reed
switches were open, the circuit in figure 2 had a current con-
sumption of 5 µA, which was mainly due to the sleep mode of
the MCU. However, when the secondary sensing was active,
the average current consumption increased to 86 µA. There-
fore, the robustness against interfering magnets comes at the
expense of higher current consumption.

After proving the feasibility of the proposed measurement
subsystem, this could be complemented by: (a) a communica-
tions subsystem using a low-power wide-area network techno-
logy, and (b) an energy harvester, such as a small-area photo-
voltaic panel, especially for those gas meters located outdoors.
The energy consumption of the communications subsystem is
expected to be higher than that of the measurement subsys-
tem, but the sensor node could still be autonomous thanks to
the energy harvester.

5. Conclusions

In the context of smart meters for smart grids, this article has
proposed anMCU-based circuit for upgrading mechanical gas
meters to electronic ones. The proposed circuit, together with
a dynamically adjusted algorithm, is able to detect the meter
magnet under the effects of an interfering magnet and, in addi-
tion, the interfering magnet itself does not cause an erroneous
increase in the digital counter. Consequently, the proposed
sensor system has been proven reliable in front of static mag-
netic fields generated by interfering magnets.
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[12] Pallàs-Areny R and Webster J G 2001 Sensors and Signal
Conditioning (New York: Wiley)

[13] Honeywell Inc Sensing and control Hall Effect Sensing and
Application (available at: https://sensing.honeywell.com/
hallbook.pdf)

5

https://orcid.org/0000-0003-0013-5354
https://orcid.org/0000-0003-0013-5354
https://orcid.org/0000-0003-0013-5354
https://orcid.org/0000-0002-0364-6806
https://orcid.org/0000-0002-0364-6806
https://orcid.org/0000-0003-1653-0519
https://orcid.org/0000-0003-1653-0519
https://doi.org/10.1088/1361-6501/ab3b48
https://doi.org/10.1088/1361-6501/ab3b48
https://doi.org/10.1109/TIM.2018.2853839
https://doi.org/10.1109/TIM.2018.2853839
https://doi.org/10.4236/wsn.2013.53008
https://doi.org/10.4236/wsn.2013.53008
https://doi.org/10.1016/j.apenergy.2013.03.032
https://doi.org/10.1016/j.apenergy.2013.03.032
https://doi.org/10.1088/0957-0233/26/10/105101
https://doi.org/10.1088/0957-0233/26/10/105101
https://doi.org/10.1088/1361-6501/ab0737
https://doi.org/10.1088/1361-6501/ab0737
https://sensing.honeywell.com/hallbook.pdf
https://sensing.honeywell.com/hallbook.pdf


 

55 

 

 

3 
3 Publications III, IV & V 

  



3.1    Publication III: Conference proceeding II 

56 

 

3.1 Publication III: Conference proceeding II 

Republished with permission of ACM (Association for Computing Machinery), from “Using 

LEDs for Visible Light Communication and as a Wake-up Mechanism in the Internet of Things,” E. 

Ripoll Vercellone, V. Ferrandiz, J. Aubert, and M. Gasulla, Proceedings of the 15th ACM Conference 

on Embedded Network Sensor Systems, 2017, doi: 10.1145/3131672; permission conveyed through 

Copyright Clearance Center, Inc. (License ID: 1152030-1). 

 

3.2 Publication IV: Conference proceeding III 

IEEE copyright / credit notice: 2019 IEEE. Reprinted, with permission, from E. Ripoll-

Vercellone, F. Reverter, V. Ferrandiz, and M. Gasulla, “Experimental characterization of off-the-shelf 

LEDs as photodetectors for waking up microcontrollers,” in I2MTC 2019 - 2019 IEEE International 

Instrumentation and Measurement Technology Conference, Proceedings, 2019, vol. 2019-May. doi: 

10.1109/I2MTC.2019.8826967. 

 

3.3 Publication V: Journal Article II 

IEEE copyright / credit notice: 2020 IEEE. Reprinted, with permission, from E. Ripoll-

Vercellone, F. Reverter, and M. Gasulla, “LED-Based Wake-Up Circuit for Microcontrollers,” IEEE 

Transactions on Instrumentation and Measurement, vol. 69, no. 9, 2020, doi: 

10.1109/TIM.2020.3009340. 

 







Experimental characterization of off-the-shelf LEDs 
as photodetectors for waking up microcontrollers 

Edgar Ripoll-Vercellone 
e-CAT Group, Dept. Electronic Eng.
Universitat Politècnica de Catalunya

Idneo Technologies S.A.U. 
Barcelona, Spain 

edgar.ripoll.vercellone@upc.edu 

Manel Gasulla 
e-CAT Group, Dept. Electronic Eng.
Universitat Politècnica de Catalunya

Castelldefels, Spain 
manel.gasulla@upc.edu

Ferran Reverter 
e-CAT Group, Dept. Electronic Eng.
Universitat Politècnica de Catalunya

Castelldefels, Spain 
ferran.reverter@upc.edu 

Vicent Ferrandiz 
Idneo Technologies S.A.U.  
Mollet del Vallès, Spain 

vicent.ferrandiz@idneo.com 

switch pushbutton or a magnetically actuated reed switch. 
However, these solutions add a significant cost, size, 
difficulty in the mechanic design of the case or, sometimes, 
they are not even feasible given the constraints of the 
application.  Besides, it is not convenient to increase the 
number of components just because they have to perform 
one single task only once in the lifetime of the device.  

The use of LEDs as photodetectors can help fulfill those 
requirements. In particular, we propose the use of 
commercially off-the-shelf LEDs, illuminated with the flash 
light of a smartphone, as a contactless wake-up system of the 
MCU when it is in sleep mode. We have already researched 
on this subject, getting positive results [1]. There are several 
advantages with this solution: 1) LEDs can already be 
present for signaling purposes, 2) they are inexpensive and 
widely available, and 3) they are also small compared to 
mechanical or reed switches.  

Several efforts have been done related to the use of LEDs 
as photodiodes [2], [3]. A photodiode generates a reverse 
current proportional to the incident light depending its 
spectral response curve on the material from which the diode 
is made. In ideal photodiodes, the upper cutoff wavelength is 
defined by the band gap energy, i.e. the responsivity is zero 
for photons with energy less than the band gap energy. On 
the other hand, the lower cutoff wavelength is a function of 
the absorption of the photons before they reach the sensitive 
region [4]. Nevertheless, manufacturers do not characterize 
LEDs as photodiodes and this knowledge is crucial to open 
new application fields, such as the proposed here. At this 
respect, some authors have characterized the performance of 
LEDs as photodetectors, concluding that their detection 
spectrum is wider and with a lower peak wavelength than 
that of the emission [4]-[6]. However, the current-voltage 
characteristics are not provided, which are necessary for the 
application proposed here.  

This work tackles some of the previous issues. First, 
Section II proposes a generic interface circuit for waking up 
the MCU. Then, Section III describes the materials and 
methods to characterize the current-voltage characteristic of 
the selected LEDs as photodetectors, while, in Section IV, 
the experimental results are reported. Next, Section V 
discusses the results. Finally, conclusions are drawn in 
Section VI. 

Abstract—The use of LEDs as photodetectors has been 
subject of study for a long time. However, LEDs 
manufacturers do not provide information about the response 
of LEDs to the light. It is essential for the designers of 
electronic devices to know what the behavior of LEDs is so as 
to develop new applications in this area. In this work, we 
propose the use of commercially off-the-shelf LEDs, 
illuminated by the flashlight of a smartphone, as a contactless 
wake-up system for microcontrollers that are in a sleep mode. 
In particular, the generated LED voltage is proposed as the 
wake-up signal. So, in order to choose the most suitable LED 
and depending of the main interfering light, the current-
voltage (I-V) characterization of different kind of LEDs is 
performed for two scenarios: outdoors and indoors. It is 
demonstrated that placing a resistor in parallel with the LEDs 
allows a better discrimination between the LED voltage coming 
from the flashlight and that from the interfering lights. Results 
show that red and blue LEDs are more appropriate for 
outdoor and indoor applications, respectively. 

Keywords—LED, photodetector, microcontroller, wake-up 
system. 

I.� INTRODUCTION

The development of autonomous wireless electronic 
devices is a complex task. It is common that companies look 
for developing commercial products with a cost, size and 
power consumption as low as possible. Besides, energy 
efficiency must be taken into account from the very 
beginning of the project to guarantee the longest lifetime of 
the battery. For example, for some applications, depending 
on the required Ingress Protection Rating (IP Code, which 
classifies the degrees of protection provided by enclosures 
for electrical equipment as defined in IEC 60529), these 
devices are manufactured in sealed cases with the battery 
already integrated. However, they may stay in storage for 
months. So, in order to avoid draining the battery 
unnecessarily, there are several ways for activating a device 
at the right moment. A first solution is to add an on/off 
switch after the battery. A second solution is to configure the 
microcontroller unit (MCU) of the device in the lowest 
power mode and activate it by sending a signal through a 
This work was supported by EnSO (Energy for Smart Objects) under Grant�
Agreement No. 692482, Idneo Technologies S.A.U., the Secretariat of�
Universities and Research of the Ministry of Business and Knowledge of�
the Government of Catalonia, the Spanish Ministry of Economy and�
Competitiveness and the European Regional Development Fund under�
project TEC2016-76991-P. 
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II. PROPOSED INTERFACE CIRCUIT 
Fig. 1 shows the proposed circuit, where the LED is 

working as a photodiode in photovoltaic mode and the I/O 
pin of the MCU is configured as a (high-impedance) input. 
First, let us suppose that the resistor R and the intermediate 
stage, consisting of a high-pass filter (HPF) and a voltage-
level translator (VLT), is bypassed. So, assuming no bias 
current from the I/O pin, the LED is open-circuited. When no 
light is present, no voltage is generated across the LED and 
the MCU I/O pin reads a logic ‘0’. On the other hand, when 
light is present, a voltage is generated across the LED and 
the I/O pin will consider it as a logic ‘1’ whenever the 
generated voltage surpasses the digital logic threshold. 

In [1], we discussed that it is necessary to connect an 
interface circuit between the MCU I/O pin and the LED 
because the MCU current consumption (through its power 
supply pin) is significant whenever the input voltage at the 
I/O pin is around the transition between the logic levels. This 
voltage can be originated by interfering lights, such as 
sunlight or office light, which are low frequency (quasi-DC) 
signals. The HPF is used to block those interfering lights. 
Contrariwise, it lets pass signals of higher frequency to the 
MCU I/O pin, for example those coming from a switching 
flashlight, which is the signal of interest. The VLT may be 
needed to match the output signal voltage of the HPF to the 
logic levels of the MCU. Even so, interfering lights can also 
have sudden changes, which will generate voltage pulses that 
can wake up the MCU. For example, the autonomous device 
can be in darkness inside a room or a closed electrical 
cabinet and be suddenly illuminated when room lights switch 
on or the electrical cabinet is open, or it can just be outdoors 
in the shadow and suddenly be illuminated by sunlight. 
Placing a resistor in parallel with the LED, as shown in Fig. 
1, can alleviate this issue, as will be discussed in Section V. 

III. MATERIALS AND METHODS 
Table I summarizes the selected LEDs for this work: 2 

red, 2 blue, 1 green and 1 white. Two of them (BLUE2 and 
RED2) were chosen with a higher emitting power level, 
although they are more expensive, expecting that they also 
present a higher sensitivity (generated photocurrent) because 
of its larger collecting area [5]. All LEDs have colorless-
clear lenses (except the white LED because of its intrinsic 
phosphor layer) and flat top lens style. Each one was 
mounted in a 30 mm × 30 mm printed circuit board with a 
plug connected to the terminals of the LED. 

Three sources of light were chosen, one being the signal 
of interest (smartphone flashlight) and the other two 
interfering lights (sunlight and office light). These interfering 
lights represent the interference the LEDs might find if they 
are placed in two dissimilar scenarios: outdoors and indoors. 
We assume direct sunlight outdoors and no sunlight indoors. 

  
Fig. 1. Proposed interface circuit. 

TABLE I.  SELECTED LEDS FOR CHARACTERIZATION 

Emitted 
Color 

Part 
Number Manufacturer Emission 

Wavelength Acronym 

Blue 

150060BS
75000 

Wurth 
Electronics 
Inc. 

470 nm BLUE1 

L135-
B47500350
0000 

Lumileds 475 nm BLUE2 

Green 150060VS
75000 

Wurth 
Electronics 
Inc. 

528 nm GREEN 

Red 

150060RS
75000 

Wurth 
Electronics 
Inc. 

625 nm RED1 

ASMT-
QHBD-
AFH0E 

Broadcom 
Limited 618 nm RED2 

White 

CLM3C-
WKW-
CWBYA1
53 

Cree Inc. - WHITE 

The LED terminals were connected to a precision 
source/measure unit (SMU B2901A, Keysight), which 
allowed, for each LED and light source, the measurement of 
the LED current (ID) while performing a LED voltage (VD) 
sweep in steps of 100 mV. An additional characterization 
was performed in darkness. For the current measurement, an 
integration time of 10 PLC (power line cycles) was used, 
lasting each sweep about 7 seconds. To assess the 
repeatability, ten voltage sweeps were carried out with 
smartphone flash and office lights for BLUE1 and RED2. 
These LEDs were selected because they generate the lowest 
and highest values of ID, as will be seen in Section IV. For 
the rest of cases, a single voltage sweep was performed. 

As for the smartphone flashlight, a Motorola Moto X 
Style (XT1572) was used as the reference. However, in order 
to improve the repeatability of the measurements, an 
appropriate high-power white LED, emulating the 
smartphone flashlight, was used instead. The emission 
spectrum of the smartphone flashlight was measured with a 
spectrometer (AvaSpec-2048-SPU, Avantes) and then 
compared with that of high-power white LEDs with different 
color correlated temperature (CCT). The emission spectrum 
of the high-power white LED which best approximated that 
of the smartphone flash was the Lumileds L2C5-
40701204E1300 model (the emitting LED from now on), 
with a CCT of 4000 K. Fig. 2 illustrates the similarity 
between the emission spectrums of the emitting LED and the 
smartphone flash. Fig. 3 shows the setup where the emitting 
LED is placed in a heat sink, fixed on top of a surface where 
the LEDs under test are placed. The light output level of the 
emitting LED was set (by regulating its forward current) to 
emulate the same irradiance received by the LED with the 
smartphone flash placed at a distance of 10 mm. 

The sunlight characterizations were performed in a sunny 
day of autumn in Barcelona around midday. The LEDs were 
placed in an open space were the sunlight hit them directly. 
For the office light characterization, the LEDs were placed 
on a working table and lighted by compact fluorescent lamps 
(Osram DULUX D/E 26 W/840) placed on the office ceiling. 
These lamps also have a CCT of 4000 K. Finally, 
characterization in darkness was performed by placing the 
LEDs inside a closed box with only the measuring terminals 
accessible. 
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Fig. 2. Emission spectrum of the emitting LED and the smartphone flash. 

 
Fig. 3. Setup for emulating the smartphone flashlight. 

IV. EXPERIMENTAL RESULTS 
Fig. 4 to Fig. 9 show the current-voltage (I-V) curves (ID 

versus VD, as defined in Fig. 1) for the LEDs of Table I and 
for the three lights under test. The light labeled as Flash 
corresponds to the emitting LED (setup of Fig. 3). As 
expected, in darkness the LEDs operated as diodes and no 
current was photogenerated; therefore, their results are not 
significant and they are not included.  

 Table II summarizes the values of the absolute 
photogenerated short-circuit current (Isc, where VD = 0) and 
of the open-circuit voltage (Voc, where ID = 0). The values of 
Voc were calculated using a linear interpolation from the two 
adjacent data points above and below the abscissa axis. 
Several general conclusions can be drawn with respect to the 
values of Isc: 1) values for the office light are about 3 orders 
of magnitude lower than for the other two lights, which is 
coherent with the proportionality of the photogenerated 
current with the light irradiance; 2) blue and white LEDs are 
more sensitive to sunlight than to flashlight, whereas the 
reverse is true for green and red LEDs; 3) red LEDs show a 
higher sensitivity than its blue counterparts; and 4) higher 
emitting-power blue and red LEDs are more sensitive than 
their lower emitting-power counterparts (about 2 and 1 order 
of magnitude, respectively), as suggested in Section III. 
Conclusions 2 and 3 are due to the lower peak wavelength of 
the LED detection spectrum with respect to that of the 
emission [4], [6]. As a result, blue LEDs skip most of the 
emission spectrum of the flashlight and thus show a low 
sensitivity to it. On the other hand, red LEDs have a higher 
overlap with the emission spectrums of the flashlight and 
sunlight and thus a higher sensitivity than blue LEDs. 
Finally, most white LEDs are fabricated from blue LEDs 
with a lens with a coated phosphor layer to spread the 

emitting spectrum; hence similar conclusions to blue LEDs 
can be drawn. 

As for Voc, the resulting values are: 1) significantly lower 
for office lights than for sun and flash lights, 2) equal or a 
little bit higher for blue and white LEDs with sunlight than 
with flashlight, whereas the reverse is true for green and red 
LEDs, and 3) higher for blue and white LEDs compared to 
green and red LEDs, the same that happens when those 
LEDs are used for emitting light. These conclusions are 
somehow related with that drawn for Isc. 

 
Fig. 4. I-V curves of the BLUE1 LED. 

 
Fig. 5. I-V curves of the BLUE2 LED. 

 
Fig. 6. I-V curves of the GREEN LED. 

 
Fig. 7. I-V curves of the RED1 LED. 
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Fig. 8. I-V curves of the RED2 LED. 

 
Fig. 9. I-V curves of the WHITE LED. 

TABLE II.  OPEN-CIRCUIT VOLTAGE AND SHORT-CIRCUIT CURRENT 
GENERATED BY THE LEDS 

LED 
Flash Sun Office 

Voc [V] |Isc| [μA] Voc [V] |Isc| [μA] Voc [V] |Isc| [μA] 

BLUE1 2.09(a) 0.044(a) 2.11 0.116 1.70(a) 3.0×10-4(a)

BLUE2 2.18 3.54 2.18 5.95 1.53 7.5×10-3 

GREEN 1.52 1.25 1.47 0.845 1.19 1.6×10-3 

RED1 1.51 2.95 1.41 1.61 1.17 4.1×10-3 

RED2 1.60(a) 24.5(a) 1.51 10.1 1.32(a) 0.032(a) 

WHITE 2.11 0.092 2.20 0.645 1.67 5.3×10-4 

a. Average value of 10 measurements. 

Repeatability results are summarized in Table III, where 
the standard deviations of Voc (SDV) and Isc (SDI) are shown. 
Values are given as a percentage with respect to the 
corresponding values of Table II. The values of SDI were 
directly calculated from the 10 measured current values. On 
the other hand, given that Voc was not directly measured, SDV 
was calculated from the corresponding linear interpolations 
used to calculate Voc. In all cases, SDI was lower than the 
SMU uncertainty.  For the case of BLUE1 and office lights 
SDI was 1.94 %, much lower than the SMU uncertainty 
(±100 pA, ±33.7% of Isc). Although this uncertainty is high, 
the inferred uncertainty on Voc is only 1.3%. 

TABLE III.  STANDARD DEVIATION OF VOC (SDV) AND ISC (SDI) FOR 
BLUE1 AND RED2 LEDS 

LED 
Flash Office 

SDV [%] SDI [%] SDV [%] SDI [%] 

BLUE1 0.13 0.25 0.12 1.94 

RED2 0.02 0.06 0.02 0.37 

V. DISCUSSION 
Photodetectors can work either in photoconductive or in 

photovoltaic mode, depending on the bias configuration. 
Here, LEDs are used as photodiodes and, based on the circuit 
of Fig. 1, they are used in the photovoltaic mode. The 
generated voltage (VD) is the parameter of interest in order to 
serve as a wake-up signal for the I/O pin of the MCU. The 
aim is to achieve a significant voltage difference between the 
flashlight and the interfering lights, which should lead, with 
the aid of the intermediate stage of Fig. 1, to waking up the 
MCU only when flashlight illuminates the LED, even in 
presence of the interfering lights. One particular case is when 
no resistor is used, thus VD = Voc. According to Table II, the 
generated values of Voc are quite similar on the same LED for 
the flashlight and sunlight (around 100 mV of difference 
maximum), which bans a good performance for the intended 
application. On the other hand, differences of Voc between 
flashlight and office lights are higher, from 0.28 V to 0.65 V. 
In the following, we discuss how the addition of a resistor (R 
in Fig. 1) increases the voltage difference in both scenarios 

The effect of placing a resistor R can be seen in Fig. 10 
for the RED1 LED and for the case of sunlight as the 
interfering light. With respect to Fig. 7, the I-V characteristic 
of the resistor is added, the LED curve corresponding to 
office light is erased and only positive values of VD are 
represented. Now, the operating voltages are not Voc and 
arise from the intersections of the curves of the resistor and 
the LED. These are Vsig for the signal of interest (flashlight) 
and Vint for the interfering light (sunlight). In this way, the 
difference between the voltages corresponding to flashlight 
and sunlight greatly increases with respect to not using R. 

The optimum value of R should be selected as the one 
that maximizes the difference between Vsig and Vint. This 
optimum value was estimated graphically and happens 
(approximately) when the resistor line intersects the knee of 
the flashlight LED curve. Considering that ID at this optimum 
operating point is Isig, the optimum load resistor was 

 
Fig. 10. Operating voltages for the signal of interest and the interfering 
light outdoors (sunlight) for the RED1 LED with the optimum resistor 
connected. 
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determined by 

 R = Vsig / |Isig| (1) 

This solution is only feasible for LEDs with a higher current 
sensitivity to flashlight, i.e. for green and red LEDs. When 
applied on blue and white LEDs, Vsig will be lower than Vint, 
which bans their use. 

When the office light is the main interfering source, the 
voltage difference can also be enlarged using an appropriate 
resistor as given by (1), as can be seen in Fig. 11 for the 
BLUE2 LED. Now, all the LEDs could be used but those 
that generate a higher voltage difference are blue and white 
LEDs. 

Table IV summarizes the achieved voltage differences 
and the inferred values of the resistor at the optimum 
operating point of the LEDs; only the operational LEDs are 
given depending on the interfering light. For the outdoor 
scenario, RED2 LED offers the largest voltage difference 
(830 mV), which is much larger than that obtained without 
the resistor (90 mV, Table II). RED1 LED offers a lower 
cost and smaller size alternative but with a lower voltage 
difference, 580 mV. On the other hand, for the indoor 
scenario, blue and white LEDs offer the largest voltage 
differences, near 2 V. This voltage can be enough, depending 
on the MCU and its voltage supply, to be considered as a 
logic ‘1’ and save the use of the VLT stage. Among those 
LEDs, BLUE1 is the lowest cost alternative. Nevertheless, 
the resulting value of the resistor (66 M�) is rather high, 
which results from its lower current sensitivity (low value of 
Isig). On the other hand, green and red LEDs offer lower 
voltage differences but they can also be used outdoors with 
an appropriate VLT. 

VI. CONCLUSIONS 
 In this paper, a contactless wake-up system for MCU 
using commercially available LEDs as photodiodes has been 
proposed. In particular, this work has been focused on the 
case in which the flashlight of a smartphone is used as the 

 
Fig. 11. Operating voltages for the signal of interest and the interfering 
light indoors (office light) for the BLUE2 LED with the optimum resistor 
connected. 

TABLE IV.  VOLTAGES GENERATED AT THE OPTIMUM OPERATION 
POINT AND THE REQUIRED RESISTANCE VALUES 

Scenario LED Vsig [V] Vint [V] Vsig – Vint [V] R [MΩ] 

Outdoors

GREEN 1.36 0.96 0.40 1.2 

RED1 1.36 0.78 0.58 0.49 

RED2 1.47 0.64 0.83 0.063 

Indoors 

BLUE1 1.97 0.011 1.96 66 

BLUE2 1.90 0.025 1.87 0.40 

WHITE 2.00 0.031 1.97 28 

GREEN 1.36 0.003 1.36 1.2 

RED1 1.36 0.003 1.36 0.49 

RED2 1.47 0.005 1.47 0.063 

excitation source and the corresponding generated LED 
voltage is used as the wake up signal. However, interfering 
lights could also wake up the microcontroller 

Considering the lack of information from the LED 
manufacturers, an I-V characterization of some LEDs of 
different colors has been performed. The characterization has 
been carried out with the signal of interest (the smartphone 
flashlight) and with the interfering lights present in two 
dissimilar scenarios where the LEDs might be placed, 
outdoors (sunlight) and indoors (office light). Results 
indicate that the generated open circuit voltages are quite 
similar on the same LED for the different sources of light. 
So, a good discrimination between the different lights is not 
possible. However, by adding a resistor in parallel with the 
LED, an optimum operation point is achieved, which allows 
a better discrimination between the voltages corresponding to 
the signal of interest (flashlight) and the interfering lights. 
This should lead, with the aid of the intermediate stage of 
Fig. 1, to waking up the MCU only when flashlight 
illuminates the LED. The value of the resistor has been 
calculated based on the I-V flashlight characteristic of the 
LEDs. Based on those results, the most suitable LEDs are red 
for outdoors and blue for indoors. On the other hand, blue 
and white LEDs cannot be used outdoors since sunlight 
originates a higher LED voltage than flashlight. 

Work is in progress regarding the design of the 
appropriate interface circuit between the LED and the MCU 
to block DC interfering lights and adapt the levels of the 
generated LED voltages, as well as the circuit that allows a 
LED to operate as both a light emitter and a receiver. 
Additionally, it is intended to perform the dynamic 
characterization of the LEDs operating as photodiodes. 
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Abstract— This article proposes, analyzes, and tests a wake-up circuit
for a microcontroller (MCU) that uses a light-emitting diode (LED),
operating as a photodetector, illuminated by a smartphone flashlight. The
wake-up circuit consists of a high-pass filter and a voltage-level translator
that interfaces the LED, with a suitable resistor in parallel, to the MCU.
When illuminated by a switching flashlight, the LED generates a square
voltage that is conveniently converted in logic levels at the output of
the wake-up circuit. A firmware embedded into the MCU additionally
checks that a predetermined sequence of logic pulses at a given rate is
accomplished to activate the MCU. This article includes a theoretical
analysis and experimental results that validate the proposed circuit.

Index Terms— Light-emitting diode (LED), low-power mode
(LPM), microcontroller (MCU), optical wake-up circuit,
photodiode.

I. INTRODUCTION

W IRELESS sensor nodes usually are autonomously powered
and have a microcontroller (MCU) unit that controls the

electronic modules and processes the information coming from sen-
sors and/or transceivers [1]. To save power, the sensor node is set
most of the time in a low-power mode (LPM), which is controlled
by the MCU, and only wakes-up occasionally for sensing and
transmitting data. MCUs are awaken by internally and/or externally
generated interruption signals. Internal interruption signals come from
embedded timers and are used by the MCU to carry out periodic
tasks [1], [2]. External interruption signals come from, among others,
the same sensors in charge of the measurement [3], secondary low-
power sensors [4], alarm events [5], or remote radio frequency (RF)
signals that trigger a wake-up receiver of the sensor node [6].

Optical wake-up has been proposed using detectors such as light-
dependent resistors (LDRs) [4] and photodiodes [7], [8]. In [7],
a commercial infrared photodiode was used with a transimpedance
amplifier, active, and passive filters, a comparator, and some addi-
tional circuitry. Undesired effects of artificial and ambient lights were
prevented at the cost of circuit complexity. In [8], a custom CMOS
receiver is proposed, where a parasitic photodiode is again surrounded
of a complex circuitry. Contrariwise, in [4] a simple voltage divider
was used. There, ambient light was the wake-up source and, hence,
no circuitry was added to filter it out. However, a current of 3.3
μA was continuously drained and, because no high-pass filter (HPF)
was used, generated voltages lying between a logic “0” and “1”
could lead to an increase in the MCU power consumption [9]. Light-
emitting diodes (LEDs) can also be employed as optical detectors,
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Fig. 1. Circuit for waking up an MCU using an LED.

as demonstrated in [10], and hence for low-cost optical wake-up
circuits, as initially proven in [11]. There, an LED was directly
connected to the MCU and a smartphone flashlight was used as
the wake-up source. Besides, the LED was used for light signaling,
thus having a dual function. However, interfering lights, even of low
intensity, could also wake-up the MCU and increase its power con-
sumption, as in [4]. In addition, no detailed analysis is provided. Here,
an LED-based wake-up circuit activated by a smartphone flashlight
and with immunity to interfering lights is proposed, analyzed, and
tested. The proposed circuit is much simpler than those suggested
in [7] and [8], and solves the limitations of interference sensitivity
and current consumption found in [4] and [11].

II. WAKE-UP CIRCUIT

The circuit of Fig. 1 is proposed for interfacing an LED to the
MCU, which includes several stages as described throughout this
section. Similar to a photodiode [10], a voltage across the LED (vD)

is generated in the presence of light, for example that coming from
a smartphone flashlight. The value of vD needs to be high enough to
become a logic “1” and wake-up the MCU. However, artificial and
ambient interfering lights could also wake-up the MCU. To palliate
this, a resistor (RD) is added in parallel with the LED [12]. In this
way, vD is proportional to the generated LED current (iD), thus allow-
ing a better discrimination between different light intensities. Even
so, dc and low-frequency signals coming from interfering lights either
indoors (e.g., office) or outdoors (e.g., sun) can generate values of
vD corresponding to a (false) “1” or to an intermediate level between
a logic “0” and “1” that leads to an increase in the MCU power
consumption [9]. For this reason, a HPF, consisting of CH and RH,
is added to suppress these signals. Consequently, a switching wake-up
flashlight has to be used to surpass the HPF. When the flashlight turns
on, iD and thus vD undergo a step increase from an initial value
(corresponding to the interfering light) and the voltage step (�vD)

instantaneously appears in the HPF output (vH). Since �vD may
not directly lead to a “1,” an inverter voltage level translator (VLT)
stage is also added at the output of the HPF. This stage, based on
a nMOS transistor and a pull-up resistor (RM), converts �vD at its
input to 0 V (a “0”) at its output (vM) and a zero voltage to Vcc (a
“1”). Finally, the VLT output is connected to an interruption pin of
the MCU.

To evaluate the response of the circuit of Fig. 1 in the frequency
and time domains, the parasitic capacitances of the LED (CD) and of
the nMOS input (CM) are considered and represented in dashed lines.

0018-9456 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
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In addition, the LED itself is considered for the analysis as a current
source (iD). To avoid loading effects on RD and CH, the conditions
RH � RD and CD, CM � CH are imposed. Thus, the Laplace
transfer function of the circuit is given by

H(s) = VH

ID
≈ −RD

sω2

(s + ω1)(s + ω2)
(1)

which corresponds to a bandpass filter (BPF) with the following
cutoff frequencies:

f1 = ω1

2π
= 1

2πτ 1
(2)

f2 = ω2

2π
= 1

2πτ 2
(3)

with τ1 = RHCH and τ2 = RD(CD + CM) where τ1 � τ2 and thus
f1 � f2.

A wake-up flashlight of frequency fs will generate a square-wave
signal of the same frequency for iD and thus, assuming fs � f2, for
vD. At a rising edge of vD, vH sharply increases from zero to �vD
and vM toggles from “1” to “0.” Then, vH exponentially decreases to
zero. When vH crosses the threshold voltage of the nMOS (VT), vM
toggles again to “1.” This process repeats at each rising edge of vD.
For this behavior, vH is assumed nearly zero before the rising edges
of vD, which can be achieved, assuming a square-wave flashlight
of period Ts (=1/ fs) and a duty cycle of 50%, with 0.5Ts > 5τ1,
leading to

f1 >
5

π
fs. (4)

A firmware activation check (FAC) is embedded into the MCU to
reject unwanted wake-up signals coming from interfering lights or
even from hacking lights. On the first rising edge of vM, the MCU is
awaken and the FAC is executed. If the result of the FAC is correct,
the MCU is kept active; on the contrary, the MCU returns to LPM.

Changes in the parameter values of the components due to their
tolerance or temperature drift should not affect the circuit perfor-
mance thanks to its digital activation mechanism. A lower flashlight
intensity or a change in RD lowers �vD but only a value higher than
VT is required, which can also slightly change, altering the duty cycle
of vM but not its frequency. Changes on RH and CH alter f1 but it
is easy to accomplish (4) in the worst-case scenario. Finally, the two
logic levels of vM are not affected by voltage drifts on Vcc since it
powers both the VLT and the MCU.

III. EXPERIMENTAL RESULTS

As a proof-of-concept, a prototype of the circuit in Fig. 1 was
designed with the following devices: 1) a low-cost flat-top red
LED (150060RS75000, Wurth Electronics) that provides high enough
values of �vD at indoor and outdoor conditions without requiring
very high values of RD [12]; 2) a small-signal nMOS (RE1C002UN,
RHOM) that offers low values of both CM and VT; and 3) an
STM32L072 MCU with an interruption pin (PA0) that is activated at
the rising edge of vM. For illuminating the LED, we used, depending
on the performed tests, either the flashlight of a Motorola Moto
X Style (XT1572) smartphone placed at a distance of 1 cm or a
high-power white LED that emulated it [12].

A. Static Characterization

Fig. 2 shows the static current/voltage (I/V ) characterization of
the LED with different types of lights. The Flash curve is the signal
of interest, generated here with the emulated flashlight. The rest are
interfering lights: Office curve corresponds to compact fluorescent
lights placed on the ceiling (∼700 lux), Shadow curve to sunlight

Fig. 2. I/V curves of the LED under test.

TABLE I

VALUES OF vD AND �vD

blocked by an object (∼60 W/m2), and Sun curve to direct sunlight
(∼1000 W/m2). Office and Shadow curves offer the lowest current
levels, and Flash curve a higher current level than Sun curve. The
Sun + Flash curve is a combination of direct sunlight and flashlight
and presents the highest current level.

Three lines corresponding to the I/V curves of three different
values of RD are also shown (RD0, RD1, and RD2). Operating values
of vD arise from the intersection of the LED curves with the resistor
lines. RD1 of 500 k� is selected for intersecting with the knee of
the Flash curve, resulting in the values of vD shown in Table I.
This selection maximizes �vD, also shown in Table I, which refers
to the difference between the value of vD corresponding to the
Flash curve and any of the interfering lights. Obviously, the worst
case (minimum �vD) is for the Sun case, but the resulting value
of 0.62 V is still good enough to toggle the VLT output. Smaller
(e.g., RD2) or higher values of RD (e.g., RD0) lead to smaller values
of �vD. In particular, for RD0 (infinite value, equivalent to using
no RD) much smaller values of �vD are achieved (e.g., 60 mV),
which are not high enough to toggle the VLT output. Hence, this
demonstrates the need of using RD, as pointed out in Section II.

Actually, the flashlight will add to the interfering light, so the Flash
curve should add the corresponding interfering curve. Adding Office
or Shadow curves to Flash curve does not significantly change it and
RD1 is still a good choice. However, a significant change appears
when adding the Sun curve resulting in the Sun + Flash curve.
In this case, RD2 of 340 k�, which intersects with the knee of the
Sun + Flash curve, could seem more optimum, since it leads to
�vD = 0.85 V (shown in Table I at the row of Sun + Flash) when
changing from Sun to Sun + Flash. However, �vD decreases for
the other interfering lights with respect to using RD1. Furthermore,
the smartphone, when placed near the MCU for activating it, will
block any direct interfering light and thus the actual interfering light
will be of low intensity, for example like in Shadow or Office (see
Section III-C). Thus, RD1 is still the best option.
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TABLE II

PARAMETERS OF THE WAKE-UP CIRCUIT AND THE
CORRESPONDING CUTOFF FREQUENCIES

Fig. 3. Dynamic response waveforms of vD, vH, and vM.

B. Dynamic Response

A flashlight with fs = 25 Hz, which is around the upper limit
that can be achieved with the smartphone flashlight, and a duty
cycle of 50% was generated with the emulated flashlight. Table II
shows the value of the remaining circuit parameters in Fig. 1 as
well as the calculated cutoff frequencies of the BPF. Frequency f2
is calculated from (3). Values of the HPF (RH and CH) are chosen
to accomplish (4) and also RH � RD and CD, CM � CH. Then,
f1 is calculated using (2).

Tests were performed outdoors with direct sunlight hitting laterally
the LED, apart from the emulated flashlight. Fig. 3 shows the results
acquired with an oscilloscope. As can be seen, vD is a square wave
switching from around 500–600 mV when only the sunlight was
present to 1.4–1.5 V when the flashlight also illuminated the LED,
which is coherent with the values of vD shown in Table I for RD1
(change from Sun to Sun + Flash). A lower voltage with sunlight
was now achieved, probably due to a lower intensity of the sunlight
than with the case of the static characterization. The effect of the HPF
is observed in vH, where peak voltages (�vD) around 800–900 mV
were generated, enough to activate the nMOS of the VLT stage and
make toggle vM from 3 V (“1”) to 0 V (“0”). Once vH decreases
down VT, around 400 mV, vM toggles again to a “1” until the next
rising edge of vD. This emulated situation is a worst-case scenario
since the intensity of the interfering light, sunlight, is high. Even so,
the system still works as pretended. DC current consumption of the
circuit when not switching was around 0.5 nA.

C. Smartphone Test

A test was performed outdoors in a sunny day with the smartphone
flashlight and the MCU executing the FAC. Fig. 4 shows the resulting
waveforms. Pulses are not perfectly periodic but they slightly vary
from pulse to pulse; this is a limitation of the Android Operating
System since it is not possible to keep accurate track on short
times [13]. The waveforms are still similar to those in Fig. 3 with a
main difference: the voltage of vD corresponding to the interfering
light is now much lower, around 100–200 mV (top voltage is still
1.4–1.5 V), because the smartphone, placed above the LED at a
distance around 1 cm, blocks the sunlight, reducing the interfering
light to much lower levels, for example, comparable to Office or

Fig. 4. Waveforms of vD, vH, and vM with the smartphone test.

Shadow lights. This will be the preferred situation since moving
away the smartphone reduces the effect of the flashlight and can
increase the interfering light. Again, the HPF blocks the effect of
the interfering light and the characteristic waveform can be seen in
vH, with a higher peak voltage than before, around 1.3–1.4 V, which
is coherent with the values of �vD shown in Table I for RD1 and
Office and Shadow cases. The VLT stage also generates a digital
signal for vM. As a proof of concept, the FAC of the MCU was
set to activate a digital output (vP) when just three rising edges of
vM were detected within a 300-ms time interval. Obviously, a more
advanced FAC could be used to increase the system security.
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Abstract: This paper proposes a compact Thévenin model for a rectenna. This model is then applied
to design a high-efficiency radio frequency harvester with a maximum power point tracker (MPPT).
The rectenna under study consists of an L-matching network and a half-wave rectifier. The derived
model is simpler and more compact than those suggested so far in the literature and includes explicit
expressions of the Thévenin voltage (Voc) and resistance and of the power efficiency related with the
parameters of the rectenna. The rectenna was implemented and characterized from −30 to −10 dBm
at 808 MHz. Experimental results agree with the proposed model, showing a linear current–voltage
relationship as well as a maximum efficiency at Voc/2, in particular 60% at −10 dBm, which is a
remarkable value. An MPPT was also used at the rectenna output in order to automatically work
at the maximum efficiency point, with an overall efficiency near 50% at −10 dBm. Further tests
were performed using a nearby transmitting antenna for powering a sensor node with a power
consumption of 4.2 µW.

Keywords: RF harvesting; rectenna; Thévenin model; maximum power point tracking; MPPT;
L-matching network; sensor node

1. Introduction

Radio frequency (RF) energy harvesting has been extensively proposed to power tiny devices
such as RFID tags, autonomous sensors, or Internet of Things (IoT) nodes. RF energy can be harvested
either from dedicated sources, such as in the case of RFID devices [1–4], or from the RF energy already
present in the ambient environment and coming from unintentional sources such as TV, FM radio,
cellular, or WiFi emitters [2,5–10].

Figure 1 shows the block diagram of an RF harvester powering a sensor node. The rectenna
(rectifying antenna) transforms the RF signal to a DC voltage and the maximum power point tracker
(MPPT) provides the optimum load to the rectenna to transfer the maximum power to the sensor node.
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The rectenna is composed of an antenna, an impedance matching network, and a rectifier. As the
available power at the antenna decreases so does the generated voltage. Whenever this voltage is not
high enough to properly bias the diodes of the rectifier, power efficiency severely decreases. Several
techniques have been proposed to increase the efficiency at low power levels. One of them consists
of using an L-matching network for boosting the voltage at the rectifier input [1,3,5,10–21]. As for
the MPPT, several works propose its use with rectennas using either commercial chips [6,7] or ad hoc
designs [22–25].

With the aim of gaining more insight into the performance of the rectennas, different analytical
models are proposed. However, the derived expressions, which in some cases seek to model the
rectenna output as an equivalent Thévenin circuit, are rather complex and may require additional
simulations or extensive calculations, which hide the influence of the different parameters of
the rectenna on its performance [12,18,26–28]. At the other extreme, the Thévenin parameters
are sometimes inferred by experimental characterization [25,29–32]. However, in these cases no
relationship with the rectenna parameters is established.

Taking into account the previous limitations, this paper proposes a compact Thévenin model for
the rectenna with the benefit of achieving manageable expressions of the Thévenin parameters as a
function of the parameters of the rectenna so as to gain insight into its operation. In particular, the
rectenna under study consists of an L-matching network and of a half-wave rectifier. The proposed
model is then experimentally verified and the rectenna further tested in a high-efficency RF harvester
with MPPT.

The paper, which continues and expands the work presented in [32], is organized as follows.
Section 2 presents the rectenna and the derived Thévenin equivalent. Section 3 describes the MPPT and
the sensor node. Section 4 presents the materials and methods and Section 5 provides the experimental
results and discussions. Finally, Section 6 concludes the work. Complementarily, two appendices are
included. Appendix A presents an analytical development useful for the derivation of the Thévenin
equivalent and Appendix B shows simulations of the rectenna with and without the matching network.

2. Rectenna and Its Thévenin Model

Figure 2 shows the schematic circuit of the rectenna under study [33], which includes a high-pass
L-matching network (composed of a capacitor Cm and an inductor Lm), a half-wave rectifier, and an
output filtering capacitor (Co). The antenna is modelled by a sinusoidal voltage source va of amplitude
Vap and frequency f o with a series radiation resistance Ra. On the other hand, vin, Zin, and Pin are,
respectively, the sinusoidal voltage, impedance, and power at the input of the rectifier, id is the diode
current, and Vo, Io, and Po are, respectively, the DC voltage, current, and power at the rectenna output.
An equivalent resistance Ro is defined as Vo/Io.
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rectenna under study consists of an L-matching network and of a half-wave rectifier. The proposed 
model is then experimentally verified and the rectenna further tested in a high-efficency RF harvester 
with MPPT. 
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The amplitude Vap is given by [12] as follows:

Vap = 2
√

2RaPav, (1)
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where Pav is the available power at the antenna. The matching network, at matching conditions, that is,
Zm = Ra (where Zm is defined in Figure 2), boosts the voltage at the input of the rectifier by a voltage
gain, Gt, given by [33] as follows:

Gt =
Vinp

Vap
=

1
2

√
(1 + Q2), (2)

where Vinp is the voltage amplitude of vin and Q is the circuit quality factor given by:

Q =
1

ωoCmRa
, (3)

where ωo = 2πf o. On the other hand, the value of Lm must comply:

Lm =
1

ω2
o

1
Cp + CmQ2/(1 + Q2)

, (4)

where Cp models the parasitic capacitance between node A and ground.
To ease the analysis of the proposed rectenna and also gain more insight into its performance, a

compact Thévenin model is provided here. First, the left-hand equivalent circuit of Figure 3 accounts
for the antenna, the matching network, and the parasitic elements (Rp-Cp) of the coil, diode, and layout
of the circuit. These parasitic elements are derived in Appendix A, where Rp models the losses of the
coil and diode and Cp includes the parasitic capacitance of the diode, coil, and layout.
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Analyzing the left-hand circuit of Figure 3 at f o, we can achieve the Thévenin equivalent
represented by the right-hand circuit of Figure 3, where:

veq = 2Gtva
Rp

4G2
t Ra+Rp

,

Req =
(
4G2

t Ra
)
‖Rp,

Ceq = Cm
Q2

1+Q2 + Cp.

(5)

Next, the Thévenin equivalent of Figure 3 is linked to the next stage of the rectenna, the rectifier,
resulting in the left-hand circuit of Figure 4, where the diode does not include its parasitic elements
since they have been already considered in the previous derivation (they are included in Req and Ceq).
The diode is forward biased when vin, assumed sinusoidal, surpasses Vo. As a result, id is pulsed
and is composed of the fundamental frequency (f o) as well as its harmonics and a DC component (Io).
Impedance Zs (defined in the circuit) is zero at DC (due to the coil Lm) and is equal to Req at f o since
Lm and Ceq form a parallel resonant circuit presenting an infinite impedance. On the other hand, at
the harmonics of f o we have Zs << Req (due to Ceq) whenever Q is high enough. Therefore, only the
current at f o (iin) originates a voltage drop and vin will be sinusoidal, as assumed before. Thus, apart
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from boosting the voltage, the matching network ideally acts as an input band-pass filter that prevents
any of the DC current and harmonics to flow through the antenna resistance and dissipate power.
This leads to an ideal rectenna efficiency of 100%, assuming no losses in the circuit components and
in the diode [34]. Contrariwise, when no matching network is present, maximum rectenna efficiency
decreases to 46%, due to the additional losses at Ra originated by the current harmonics generated by
the diode pulsed current, as demonstrated in [35]. Appendix B confirms these results via simulations.
Finally, the value of Co has to be much higher than the diode junction capacitance (Cj), as explained in
Appendix A, to keep Vo nearly constant, that is, with a low voltage ripple (∆Vo). This second condition
leads to:

Co >
Io

∆Vo fo
. (6)
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The left-hand circuit of Figure 4 leads to the equivalent Thévenin circuit of the rectenna,
represented by the right-hand circuit of Figure 4, by linking their output voltage–current relationship.
For the left-hand circuit, we have:

Vo = Vinp −Vγ, (7)

assuming a fixed forward voltage drop Vγ at the diode and:

Vinp = Veqp − Req Iinp, (8)

where Veqp and Iinp are the amplitudes of veq and iin, respectively. Substituting (8) into (7) provides:

Vo = Veqp −Vγ − Req Iinp. (9)

On the other hand, for the right-hand circuit we have:

Vo = Voc − RT Io. (10)

Then, by equating powers, we obtain:
Pin = Po + Pd, (11)

where
Pin =

Vinp Iinp
2 ,

Po = Vo Io,
Pd = Vγ Io,

(12)

and Pd is the average power dissipated across the diode. Thus, replacing (12) into (11) and using (7),
we arrive at the following:

Iinp = 2Io. (13)
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Finally, using (13) in (9) and equating (9) and (10), we obtain the parameters of the Thévenin model:

Voc = Veqp −Vγ,
RT = 2Req,

(14)

where Veqp can be derived from veq in (5), using Vap instead of va, resulting in:

Veqp = 2GtVap
Rp

4G2
t Ra + Rp

. (15)

Then, using (15) and Req of (5) in (14), we have:

Voc = 2GtVap
Rp

4G2
t Ra+Rp

−Vγ,

RT = 2
[(

4G2
t Ra

)
‖Rp

]
.

(16)

Therefore, from (16), with an increasing Pav and thus Vap, Voc increases whereas RT holds constant.
Next, from (10), we can express Io as:

Io = (Voc −Vo)/RT, (17)

and the output power Po over a load resistor Ro can be simply calculated as:

Po = Vo Io =
VocVo −V2

o
RT

, (18)

being the power efficiency of the rectenna as:

ηrect =
Po

Pav
=

VocVo −V2
o

PavRT
. (19)

Applying the maximum power transfer theorem, maximum power is extracted from the rectenna for
Vo = 0.5Voc, which is known as the maximum power point (MPP) voltage (VMPP). From (19), the
resulting efficiency is as:

ηrect,max =
V2

oc
4PavRT

. (20)

Thus, using (16) in (20), we arrive at:

ηrect,max =
Rp

4G2
t Ra + Rp

(
1− Vγ√

2RaPav

4G2
t Ra + Rp

4GtRp

)2

. (21)

As can be seen from (21), ηrect,max increases with increasing Pav. Obviously, with no losses (Rp = ∞ and
Vγ = 0) ηrect,max = 1 is obtained. On the other hand, the dependence of ηrect,max on Gt is rather more
complex. In [33], an optimum value of Gt was derived arising from the trade-off between the losses
introduced by the coil and that due to the voltage drop of the diode. This optimum gain leads, from
(16), to a particular value of RT.

3. MPPT and Sensor Node

In general, a sensor node directly connected to the output of the rectenna will not provide an
equivalent resistance Ro = RT, at which the rectenna output operates at the MPP. Thus, an impedance
matching stage (in addition to the matching network of the rectenna) is needed between the rectenna
output and the sensor node, which can be implemented by a DC/DC converter. An MPPT, which
consists of a DC/DC converter plus a tracking algorithm, can be used for automatically searching and
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settling that optimum value of Ro, which also corresponds to Vo = VMPP. Thus, the overall power
efficiency of the RF harvester will be given by the following:

ηT = ηrect,maxηMPPT, (22)

where ηMPPT is the efficiency of the MPPT and ηrect = ηrect,max since the MPPT biases the rectenna at
the MPP.

In this work, the fractional open circuit voltage (FOCV) MPPT technique is used, since it leads to
simple and power efficient implementations. In this technique, the open circuit voltage (Voc) of the
energy transducer (a rectenna here) is first measured and a fraction k of Voc is used to operate at VMPP

and thus achieve ηrect,max. Taking into account the analysis in Section 2, a proper choice here is k = 0.5
(Vo = VMPP = 0.5Voc).

Figure 5 presents the block diagram for the implementation of the FOCV MPPT technique, where
CL, CREF, and Cload are capacitors, Roc1 and Roc2 are resistors, S1 and S2 are switches, Vload is the output
voltage used to power the sensor node, and Pload is the power transferred to the sensor node. The
operation is the following. First, S1 closes and S2 opens (sampling period). For high values of Roc1 and
Roc2, the output of the rectenna can be considered as open and thus Vo = Voc. The voltage divider
formed by Roc1 and Roc2 fixes VMPP = kVoc, being k = 0.5 here (i.e., Roc1 = Roc2). The input capacitor
(CL) momentarily stores the incoming harvested energy. Secondly, S1 opens and S2 closes (regulation
period). Thus, VMPP holds constant thanks to CREF, and the DC/DC converter settles Vo around VMPP

and transfers the harvested energy by the rectenna to the sensor node.
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Figure 5. Block diagram for the implementation of the fractional open circuit voltage maximum power
point tracking technique.

In order to periodically update Voc (i.e., a change in Pav changes Voc), the described sequence is
periodically repeated, with the sampling period being much shorter than the regulation period. In this
way, Vo will settle most of time at VMPP. To increase the efficiency at light loads, the DC/DC converter
uses special control techniques such as pulse frequency modulation (PFM) or burst-mode [36].

Taking into account (22), Pload can be related with Pav as follows:

Pload = ηTPav. (23)

The value of Pload and thus of Pav must be enough, in average, to power the sensor node, which
usually includes a rechargeable storage unit. This unit accounts for the variability of Pav, gathering or
providing energy whenever Pav is higher or lower than required. Storage units can be supercapacitors,
batteries, or a combination of both [37]. On the other hand, the required value of Pload and thus of
Pav can be reduced by operating the sensor node in sleep mode most of the time and minimizing its
active time.
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4. Materials and Methods

The rectenna shown in Figure 2 was implemented on a printed circuit board with Rogers substrate
and with the following components: Cm = 0.5 pF (AVX, Fountain Inn, SC, USA), Lm = 27 nH (0603CS
model, Coilcraft, Cary, IL, USA), Co = 1 nF, and a Schottky HSMS-2850 diode (Avago Technologies, San
Jose, CA, USA) [33]. The selected value of Co comfortably accomplished, in order to theoretically have
a small ripple (below 1 mV) with the values of Io shown later in Section 5, as well as the condition
stated in Appendix A (Co >> Cj). The circuit of Figure 2 was used for the rectenna characterization,
where an RF generator (Agilent E4433B, Santa Clara, CA, USA) was connected at the input instead
of the antenna and a Source Measure Unit (SMU, Agilent B2901A, Santa Clara, CA, USA) configured
as a voltage sink (quadrant IV) at the output. The generator was set at a tuned optimal frequency of
808 MHz and at different values of Pav (−30 dBm, −20 dBm, and −10 dBm). For each value of Pav, the
SMU was set at different values of Vo while measuring Po. Then, ηrect was obtained as Po/Pav.

As for the FOCV MPPT, a BQ25504 chip (Texas Instruments, Dallas, TX, USA) was used, and in
particular an evaluation board provided by the manufacturer. The chip contains a boost converter with
PFM control and the board includes, in reference to Figure 5, CL = 4.8 µF (combination of two ceramic
capacitors of 4.7 µF and 100 nF placed in parallel), CREF = 10 nF, and Cload = 104.8 µF (combination of
three ceramic capacitors of 100 µF, 4.7 µF, and 100 nF placed in parallel). The default values of Roc1

and Roc2 were modified to 10 MΩ in order to fix k = 0.5 (the default value is set to 0.78). The sampling
and regulation periods are prefixed by the chip to 256 ms and 16 s, respectively. Then, the efficiency of
the whole RF harvester (rectenna plus MPPT) was characterized by using the RF generator at the input
of the rectenna and the SMU set at 3 V at the output of the MPPT (Vload). The RF generator was set
at different values of Pav, from −20 dBm to −5 dBm in steps of 1 dBm, and for each value the SMU
measured the output power Pload. Then, from (23), ηT was estimated.

For demonstration purposes, the RF harvester including the MPPT was also employed to power a
sensor node intended to upgrade a mechanical gas meter to a smart device [38]. For these tests, the
node was programmed to stay in a standby mode, consuming 1.4 µA. The input power (Pav) was set to
keep the voltage supply of the sensor node (Vload) at 3 V, thus Pload = 4.2 µW. As for the RF harvester
input, two configurations were used: (1) an RF generator and (2) a receiving monopole antenna. In the
second case, another identical monopole antenna was connected to a nearby RF generator, jointly
acting as a wireless energy transmitter. The antennas showed an insertion loss higher than 10 dB at
808 MHz. Figure 6 shows pictures of both setups.
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5. Experimental Results and Discussion

As for the proposed rectenna, Figure 7 shows the measured values (in dots) of Io (blue circles) and
ηrect (red squares) as a function of Vo at different values of Pav. A least-squares fitting of (17) to the
experimental data of Io was performed (blue continuous line) to obtain the Thévenin parameters (Voc

and RT) at each power level, which are shown in Table 1. Calculated values of Vap, from (1), and of
Veqp, from (15), are also included in Table 1. This fitting differs from that performed in [32], where the
efficiency data (ηrect) were used instead, which leads to slight differences in the Thévenin parameters.
The new fitting procedure was considered more convenient as both Voc and RT can be more easily
inferred from the fitting curve. As can be seen, the fitting curves match well the experimental data, and
more at the highest power of −10 dBm, which confirms that the rectenna can be well approximated by
a Thévenin equivalent circuit. Then, Voc and RT were used to obtain ηrect using (19), and the resulting
curves are also represented in Figure 7 (red continuous line). The match with the experimental data is
good, and again better at −10 dBm.
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Figure 7. Measured values (dots) and least-squares fittings (continuous lines) of Io and ηrect versus Vo

for the rectenna at Pav equal to (a) −10 dBm, (b) −20 dBm, and (c) −30 dBm.

Table 1. Inferred values of Voc and RT and calculated values of Veqp at different values of Pav.

Pav (dBm) Vap (mV) Voc (mV) RT (kΩ) Veqp (mV)

−10 200 mV 937 3.56 1183

−20 63.2 mV 268 4.29 374

−30 20.0 mV 56.6 5.51 118.3

With Cm = 0.5 pF, Ra = 50 Ω, and f o = 808 MHz, Q = 7.88 results from (3), and Gt = 3.97 from
(2). Then, from (16) and assuming the value of Rp = 9.21 kΩ derived in Appendix A, RT = 4.7 kΩ is
obtained, which is within the range of values found in Table 1. The inferred values of RT moderately
change with Pav due to the relative low value of Q, which limits the accuracy of the rectenna model
proposed in Section 2. However, a higher value of Q, which could be obtained using a lower value
of Cm and appropriately readjusting Lm, does not lead to the optimum gain Gt [33], thus decreasing
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the power efficiency. On the other hand, Voc in Table 1 increases with increasing Pav and thus Vap,
which agrees with (16). The values of Voc can be estimated in advance, when necessary, from (16) by
calculating Veqp from (15), shown in Table 1, and inferring a value of Vγ from the manufacturer data
or from simulations.

From the measured data of ηrect (red squares in Figure 7), Table 2 shows the achieved ηrect,max

and its corresponding voltage (VMPP,exp), as well as the experimental open circuit voltage (Voc,exp) of
the rectenna. In Figure 7, ηrect,max, VMPP,exp, and Voc,exp are also marked for Pav = −20 dBm. As can be
seen, ηrect,max increases with increasing Pav, ranging from 13.6% at −30 dBm to 60.3% at −10 dBm,
which agrees with (21). The values of ηrect,max can be estimated in advance, when necessary, from
(21) and inferring a value of Vγ from the manufacturer data or from simulations. One particular case
is the upper limit, which would be achieved for Pav→∞ (or Vγ→0), in our case 74%. The resulting
efficiencies (ηrect,max) are among the highest published in the literature for similar designs [33]. On the
other hand, Voc from Table 1 nearly matches Voc,exp. Finally, VMPP,exp equates or nearly matches
0.5 Voc,exp, the regulated voltage at the input of the MPPT. Thus, the proposed and implemented MPPT
will be able to extract the maximum power (or nearly) from the rectenna.

Table 2. Experimental values of ηrect,max, VMPP,exp, and Voc,exp at different values of Pav.

Pav (dBm) ηrect,max (%) VMPP,exp (mV) Voc,exp (mV)

−10 60.3 480 960

−20 39.3 130 280

−30 13.6 27 60

As for the whole RF harvester (rectenna plus the MPPT), Figure 8 shows the experimental values
of ηT versus Pav. At −20 dBm, ηrect,max = 39.3% (Table 2) but ηT = 6.5%, resulting, from (22), in
ηMPPT = 16.5%. This low value of ηMPPT is due to both a low input voltage value (140 mV = 0.5 Voc,exp)
and a low value of Po (3.9 µW = ηrect,maxPav). Contrariwise, at −10 dBm, ηrect,max = 60.3% and
ηT = 48.6%, resulting in ηMPPT = 80.6%, which agrees with the data from the BQ25504 chip’s datasheet.
At higher values of Pav (−5 dBm), ηT reached a value of 55.6%. Compared to [6], where a similar chip
for the MPPT was used, ηT is quite higher.
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Figure 8. Overall efficiency (ηT) of the RF harvester.

When powering the sensor node, the required value of Pav was −17.6 dBm. This value fits well
with (23), considering the corresponding efficiency in Figure 8 (≈24%). This performance was also
tested with the antennas at a distance of 0.5 and 1 m. The power output of the remote RF generator
was tuned at appropriate values so as to operate the node, resulting in 8.0 and 13.2 dBm, respectively.
These values accounted for the respective link budgets.
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6. Conclusions

This work proposed a compact Thévenin model for a rectenna and its application for designing
a high-efficiency RF harvester. The rectenna under study consists of an L-matching network and a
half-wave rectifier. Explicit expressions for the Thévenin voltage and resistance were derived that
offer insight into the operation of the rectenna. An expression was also provided for the power
efficiency. The rectenna was implemented and characterized from −30 to −10 dBm at 808 MHz and
the results mainly agreed with the derived model, with differences arising from the limited Q factor
of the matching network. High efficiencies were obtained, in particular 60% at −10 dBm. Then, an
ensuing MPPT was also added, where the behavior of the rectenna as an equivalent Thévenin circuit
allowed the use of a simple FOCV technique. The whole RF harvester (rectenna plus MPPT) showed
an overall efficiency near 50% at −10 dBm. Further tests were performed with a nearby transmitting
antenna for powering a sensor node with a power consumption of 4.2 µW.
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Appendix A. Parallel Circuit Model of the Inductor and Diode

The use of a matching network leads to sinusoidal voltage and current waveforms at f o, as
mentioned in Section 2. Here, the equivalent circuit model at f o is derived from the manufacturer
models of the diode (https://docs.broadcom.com/docs/AV02-1377EN) and inductor (https://www.
coilcraft.com/pdfs/spice_0603cs.pdf) used for the implemented rectenna and reported in Section 4.
This model will be used in the left-hand circuit of Figure 3.

First, the left-hand circuit in Figure A1 shows the equivalent linear circuit model of the diode,
connected between node A and the Vo node at Figure 2, together with the output capacitor Co, where
Rs is the parasitic series resistance, Cj is the parasitic junction capacitance, and Rj is the junction
resistance. Rj depends inversely on the bias current and makes only sense for modelling small current
variations around a bias current. In our case, the diode current is pulsed and thus the inclusion of Rj is
not appropriate. Instead, a constant voltage drop will be assumed in Section 2 for the analysis of the
circuit of Figure 4.
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Figure A1. Equivalent linear circuit model of the HSMS-2850 diode together with (left) the output
capacitor Co and (right) its parallel equivalent circuit.

https://docs.broadcom.com/docs/AV02-1377EN
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Using the series-to-parallel equivalent circuit transformation for the left-hand circuit of Figure A1
without Rj and considering Co >> Cj, the right-hand circuit results, where:

Rsp = Rs
R2

s C2
j ω2

o + 1

R2
s C2

j ω2
o

, (A1)

Cjp =
Cj

R2
s C2

j ω2
o + 1

. (A2)

From the diode datasheet, Rs = 25 Ω and Cjo = 0.18 pF (Cjo is Cj at zero bias and will be the assumed
value for Cj hereafter). With f o = 808 MHz, Rsp = 47.9 kΩ results from (A1) and Cjp ≈ Cj = 180 fF results
from (A2).

As for the inductor, connected between node A and ground at Figure 2, the left-hand circuit
of Figure A2 shows the manufacturer model, where Rv = k

√
fo. Using the series-to-parallel circuit

transformation, the circuit in the middle is obtained, where:

Lmp = Lm

[
1 +

(
Rv

ωoLm

)2
]

. (A3)

Rvp = Rv

[
1 +

(
ωoLm

Rv

)2
]

, (A4)

R1p = R1
R2

1C2
1ω2

o + 1
R2

1C2
1ω2

o
, (A5)

C1p =
C1

R2
1C2

1ω2
o + 1

. (A6)

From the coil datasheet, R1 = 17 Ω, R2 = 30 mΩ, C1 = 49 fF, Lm = 27 nH, and k = 5.75 × 10−5.
At 808 MHz, Rv = 1.63 Ω and from (A3) to (A6), Lmp ≈ Lm = 27 nH, Rvp = 11.5 kΩ, R1p = 950 kΩ,
and C1p ≈ C1 = 49 fF. Then, neglecting R2, since it is very small, the right-hand circuit of Figure A2 is
obtained, where RLp = Rvp‖R1p = 11.4 kΩ.
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Joining the right-hand circuits in Figures A1 and A2, and considering the parasitic capacitance
from node A to ground arising from the layout (Clay), the circuit in Figure A3 is obtained, where:

Rp = Rsp‖RLp = 9.21 kΩ, (A7)

Cp = Cjp + C1p + Clay. (A8)
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Appendix B. Simulations of the Rectenna Efficiency with and without an L-Matching Network

In order to highlight the benefits of using a matching network, we report simulation results of the
rectenna efficiency with and without an L-matching network. For the simulations, the ADS software
(Version 2017, Keysight, Santa Rosa, CA, USA) was used. The simulated circuit with the matching
network was that of Figure 2 with a resistor Ro connected at its output, in parallel with Co. Ideal
components were used for the matching network with the values reported in Section 4. The diode
was modelled without parasitic elements (null series resistance and junction capacitance) but with
a saturation current of 3 µA (that corresponding to the HSMS-2850 diode used for the implemented
rectenna). For the RF source, a frequency of 808 MHz (that used for the experiments) was used with
Pav ranging from −10 to 50 dBm in steps of 20 dB. For the circuit without the matching network, the
right terminal of Ra was directly connected to the diode anode (node A). For both circuits, a harmonic
balance analysis was performed with Pav and Ro as sweeping parameters.

Figure A4 shows the simulation results of the rectenna efficiency (ηrect = Po/Pav) plotted against
Ro for different values of Pav. The left graph shows the results for the circuit with the L-matching
network. As can be seen, ηrect steeply increases for increasing values of Pav, achieving around 99% at
Pav = 50 dBm. At −10 dBm, efficiency is higher than the corresponding results of Figure 7 because
ideal components were used for the simulation. On the other hand, the right graph shows the results
for the circuit without the L-matching network. As can be seen, ηrect steeply increases for increasing
values of Pav but now reaches a maximum value around 46%, as predicted theoretically in [35], due to
the additional losses at Ra originated by the current harmonics generated by the diode pulsed current.
At −10 dBm, efficiency is lower than 4%. Therefore, the use of the matching network allows a notable
increase in the rectenna efficiency, because it provides voltage gain and prevents any of the DC current
and harmonics to flow through the antenna resistance.
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The scope of the thesis is the energy challenges that developers experience while designing an 

IoT device. It does not exist a one-size-fits-all approach to solve these problems, that is why the author 

worked on different solutions for those challenges. The solutions depended on the form factor, the 

application, the environment where the node will be installed, the available energy to power the node, 

etc. 

The common subject covered by this thesis was established in the introduction chapter and it 

was developed with a specific focus in chapters 2 to 4. This chapter explains in further depth the common 

thread of the entire study effort, i.e., the argument of the thesis, to demonstrate how the articles tackled 

the challenges. This chapter will also go over the overall research outcomes and assessments. 

5.1 Energy challenge 1: Low-power sensing system 

The objective related to the energy challenge 1 sought to determine a feasible sensing system 

alternative for smart gas meters. In addition, it sought to provide an alternative to the long-standing 

fraud- and error-prone gas meter data collection process. Three versions of an add-on node were 

developed to completely fulfill this objective, and these are briefly detailed here:  

1) Version 1 consisted of a small-size and low-cost add-on node for gas meters. 

Publication I [198] covered the first version’s design, implementation, and study of 

its limitations.  

2) Version 2 fixed the limitations of the prior version, which included a short operating 

life and communication range.  

3) Version 3 was documented in Publication II [199]. It improved the previous 

versions’ sensing system such that it could continue to record the gas consumption 

while an external magnetic tampering is taking place. 

The following part of this section moves on to describe in greater detail the analysis of the 

findings of each version. Besides it elaborates how the versions achieve the objective set for this 

challenge. Before proceeding, it is necessary to recall the issues for deploying a Smart Grid: 

1) the rollout of this new technology will entail substantial costs, technical challenges, 

and risks;  

2) nodes must be immune to tampering fraud, or at least detect them; and 

3) smart gas meters must still comply with the three constraints for IoT nodes. 

As described above, the design and implementation of a first version of a small-size and low-

cost add-on node for gas meters (Figure 7) was proposed in Publication I [198]. Two relevant approaches 

were proposed in the literature to design a sensing system to upgrade a mechanical gas meter to a smart 

one: imaging processing and using magnetic sensors. The magnetic sensors approach was chosen given 

the benefits described in Section 1.4.3.4: low-power consumption, small-size, low-cost, and allows a 
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simple installation. The node measured the gas consumption of a metric totalizer with a reed switch. 

This allowed zero-power consumption of the sensing system while it is not active. 

Regarding the collection of the data, the communication technology used was NFC, which has 

various benefits and limitations when compared to other communication technologies. For instance, a 

cellular-based connectivity would provide direct communication with the cloud, eliminating the need 

for an operator to visit each gas meter to gather the reading. Nevertheless, the transceivers required for 

implementing this communication are too power consuming, as mentioned in Section 1.4.2.3. A 

thorough study has to be done to assess cellular communication viability. An ISM-RF-based approach 

might potentially serve this purpose, but it would require the gas providers installing a GW in each 

building and connect it to the power grid. The GW would gather the data from the nearby nodes, as 

discussed in Section 1.4.3.4. Gas providers would also need some kind of permission to do this. These 

solutions do not correctly comply the requirement 1) and 3). Therefore, there are still many challenges 

to be solved before replacing the one-by-one visit of an operator. Consequently, as a first intermediate 

stage of a rollout, NFC was chosen as the communication technology. This allowed an improved, faster, 

more reliable, and error-free collection of the data. 

  

Figure 7: First prototype. Pictures of the front (left) and back (right). 

A smartphone was used to interconnect the node with the cloud, which was developed by a 

third-party company. The smartphone uses an Android application for installing, configuring, activating, 

managing, and maintaining the node installation. To make the communication secure, the node’s 

EEPROM memory is blocked and, in order to get access to it (read or write), a 128-bits token is sent to 

a predefined unblocked node’s memory section. The token is signed by the cloud with a SHA-256 

algorithm using a 32-bit symmetrical secret key and download it to the smartphone with the Android 

application. The node then validates the token using the secret key with the SHA-256 algorithm and 

unblock its memory to be accessed for a fixed period of time if the token passes the verification. 
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Symmetric-key algorithms require both the sender and the recipient of a message to have the same secret 

key and the secret key was set to be unique for each node. Hence, the cloud has as many secret keys as 

nodes exists. 

Regarding tampering fraud, two relevant cases of utility meter tampering were reviewed in 

Section 1.4.3.5: node’s enclosure tampering and altering the reading using external interfering magnets. 

Zero-consumption approaches were applied in version 1 of the add-on node. For detecting a node’s 

enclosure tampering, the conventional approach was followed in this work, i.e., a switch button pressed 

against the lead when the case is closed. Altering the reading using external interfering magnets was 

detected using a magnetic sensor (reed switch). This method was later improved in the third version of 

the node. 

All in all, the version 1 of the add-on node allowed the energy provider a better reliability in the 

readings taken by the operator and enabled the user to register the reading themselves. However, there 

were two problems with the first version of the node: the significant consumption during the sleep mode 

and the NFC communication range. The autonomy estimated was only one and a half year with a 230 

mAh coin cell battery. Further measures were made to locate the power-hungry modules. The results 

showed the transceiver consumed approximately 7 µA and the microcontroller, 5 µA. The 

communication range analysis was performed in Publication I [198]. Results showed that the battery 

holder, placed at the back of the node, generated a considerable interference for the antenna. That 

impaired its communication range and quality. Although, that was the lowest-cost alternative, the 

communication needed to be improved. 

The product specifications were refined on the basis of the inputs from the first prototype. This 

stage includes a new loop of development and validation solving all problems detected on the first 

prototype series and adding those new requirements provided. Figure 8 depicts the improved second 

version of the add-on node. Since it is a product end-oriented device, the version 2 was manufactured in 

two shapes, taking into account we worked with two kinds of metric gas meters: Elster and Itron.  

Because smaller size was required, the board was divided in two (the main and the antenna 

boards) and stacked on top of each other, as shown in Figure 8 b). This reduced the node length by 2 

cm, at expense of a slightly higher cost as consequence of adding connectors and the additional 

connection step in the mounting process. The main board consisted of the MCU, the sensors and the 

battery. The antenna board comprised the communication module, i.e., an NFC printed antenna, a 

transceiver, and an intelligent switch. They communicated by I2C through a connector. One of the 

previous findings indicated that a better communication range was achieved with a ferrite layer placed 

between the antenna and the metal layer (battery holder). This second version continued to have the 

battery at the back of the antenna, thus a ferrite layer was glued at the back of the antenna board. 
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c) 

Figure 8: Assembly of the second version of the add-on node: a) front side, b) shows the stack of 
the main and the antenna boards, and c) back side; measurements in millimeters. The size difference 

corresponds to two different gas meters: Elster (left) and Itron (right). 

The DPM technique was applied in this case using a PMOS as an intelligent switch to cut the 

energy from the antenna board. A wake-up circuit was used to take energy from the NFC antenna and 

directly connect it to a MCU pin configured as an external interruption. The MCU then powered the 

antenna board and communication was established. This reduced the sleep mode consumption by 7 µA, 

which resulted in an autonomy of the node of more than 5 years.  

A reliability trial test was performed in a real environment. The battery life, gas consumption 

measurement, the data upload to the cloud, and the tampering detection functionalities were validated 

throughout the month-long study. Around 10 people volunteered to take part in the tests. As this study 

was carried out within the European project “EnSO” (Energy for Smart Objects), all the volunteers were 

employees of the company Naturgy. The nodes were installed on the gas meters at their homes as shown 

in Figure 9 a). The users installed the nodes and were instructed to take three readings every week and 

to verify that the reading in the meter and the one showed in the application matched. The data were 

collected through the cloud with the Android application, as shown in Figure 9 b). 

3
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b) 

Figure 9: a) Pictures of the add-on node installed in gas meters located in real environments. b) 
Smartphone reading installed nodes in a Itron (left) and Elster (right) gas meters. 

The information of the node was read through NFC, as explained before, and automatically sent 

to the cloud using the Android application. The information of the node (serial number and 

configuration), the alarms generated by tampering attempts, and the readings with their corresponding 

timestamps were shown in the cloud as illustrated in Figure 10 a) and b). Figure 10 c) show a screenshot 

of the Android application and the serial number of the node is highlighted in a red rectangle. This 

corresponds with the information in the cloud as shown in Figure 10 b). 
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b) c) 

Figure 10: a) Screenshot of the Android application; b) data of an installed add-on node showed 
in the cloud; and c) consumption history of an installed device 

The tampering detection was also tested. The node proved to detect the interference of an 

external magnet placed near the gas meter, which can generate incorrect meter readings. The device also 

proved to detect node’s enclosure tampering. Any movement regarding the placement of the node in the 
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gas meter was detected. This might provide the utility company a hint that something has gone wrong 

since the installation.  

 

Figure 11: Tampering attempts alarms indicated in the cloud 

Even though most of the users were able to properly send the periodic readings, one issue was 

detected: some users experienced failures in the connection after a long period with the device installed. 

We saw that some of the batteries were not working as expected and did not last as much as specified 

in the estimations. Therefore, further reliability test should be performed to solve any firmware bugs 

that could cause the program to configure the MCU in a higher consumption mode. 

Thus far, the second version improved the node such that it complies the 3 challenges for 

deploying a Smart Grid. However, in regard to challenge 2), the fraud problem against tampering was 

partially solved since the node is able to detect the node’s enclosure tampering and an external 

interfering magnet, but, as in the majority of the nodes proposed in the literature, the measurement is 

lost while the tampering is taking place. Therefore, a sensing system immune to external interfering 

magnets was designed, implemented, and experimentally tested in the Publication II, resulting in the 

third version of the node. The version 3 differs from version 2 in that it has a dual magnetic sensing 

circuit and an algorithm coded in the MCU that work together to make the node immune to an external 

interfering magnet. 

 Figure 12 [199] depicts the proposed sensing circuit, which is briefly detailed here. As 

mentioned in Publication II [199], it consists of a dual magnetic sensing: a) primary sensing that relies 

on reed switches, and b) secondary sensing carried out by Hall-effect sensors. Both sensing strategies 

have active and passive elements. Overall, the circuit has four sensors: the primary active sensor (PAS), 

the primary passive sensor (PPS), the secondary active sensor (SAS), and the secondary passive sensor 

(SPS). The PAS and the PPS, as their secondary counterparts, monitor the meter magnet and the 

interfering effects, respectively. A trade-off had to be made in the positioning of the active and the 

passive sensors. Sensors too close would not allow differentiate the meter magnet. On the contrary, if 

they were placed too distant, the passive one could not be able to detect the interfering magnet.  

The voltages VPAS and VPPS, correspond to the output voltages of the PAS and the PPS, 

respectively. The outputs are connected to digital inputs of the MCU configured to generate an external 
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interruption. The voltages VSAS and VSPS correspond to the output voltages of the SAS and the SPS, 

respectively. The outputs are connected to analog inputs of the MCU. A digital output (Vpower in Figure 

12) of the MCU powers the secondary sensing.  

The primary sensing corresponds to the one implemented in the version 2 of the add-on node. 

Under normal conditions, i.e., without interfering effects, it is the sensing strategy operating by default. 

The gas consumption is simply measured in a metric totalizer by increasing a digital counter for every 

external interruption triggered by the PAS. The resolution of the digital measure is 0.01 m3, which 

corresponds to a complete turn of the less significant digit of the mechanical index, where the meter 

magnet is located. On the other hand, a DPM technique is employed for cutting the power from the 

secondary sensing (Vpower = ‘0’). As a consequence, it has no effect on the node’s autonomy in normal 

operation, and thus, the node works the same manner as version 2. 

 

Figure 12: Schematic of the novel dual magnetic sensing circuit. 
Source [199]. 

When the PPS detects the interfering effects of an external magnet, the MCU activates the 

secondary sensing. In this situation, the gas consumption measuring procedure is dictated by the 

secondary sensing and the algorithm programmed in the MCU. A flowchart of the algorithm executed 

by the MCU is shown in Figure 13 [199] and it will be briefly recalled here. The algorithm comprises 5 

main stages: 

• Stage A, which is the firmware implementation of the version 2, i.e., the system relies 

on the primary sensing. As previously noted, this corresponds to the normal operating 

conditions of the node. 

• Stage B, which is called when the presence of an interfering magnet was detected. This 

stage is responsible of detecting when interfering effects has been stabilized, i.e., it is 
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expected that the external magnet will be placed in a fixed position. Meanwhile, the 

sensing system waits until the external magnet stops moving. In order to detect that, 

The MCU checks if VSPS is within an upper and lower threshold. Once stabilized, the 

difference VSAS – VSPS is stored in the variable ∆Vref.  

• Stage C, which verifies the removal or movement of the external magnet. If it was 

removed, the algorithm configures the sensing system to operate in the Stage A, and if 

it was moved, to the Stage B. Contrariwise, if it was not removed or moved, the factor 

∆V = VSAS – VSPS – ∆Vref is computed.  

• Stage D, which detects the effects of the meter magnet on the SAS. When the meter 

magnet is aligned with the SAS, VSAS increases and ∆V > 0. If ∆V exceeds a specified 

threshold the counter is incremented by one. The threshold was experimentally 

determined by measuring the effects of the meter magnet. Furthermore, an internal 

variable (M) is set to ‘1’, indicating that the meter magnet has been recognized by the 

secondary sensing. The purpose of this variable is to lock the digital counter until it is 

validated that the influence of the meter magnet is no longer detected by the SAS. 

• Stage E, contrarily to the previous stage, unlocks the counter by resetting M to ‘0’. This 

is inferred by comparing ∆V with zero. In the practice, a more conservative approach is 

considered by comparing ∆V with a value near to zero. The reason is the uncertainty of 

the measurement based on the ADC’s resolution, the sensitivity of the Hall-effect 

sensors, and the electrical noise. 

The algorithm is executed every 50 ms to optimize the energy consumption. In addition, for a 

more stable result, the measured values of VSAS and VSPS correspond to an average of 10 measurements. 

The consumption increased 80 µA under a tampering attempt with an external magnet. Although the 

autonomy is greatly reduced, the sensing system would still allow the node to continue measuring until 

an operator visits the installation, where he will be notified by the node of a tampering attempt. 
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Figure 13: Flowchart of the algorithm executed by the MCU. 
Source [199]. 

The main contributions of this third version can be summarized as follows: 

• The dual sensing system combines hardware and an algorithm to carry out the 

measurement. 
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• It does not exist in the literature another solution that allows the smart meter to keep 

recording the gas consumption while an external magnet tampering is happening. The 

solution it is not fully immune to external magnetic fields because, as expected, the 

Hall-effect sensors will saturate at some point. The saturation limit was not measured 

in this work, though. This method could be complemented by shielding the enclosure, 

as previously described in Section 1.4.3.5, to endure stronger magnetic fields.  

• This solution increases the cost of the node at expense of a better functionality. The 

difference in price would reflect the cost of the two hall-effect sensors (around 1.2 €). 

The total cost of the node, considering the communication module of version 2, would 

still be less than 10 €. 

• The proposed solution effectively satisfies the three constraints of the IoT nodes. 

 

5.2 Energy challenge 2: Low-power wake-up circuit 

The objective for the energy challenge 2 was related to the optimization of the IoT node power 

consumption when this is not operating. This included the analysis, characterization, and evaluation of 

a simple low-power wireless circuit for waking up nodes. In Section 1.4.4, the literature was reviewed, 

and among the technologies used for waking up nodes, optical communication was chosen to design the 

wake-up circuit. In particular, we proposed the use of commercially available LEDs, illuminated with 

the flash light of a smartphone, as a contactless wake-up system of the MCU when it is in sleep mode. 

Two major problems have been identified that hinder the design of an optimal circuit: the lack of 

information of LEDs operating as photodetectors and the ambient light interference. In that sense, the 

research has been covered in publications III, IV and V. Publication III contains the preliminary findings 

of this thesis investigation. It presents the simplest LED-based wake-up circuit, which stands as the 

foundation for this study. Publication IV provides the characterization of LEDs working as photodiode. 

Publication V addresses the analysis, design, and evaluation of a LED-based wake-up circuit. The novel 

circuit is simple, complies with the constraints of nodes for the IoT and is immune to ambient light 

interference. 

All the circuits proposed in this energy challenge were focused on waking an MCU up, i.e., as 

mentioned in Section 1.4.4, the case where the node is assembled with a battery powering the MCU 

configured in the lowest consumption mode until a signal wakes it up. However, the study could be 

extended to activate intelligent switches. Therefore, a lower-power consumption of the node on shelf-

time might be achieved since only the intelligent switch would be draining the battery. 

The research elaborated in the three publications used the flashlight of a smartphone as signal 

of interest for the wake-up, and sunlight and office light as ambient light interference. However, the 

finding of this work could be extended to other sources of light. In addition, while maximizing the 
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communication bit rate was beyond the scope of this research, the limiting factor was the flashlight of 

the smartphone flashlight rather than the LEDs. 

Publication III has a broad scope and a wide range of use cases. It looked to give both an 

alternative communication system and a wireless wake-up solution for nodes, which comply with the 

constraints of the IoT. The design has one major drawback, which is the operation under ambient light 

conditions. This may cause unwanted turns-on and higher consumption as discussed in Section 1.4.4.2. 

Nevertheless, the most relevant contribution of this study was that, under the appropriate environment 

conditions, it is the simplest, lowest-cost, smallest, and lowest-power solution for waking up an MCU. 

Based on the LED characterization carried out in publications IV and V, suitable environmental 

conditions are indoor spaces where the LED is not exposed to sunlight or have a cover attached to protect 

it from sunlight. 

Publication IV tackles the LEDs current-voltage characterization problem. An initial 

characterization of twenty LEDs with a high-power white emitting LED (emulating the smartphone 

flashlight, as defined in [201]) was first carried out to choose the appropriate ones for the study. The 

same setup as in [201] was utilized. The difference with the final published study of the characterization 

was that only the open-circuit voltage (Voc) and photogenerated short-circuit current (Isc) were measured. 

The selection criteria were to choose two LEDs of each emission color: 1) the cheapest and smallest one 

and 2) one with a higher emitting power level, preferably with a flat top clear lens. In the case of the 

GREEN and WHITE LEDs, only one of each was selected because they already met both selection 

criteria. Table I summarizes the values of the absolute Isc and of the Voc. The highlighted rows indicate 

the LEDs selected for the article. 
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Table I: Information about the pre-selected LEDs and their generated open-circuit voltage and 
short-circuit current. 

Emission 

Color 
Part number Acronym 

Emission 

wavelength(a) 

[nm] 

Cost 

[€] 
Voc [V] |Isc| [µA] 

Blue 

150060BS75000 BLUE1 470 0.15 1.9 0.1 

MLEROY-A1-0000-

000502 
- 455 0.82 2.3 3.8 

L135-U450003500000 - 448 1.02 2.3 2.8 

LB Q39G-L2OO-35-1 - 470 0.45 2.1 0.1 

L135-B475003500000 BLUE2 475 1.02 2.2 6.4 

Green 

GT PSLR31.13-LSLU-

T1T2-1-150-R18 
- 525 0.73 -0.5 -1.1 

LT G6SP-CBEB-25-1-

140-R18-Z 
- 528 1.49 1.3 5.4 

XQAGRN-02-0000-

000000Z01 
- 540 0.6 -0.6 2.4 

SML-D12M8WT86 - 572 0.34 1.6 0.9 

150060VS75000 GREEN 570 0.14 1.6 2.3 

Red 

GH DASPA2.24-

QORK-1-1 
- 640 1.17 1.6 105.0 

MLERED-A1-0000-

000U01 
- 625 1.1 1.6 70.1 

ASMT-QHBD-AFH0E - 625 1.36 6.4 18.5 

150060RS75000 RED1 625 0.14 1.5 4.9 

SML-D12U8WT86 - 620 0.34 1.5 2.2 

MLESRD-A1-0000-

000W01 
RED2 618 0.88 1.6 40.8 

White 

MX3AWT-A1-0000-

000E50 
- 6000 K 1.08 0.0 1.3 

ASMT-QWBC-NJK0E - 7250 K 1.93 2.2 0.2 

MLEAWT-A1-R250-

0004E3 
- 5000 K 0.58 0.0 1.9 

CLM3C-WKW-

CWBYA153 
WHITE 5500 K 0.2 2.2 0.2 

a.
 Except for White LEDs, which specify the CCT6. 

 

 

 

 
6 CCT (Correlated Color Temperature): “Term used to describe the color of “white” light sources. Specifically, it is the temperature 

of the Planckian (black body) radiator, which produces the chromaticity most similar to that produced by the light source in question” [206]. 
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The findings in Publication IV derived in some interesting results: 

• The current-voltage characterization of the selected LEDs allowed us to discover that 

placing a resistor in parallel with the LED allows to better discriminate the signal of 

interest from interferences. 

• The selection of the optimum load resistor is the one that maximizes the difference 

between the signal of interest and the ambient light. The findings of this study show this 

occurs (approximately) when the resistor line intersects the knee of the signal of interest. 

The current-voltage characterization was used to estimate it graphically. 

• The sensitivity to a source of light varied according on the emission color of the LEDs. 

This agrees with the studies in the literature discussed in Section 1.4.4.2, which showed 

the LEDs’ spectral responsivity varies depending on the materials they are fabricated, 

thus the emission color. The responsivity peak is produced below the peak emission 

wavelength. Therefore, this inconsistency is due to the peak, the width of the spectral 

responsivity, and the overlap with the emission spectrum differ from one LED to 

another. Therefore, some LEDs, such as blue LEDs, skip most of the emission spectrum 

of the white emitting LED and thus show a low sensitivity to it. On the other hand, red 

LEDs have a higher overlap with the emission spectrums of the emitting LED and 

sunlight and thus a higher sensitivity than blue LEDs.  

• Higher Isc were generated for bigger LEDs with the same emission color and with the 

same light source, as expected, since they have a larger photo-sensitive surface.  

Publication V continued the work by proposing a simple, low-cost, and low-power, contactless 

wake-up circuit immune to ambient interference. Only red LEDs were considered for this article since 

they performed the best both outdoors and indoors. In particular, RED1 was selected over RED2 because 

derived in the cheapest and smallest solution. To achieve a larger communication range, RED2 LED 

could be used, at expense of a higher cost and size. 

Figure 14 [202] depicts the LED-based wake-up circuit, which is briefly detailed here. The 

voltage and current generated by the LED are vD and iD, respectively. The previously mentioned 

optimum load resistor RD is placed in parallel to the LED. A high-pass filter (HPF) is comprised by the 

capacitor CH and the resistor RH. The HPF output is vH. Finally, a voltage level translator stage, 

comprised by a NMOS transistor and a pull-up resistor RM, generates an output vM and it is connected 

to the interrupt pin of the MCU. The dotted lines represent the parasitic capacitances of the diode (CD) 

and of the NMOS input (CM). 

As mentioned in the literature in section 1.4.4.2, studies showed that ambient interference 

behaves as a DC offset in the received signal. Basically, there are two approaches suggested in the 

literature to overcome this: 1) to modulate the signal and 2) to cancel the DC offset. The approach 1) 
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was implemented in this study by a OOK modulation of the flashlight of a smartphone. For this purpose, 

a smartphone application was developed in Android Studio to generate pulses from the flashlight. The 

application allows to select the number of flash pulses to emit and the duration of the period. A Firmware 

Activation Check (FAC) was coded into the MCU to reject unwanted wake-up signals coming from 

interfering lights or even from hacking lights. The communication protocol was out of the scope of this 

research and thus a simple FAC was implemented, but communication protocols as OpenVLC1.0 could 

be used. 

 

Figure 14: Circuit for waking up an MCU using an LED. 
Source [202] 

In the literature, the approach 2) consisted of a circuit that, based on an algorithm executed in 

the MCU, adaptively adds an offset based on the ambient light. In this work, a novel method was 

implemented instead. A simple HPF was utilized to block the DC ambient interference while allowing 

the modulated input signal (flashlight) to pass through. When the flashlight turns on, iD and thus vD 

undergo a step increase from an initial value, corresponding to the interfering light (VSun), to a final value 

(VFlash) and the voltage step (∆vD) instantaneously appears in the HPF output. This method does not add 

computational overhead to the MCU and does not require a complex circuit. It is interesting to note that 

the information in the input signal is carried in ∆vD as a result of the effects of RD, as illustrated in Figure 

15. 
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Figure 15: Current-voltage characterization of the LED under study. It shows the operating points 
with and without RD and illustrate the effects in the amplitude of the signal information. 

In order to select the proper component values, the Laplace transfer function of the circuit is 

given by ( 1 ) with the conditions RH >> RD and CD, CM << CH to avoid loading effects on RD and CH, 

stated in [202]: 

𝐻(s) =
𝑉H

𝐼D
≈  −𝑅D

s𝜔2

(s + 𝜔1)(s + 𝜔2)
 ( 1 )  

which corresponds to a bandpass filter (BPF) with the following cutoff frequencies [202]: 

f1=
ω1

2π
=

1

2πRHCH
 ( 2 ) 

𝑓2 =
𝜔2

2π
=

1

2π𝑅D(𝐶D + 𝐶M)
 ( 3 ) 

As mentioned before, the signal of interest is a smartphone flashlight. The light signal hits the 

LED, which generates a photocurrent square wave with the same frequency as the light signal (fS). The 

input current signal has a DC offset as a result of the ambient light interference. The square wave is fed 

to the BPF and processed based on the relation between fS, f1 and f2. Three cases can be distinguished: 

1) fS > f2; 2) f1 < fS < f2; and 3) fS < f1. Figure 16 illustrates the analysis of the steady-state time response 

of a BPF to the fundamental frequency of a square wave in the case 3). The input signal, iD·RD, is referred 

to the right axis. The signal vH normalized to vD is represented in the left axis. The plot shows that case 

3) takes full advantage of the entire amplitude of the input signal (±vD) and ensures the activation of 

the NMOS. Therefore, the BPF was designed to work in case 3). 
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Figure 16: Response of a bandpass filter to different fundamental frequencies of an input square 
wave signal with a DC offset. 

In reviewing the literature, most solutions outperform our contactless wake-up circuit regarding 

the communication range. However, considering the constraints for the nodes of the IoT and the 

objective set for this energy challenge, our solution resulted to be 1) simpler because it comprises only 

an off-the-shelf SMD LED, 3 resistors, 1 capacitor, and 1 NMOS transistor; 2) smaller because the 

measured footprint of the mentioned components is less than 10 mm2; 3) lower-cost, which is less than 

0.5 €; and 4) with a lower-power consumption (around 0.5 nA). 

 

5.3 Energy challenge 3: High-efficiency energy harvester 

The objectives related to the energy challenge 3 have been covered by the publication VI [203]. 

Here the work was focused on designing a highly efficient energy harvester. Figure 6 showed a block 

diagram of a generic RF harvester. A particular case was developed in Chapter 4 and showed in Figure 

17. The highlighted blocks indicate the differences between the generic and the particular case addressed 

here. 

                  

Figure 17: Particular case of the implementation of an RF energy harvester. 

The matching network block is an essential part of the RF harvester. The main functions are 

transferring the maximum power from the antenna to the rectifier and boosting the voltage. It is 

Antenna 

(Transducer) 

L Matching 

Network 

Half-wave 

Rectifier 

MPPT Load 
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interesting to note that the simulations of this study of the rectenna efficiency with and without the L 

matching network (using ideal components) resulted in an increase of more than 70%. A passive voltage 

boost was achieved by using a L matching network topology, as suggested in the literature. The matching 

network values were derived from [196], where it was demonstrated that an optimum voltage gain exists. 

As mentioned in Section 1.4.5.4, the rectifier/multiplier block of a RF harvester is often 

considered as the most critical, since it is the major source of inherent power loss due to biasing the 

diodes (or MOS transistors). Here, a half-wave rectifier was adopted, which is the simplest 

implementation of a rectifier.  

A rectenna (rectifying antenna) comprises the antenna, the matching network, and the rectifier. 

The rectenna under study will be briefly outlined here. It is represented in Figure 18 [203]. The antenna 

was modeled as a sinusoidal voltage source va and the series radiation resistance Ra. The matching 

network comprises the capacitor Cm and the inductor Lm. Following, the diode D as the half-wave 

rectifier. Finally, an output filter capacitor Co. 

 

 

a) b) 

Figure 18: a) Schematic circuit of the rectenna under study and b) its Thévenin equivalent. 
Source adapted from [203] 

The rectenna was modeled as a compact Thévenin circuit, as illustrated in Figure 18, where VOC 

and RT are the equivalent voltage and resistance, respectively. The equivalent circuit benefits from others 

reported in the literature in that it is simpler and includes explicit expressions of the Thévenin voltage   

( 4 ), resistance ( 5 ), and power efficiency ( 6 ) [203]: 

𝑉OC  =  2𝐺t𝑉ap

𝑅p

4𝐺t𝑅a + 𝑅p
 −  𝑉γ ( 4 ) 

𝑅T = 2[(4𝐺t
2𝑅a)||𝑅p] ( 5 ) 

𝜂rect,max =  
𝑅p

4𝐺t
2𝑅a + 𝑅p

(1 −
𝑉γ

√2𝑅a𝑃av

4𝐺t
2𝑅a + 𝑅p

4𝐺t𝑅p
)

2

 ( 6 ) 

where Vap is the voltage amplitude of the antenna, Pav is the available power at the antenna, Ra is the 

antenna series radiation resistance, Vγ is the forward voltage drop at the diode, Rp models the losses of 
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the coil and diode, Gt is the matching network gain, and ɳrect,max is the maximum rectenna efficiency. 

From equations ( 4 ), ( 5 ), and ( 6 ), the main results can be summarized as follows: 

• With an increasing Pav, and thus Vap, VOC increases, whereas RT remains constant. 

• ɳrect,max increases with increasing Pav. The dependence on Gt is rather more complex. In 

a previous work [196], the optimum analytical expression of Gt was derived, resulting 

in a trade-off between the losses introduced by the coil and that due to the voltage drop 

of the diode. 

Based on the theoretical analysis, the rectenna was implemented and characterized from -30 

dBm to -10 dBm. An RF generator (Agilent E4433B) was used as the input instead of the antenna and 

a Source Measurement Unit (SMU, Agilent B2901A) configured as a voltage sink as the output. Even 

the design was optimized at 808 MHz, the design can be extrapolated to other frequencies by readjusting 

the values of the components. From the experimental results, the main findings can be summarized as 

follows: 

• The experimental results were successful as they were able to confirm that the rectenna 

parameters (VOC, RT, and ɳrect,max) can be well approximated by a Thévenin equivalent 

circuit. Higher Pav values resulted in a better match with the model. 

• The resulting efficiencies were among the highest published in the literature for similar 

designs. 

A power conditioning circuit is required for applying an appropriate and steady voltage to the 

load. In order to reach ɳrect,max, the maximum power transfer theorem should be applied, i.e., RT = RO. In 

general, the equivalent resistance of a node dynamically varies, as previously shown in Figure 2, in 

Section 1.4.2, with a generic current consumption profile. In order to apply the theorem, a commercially 

available MPPT was implemented. Nevertheless, this decreases the overall power efficiency of the RF 

Harvester (ɳT) since the MPPT requires energy to work, too. 

The RF harvester including the MPPT was also employed to power a sensor node programmed 

to stay in a standby mode, consuming 1.4 µA. The Pav was adjusted to keep the node’s voltage supply 

at 3 V, thus the power transferred to the node (Pload) was 4.2 µW. Two configurations were used for the 

RF harvester input: (1) an RF generator and (2) a receiving monopole antenna. In the first case, the 

required value of Pav was −17.6 dBm, which agrees with the Pload formula: 

𝑃load = ɳT𝑃av, ( 7 ) 

considering the corresponding measured data of ɳT (≈24%). In the second case, another identical 

monopole antenna was connected to an RF generator, jointly acting as a wireless energy transmitter. 

This performance was tested at a distance of 0.5 and 1 m. The remote RF generator’s power output was 
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set at appropriate values so as to operate the node, resulting in 8.0 and 13.2 dBm, respectively. These 

values accounted for the respective link budgets. 

Regarding the constraints of the nodes for the IoT, it was mentioned that employing energy 

harvesting technology comes with some disadvantages associated, which are cost and size. Consistent 

with the literature, this research designed an energy harvester with a higher complexity level given the 

required elements to properly power a node. The greater number of components required to carry out 

this task resulted in a higher cost and size compared to the primary battery solution. Nevertheless, 

implementing an RF energy harvester has important implications for prolonging the operation life of the 

node or even achieving perpetual work. For instance, consider the general current consumption profile 

of a node, powered at 3 V, shown in Figure 2. Table II contains typical numerical values for each node 

task, with the exception of the sleep current consumption, which is taken from the experimental test in 

Publication VI. 

Table II: Example values for the current consumption profile of a node. 

Tasks Parameters Values 

Sleep i1 1.40 µA 

Sensing and 

processing 

i2 5.00 mA 

t1-2 100.00 ms 

Communication 
i3 30.00 mA 

t2-3 5.00 ms 

Table III provides the average current consumption for each task and its respective impact on 

the overall current consumption. The average consumption is calculated for two scenarios: the tasks 

period (T) is 1) 3600 seconds (1 hour) and 2) 600 seconds (10 minutes). Using equation ( 7 ) to calculate 

Pav and taking into account that ɳT increases with increasing Pav, results show that perpetual work of a 

node powered by the RF harvester is feasible. Only a 9% increase in Pav would be necessary for the task 

period of 1 hour, considering ɳT ≈25%. Whereas, with T = 10 minutes, a 43% increase would be required, 

considering ɳT ≈30%. The resulting Pav would be -17.22 dBm and -16.05 dBm, for T = 1 hour and T = 

10 minutes, respectively.  

Table III: Average current consumption by task and its respective percentage weight in the 
overall current consumption. 

 Period (T) 

 3600 s 600 s 

Tasks 
Average 

[µA] 

Percentage 

[%] 

Average 

[µA] 

Percentage 

[%] 

Sleep 1.40 88.58 1.40 56.38 

Sensing and 

processing 
0.14 8.79 0.83 33.56 

Communication 0.04 2.64 0.25 10.07 

Total 1.58 100.00 2.48 100.00 
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Because the RF harvester only supplies the average power, the node would require a storage 

element, like a supercapacitor or a small rechargeable battery, which would provide the current peaks 

of the different tasks. A preliminary approximation of the values for the storage elements is performed 

next. The electric charge (Qactive) the node needs to carry out the active tasks, i.e., sensing and processing 

and communication, would be: 

𝑄active = 𝑖2 ∗ 𝑡1−2 + 𝑖3 ∗ 𝑡2−3 = 0.65 mC, ( 8 ) 

which converted in Ampere-Hour results in the theoretical battery capacity (Qbatt) required: 

𝑄batt =
𝑄active

3600
= 0.18 μAh ( 9 ) 

Care must be taken with the C-rate7 of the battery because it may not be able to provide the 

necessary current peaks. Regarding the supercapacitor, considering a 200 mV drop from the operating 

voltage, the capacity value (Csup) would be:  

𝐶sup =
𝑄active

200 mV
= 3.25 mF ( 10 ) 

Although there are additional power supply factors to consider, such as the equivalent series 

resistance (ESR) and the leakage current of the storage elements, the charger efficiency, etc., these 

calculations provide an estimation of the storage elements required by the node for perpetual work. 

 

  

 
7 C-rate: It is the unit of charge-discharge current density in batteries. 1 C is defined as the current level that fully discharges the 

fully charged battery in 1 hour. If the battery is discharged at 2 C, it should ideally deliver the full capacity in 30 minutes. However, internal 
losses decrease the battery capacity. On the contrary, discharging the same battery at 0.5 C, will likely increase the capacity to more than 
100%. 
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6.1 Conclusions 

The present PhD thesis has offered a framework for the exploration of a broad and diverse set 

of design challenges of a node for the IoT, that cover from the sensing system, following the node 

consumption, up to the power supply. In this context, the conclusions from the research carried out in 

Chapter 2, 3 and 4 will be listed next. The section ends with some general conclusions. 

The research carried out in Chapter 2 was oriented to define a feasible sensing system alternative 

for smart gas meters and to improve the collection process of data. The main conclusions of the research 

conducted to achieve this objective are: 

• The present study provides the earliest comprehensive assessment of a dual magnetic 

sensing system for gas meters. The method consists of a) a low-cost, low-power primary 

sensing via reed switches, b) a secondary sensing using Hall-effect sensors, and c) a 

dynamically adjusted algorithm embedded in the MCU. The suggested sensor system 

has been demonstrated to be independent of static magnetic fields produced by 

interfering magnets. 

• This study has gone some way towards improving the data collection process of gas 

meters. An add-on node for upgrading mechanical gas meters to smart ones was 

developed. The add-on smart gas meters benefit of the accuracy and the long-term 

stability of the conventional gas meters and the advantages of the node upgrade. This 

enhances the smart gas meter’s stability and reliability, ensuring a reduction in energy 

theft. This proposal can be incorporated in the scenario of an intermediate rollout 

strategy. 

With respect the optimization of the IoT node power consumption when it is not operating, a 

contactless wake-up system for MCU using commercially available LEDs as photodiodes has been 

proposed in Chapter 3. The following conclusions may be drawn from the current investigation: 

• The preliminary findings of this study presents the simplest, lowest-cost, smallest, and 

lowest-power solution for waking up an MCU. Nevertheless, its identified limitation is 

the operation under ambient light conditions, which may cause unwanted turns-on and 

a higher consumption of the node. 

• The findings of this investigation complement those of earlier studies with an I-V 

characterization of commercially available LEDs of different colors. The 

characterization has been carried out with the flashlight of a smartphone and with the 

interfering lights present in two dissimilar scenarios where the LEDs might be placed, 

outdoors (sunlight) and indoors (office light). Results indicate that the generated open 

circuit voltages are quite similar on the same LED for the different sources of light. So, 
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a good discrimination between the different lights is not possible. However, by adding 

a resistor in parallel with the LED, an optimum operation point is achieved, which 

allows a better discrimination between the voltages corresponding to the signal of 

interest (flashlight) and the interfering lights. The value of the resistor has been 

calculated based on the I-V flashlight characteristic of the LEDs.  

• The findings of this study suggest that the most suitable LEDs are red for outdoors and 

blue for indoors (not exposed to sunlight). On the other hand, blue and white LEDs 

cannot be used outdoors since sunlight originates a higher LED voltage than flashlight. 

These findings contribute to our understanding of LEDs as photosensors. 

• Based on the previous findings, a circuit with the additional capability to be immune to 

ambient light interference was proposed. The study proposed a novel method consisting 

of an optimum load resistor and a HPF that suppress the DC offset generated by the 

ambient light while allowing the modulated input signal to pass through. 

As for the challenge of the high-efficiency energy harvester, Chapter 4 has provided a theoretical 

and experimental study of a compact Thévenin model of a rectenna implemented into an RF energy 

harvester. The rectenna under study consists of an LC-matching network and a half-wave rectifier. The 

study may lead to the following conclusions: 

• One of the more significant findings to emerge from this study is that explicit 

expressions for the Thévenin voltage, resistance, and power efficiency were derived that 

offer insight into the operation of the rectenna and its efficiency. The research results 

of this doctoral thesis represent a further step in the study of RF energy harvesting. 

• The rectenna was implemented and characterized from -30 to -10 dBm at 808 MHz and 

the results mainly agreed with the derived model. High efficiencies were obtained, in 

particular 60% at -10 dBm.  

• Then, an ensuing MPPT was also added, where the behavior of the rectenna as an 

equivalent Thévenin circuit allowed the use of a simple fractional open circuit voltage 

(FOCV) technique. The whole RF harvester (rectenna plus MPPT) showed an overall 

efficiency near 50% at -10 dBm.  

As has been exposed throughout the different objectives of this thesis, the findings from this 

study make several contributions to the current literature. The doctoral research was undertaken to 

design and implement wireless nodes in the field of IoT. Despite the research was always focused on 

complying with the three constraints for IoT nodes, a tradeoff between them had to be made depending 

on the application. In that sense, the following conclusions can be drawn: 

• The add-on node is in line with the three constraints in normal operation conditions. 

The cost of the device resulted to be around 10 €, to have a service life of 5 years with 
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only a small 230 mAh coin cell battery and a size of 51 mm x 30 mm (Itron version) 

and 30 mm x 30 mm (Elster version). In case longer service life is required, a higher 

capacity battery could be used at expense of a higher cost and size. 

• The wake-up circuit achieves the optimal balance of the 3 constraints, it successfully 

reaches an equilibrium between functionality and performance. In comparison with 

other solutions reviewed in the literature and considering the constraints for nodes of 

the IoT and the objective set for this energy challenge, our solution resulted to be: 1) 

simpler because it comprises only an off-the-shelf SMD LED, 3 resistors, 1 capacitor, 

and 1 NMOS transistor; 2) smaller because the measured footprint of the mentioned 

components is less than 10 mm2; 3) lower-cost, which is less than 0.5 €; and 4) with a 

lower-power consumption (around 0.5 nA). The communication range of 1 cm was the 

solution’s major limitation.  

• Finally, the research in chapter 4 resulted in a high-efficiency RF energy harvester that 

can be implemented in nodes that are not cost and size constrained but need to extend 

their operating life as much as possible. Tests were performed with a nearby 

transmitting antenna for powering a sensor node with a power consumption of 4.2 µW. 

 

6.2 Future work 

Several research topics have emerged from the realization and composition of this doctorate 

thesis, though the following are the key concerns for future work. 

6.2.1 Energy challenge 1: Low-power sensing system 

The main lines of future research work related to the energy challenge 1 are: 

• Further investigation and experimentation into the reliability of the add-on node is 

strongly recommended. Primary tests were conducted, but much more work will be 

required to determine the extent to which the add-on node measures without error. 

• The NFC communication module should be integrated to the add-on with the dual 

magnetic sensing method. 

• The operating life of the add-on node could be extended using an energy harvesting 

module. 

• The primary sensing with reed switches has a setback. If the meter magnet stops while 

activating the reed switch, the battery starts draining through the pull-down resistor. A 

solution could be implemented so once the pulse is detected, the sensor stops consuming 

energy. 
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• Further research should be undertaken to explore how the sensing system could be 

immune to dynamic magnetic fields generated by AC interfering sources. 

6.2.2 Energy challenge 2: Low-power wake-up circuit 

A natural progression of the work related to the energy challenge 2 would be: 

• The analysis and implementation of the wake-up circuit alongside with a bidirectional 

communication feature. 

• Further work should be done in developing a more secure wake-up FAC, which could 

be based in open protocols, such as OpenVLC1.0. 

• Implementing a camera-to-LED communication would be a fruitful area for further 

work. 

• The optimum value of the resistor varies with the light applied; an interesting further 

work would be to dynamically change the load resistor. 

6.2.3 Energy challenge 3: High-efficiency energy harvester 

In regard to energy challenge 3, primary areas of future study are: 

• Further work needs to be done on the miniaturization of the solution that could be use 

in a practical application. 

• It is interesting to extend the analysis to other standard frequencies, like 433 MHz, 2.4 

GHz, 5 GHz, etc. 
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