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Chapter 1

Introduction

1.1 Motivation

Envision a world where countless devices are connected to the Internet, con-
stantly collecting, exchanging, and processing data; not only conventional elec-
tronic devices like computers, tablets, or smartphones, but also everyday objects
like clothes, furniture, keys, or even your wallet. This is the reality of the Inter-
net of Things (IoT), a rapidly growing network of interconnected devices that is
reshaping the way we live, work, and interact with technology. From wearables
that track our fitness to smart homes that automatically adjust the lighting
and temperature, applications are unbounded. With billions of devices already
connected and waiting for billions more in the coming years, the IoT is trans-
forming industries ranging from healthcare to manufacturing, and promises to
revolutionize our daily lives in ways we cannot yet imagine [1.1][1.2].

At first glance, connecting mundane objects to the Internet may seem im-
plausible to some, why add unnecessary complexity to everyday things? Col-
lecting the temperature of clothes or detecting the humidity of a plant substrate
can be interesting, but is it worth it? Does it really simplify our lives? It is
certainly a controversial matter, and answers are always subjective. IoT nodes
should always have a social-economic equilibrium, considering resources, costs,
social benefits, or security among others, and it is in this balance that the an-
swer lies. A major critique of the IoT field arises from the use of devices that do
not respect this balance, since they are usually designed from a flawed perspec-
tive, such as a marketing-driven approach, which unfortunately can lead to the

1
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creation of dysfunctional devices. However, it should be emphasized that the
goal of the IoT is nothing other than improving the well-being of individuals,
and never the opposite.

Sir Francis Bacon wrote in his work Meditationes Sacrae -ipsa scientia potes-
tas est-, knowledge itself is power [1.3]. Paraphrasing it in the 21st century, we
could say that data is power, and in fact, IoT nodes are providing exceedingly
large amounts of data, bringing insightful knowledge in many fields, which would
be impossible to obtain through other methods.

The primary milestone for the next generation of IoT devices is to become
imperceptible to users, requiring no battery replacements or periodic mainte-
nance. IoT nodes must work seamlessly in the background, freeing users from
having to be conscious of them, similar to how anti-lock braking systems (ABS)
works in cars or how solar lights turn on and off automatically in smart cities.
However, there are several challenges that need to be addressed for the IoT to
reach its full potential. Here are some of the main challenges [1.4, 1.5, 1.6]:

• Security: One of the biggest challenges for the next generation of IoT will
be to ensure the security of devices and data. As more and more devices
are connected to the internet, there will be a greater risk of cyber-attacks
and data breaches.

• Interoperability: A significant challenge is the lack of standardization be-
tween the wide variety of devices and technologies that are part of the IoT
ecosystem, and ensuring that they can communicate and work together
seamlessly.

• Privacy: The data collected by IoT devices can be highly sensitive and
personal. With the growing amount of data being collected and analyzed
by IoT devices, privacy concerns will become more critical than ever. Users
will need to have control over their data and be confident that it is being
handled securely and ethically.

• Scalability: The next generation of IoT will involve billions of devices and
systems, which will require a scalable infrastructure and data processing
capabilities.

• Reliability: IoT devices must be reliable and usually be capable to operate
effectively in harsh conditions such as extended sun exposure or varying
weather, without experiencing malfunctions or failures.
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• Complexity: The IoT ecosystem is highly complex, with many different
devices, protocols, and technologies involved. Managing this complexity
and ensuring that the IoT is easy to use and deploy is another challenge.

• Energy Efficiency: Many IoT devices are powered by batteries or other
limited power sources, and optimizing their power consumption to extend
their battery life is a major challenge. Devices will need to be designed to
be energy-efficient and powered by sustainable sources.

• Cost: The cost of IoT devices and systems can be a barrier to adoption,
especially in developing countries. To overcome this challenge, IoT tech-
nology needs to be made more affordable and accessible to everyone.

Great scientific efforts, both in public and private sectors, are underway to
tackle each of these challenges. Although many of them are interconnected,
each one of these challenges belongs to different fields and deserves its inde-
pendent research line. For instance, while privacy must be addressed from the
ethical-legal field, security must be addressed through engineering with robust
communication protocols, and the optimal way to address interoperability is
through standardization bodies. Addressing all of them in the same work would
be an impractical and arduous task. Furthermore, it is crucial to acknowledge
that a comprehensive solution must account for the interplay between hardware
and software, as hardware alone cannot achieve its full potential without the
support of suitable software measures.

There is currently a wide range of devices and communication protocols
designed specifically for IoT (e.g. MQTT, CoAP, XMPP LoRa, ZigBee, NB-
IoT, Z-wave, etc). These protocols are intended to handle a large number of
nodes ensuring compliance with the aforementioned requirements, while the
devices are optimized to consume minimal amounts of energy. Unfortunately,
in many cases, some of the requirements can only be met by sacrificing others,
such as reducing energy consumption [1.7] [1.8].

Despite continuous efforts to optimize transceiver power consumption, the
power consumption of these devices remains orders above what is required to
make them unnoticeable to users. Reducing energy demand below one mil-
liampere is not an easy goal and is a crucial requirement to give a boost to the
next generation of IoT devices. To reach this milestone, the hardware design
must be approached from a completely different perspective. This is where the
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work presented in this dissertation focuses.

1.2 Rationale of the research

Consumption, range, and data rate are the three immovable pillars that govern
wireless communications. Improving the performance of any one of them always
involves, at least, sacrificing one of the other two. This trade-off must always
be tailored to meet the requirements of each specific application.

The use of optimized radio frequency (RF) modulations, adjusting active
operation cycles, or biasing the circuit below the standard voltage are just some
of the techniques used to deal with the aforementioned trade-off, improving one
of the three properties while minimizing the negative effect on the others. Even
so, the margin of action is limited, especially with commercial hardware.

In order to provide a clearer visual representation of the problem, Figure
1.1 depicts the coverage of the main commercially available wireless technolo-
gies as a function of their power consumption. Two primary categories can be
distinguished based on their power consumption: active and passive. Active
transceivers cover the vast majority of technologies, starting from consumption
levels of 10 mA and upwards. These consumption levels require the use of
batteries in prototypes, increasing their manufacturing and maintenance costs.
However, they are the only ones capable of providing long-range wireless commu-
nications and high data rates. Passive transceivers, on the other hand, operate
in the range of µA, allowing devices to be powered using energy harvesting
techniques or using alternative energy storage systems such as supercapacitors.
The most common technology operating under this principle is Radio Frequency
Identification (RFID) [1.9].

At first glance, we can observe that there is currently no commercial tech-
nology available to achieve wireless communications over tens or hundreds of
meters while maintaining power consumption in the range of µA. This capabil-
ity is an indispensable requirement for a subset of the next generation of IoT
devices.

The work of this thesis focuses on the study of backscattering communica-
tions based on LoRa wireless technology for low-power, long-range links as an
alternative to the recently exposed challenge. The backscattering communica-
tion is the basis of RFID and consists of reflecting RF waves instead of directly
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Figure 1.1: Current consumption as a function of read-range for different wire-
less technologies.

radiating them, reducing the consumption of the device by several orders.
RFID and backscattering communications have been limited to a few meters

for several decades. However, with the advent of new, more complex modula-
tions, such as spread spectrum, it has become possible to decouple backscatter-
ing communications from conventional RFID, which have historically relied on
dedicated readers. This development has opened up a wide range of possibili-
ties and led to very promising results. In the following chapter, backscattering
communications will be thoroughly discussed.

The objective of this work is to explore the use of backscatter communica-
tions based on LoRa wireless technology as a solution to the aforementioned gap
within current available wireless technologies, providing a long-range low-power
new wireless technology. This thesis aims to conduct a comprehensive review
of the most significant contributions in the design of low-power, long-range
backscattering systems. Subsequently, it seeks to make its own contribution in
this field by designing a long-range low-power tag and validating its viability in
real-world applications. Therefore the main objectives are:
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1. Introduce the basic principles behind backscatter communications and
LoRa wireless technology, highlighting the advantages of LoRa over other
modulations such as WiFi, Bluetooth, or ZigBee.

2. Design and implement the tag front-end to maximize the backscattered
power and, consequently, the range, but always maintaining the low power
consumption constraint.

3. Propose the modulation scheme for the tag and a protocol for establishing
the uplink communication, leveraging the key features of LoRa.

4. Evaluate the performance of the proposed tag in diverse applications
within the medical, internet of things, and localization fields, thus val-
idating its viability for future commercial applications.

1.3 Structure of the dissertation

After a brief introduction to IoT, where the main challenges in this field have
been exposed, and the scope and objectives of this work have been focused, the
structure of the dissertation can be introduced, as well as the topics that will
be addressed in each chapter. The document is organized as follows:

• Chapter 2 begins with a historical introduction about the discovering and
evolution of the backscattering technique, followed by a general review of
its most important application fields: radar and RFID. Subsequently, a
comprehensive review of the most relevant contributions to the design of
bistatic backscatter communication systems is presented, covering both
dedicated and ambient configurations.

• Chapter 3 focuses on conducting a theoretical review of the basic princi-
ples on the backscattering of electromagnetic fields. To achieve this, the
fundamental theory of radar and antennas is reviewed. Furthermore, the
basic principles of RFID are also reviewed to mathematically justify the
effect of load switching on the antenna termination.

• Chapter 4 addresses all the work carried out regarding the design and im-
plementation of the backscattering tag. In this chapter, various topologies
for the front-end design of the tag are discussed, along with two different
modulations and communication schemes based on LoRa backscattering
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for transmitting the information from the tag. Furthermore, an introduc-
tion to LoRa modulation is made to expose the advantages and reasons
for its use compared to other modulations. The following chapters present
three different applications based on the LoRa backscattering technique
described here.

• Chapter 5 studies the application of the backscattering technique in the
field of localization. The proposed solution consists in a low-resolution lo-
calization system that leverages the low-power consumption of the backscat-
tering tag and the high range provided by LoRa-based backscattering
systems. System overview, proof of concept, and comparison over other
localization systems are provided.

• Chapter 6 proposes the design of an implanted device using the backscat-
tering technique to establish wireless communication. This chapter focuses
on studying the feasibility of using LoRa backscattering communications
in high attenuation media, which is the case of the body.

• Chapter 7 presents the design of a smart mask that takes advantage of
the low power of LoRa backscattering to implement the wireless commu-
nication. The mask integrates a dual-heat sensor capable of accurately
measuring body temperature. Additionally, a simple localization system
is proposed to determine whether the user wearing the smart mask has
entered or exited a building.

• Chapter 8 presents the final conclusions of the thesis.
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Chapter 2

Background of backscatter
communication

2.1 Discovery and evolution

Backscattering communications have a long and interesting history that dates
back to the early days of radar in the 19th century. By then, James C. Maxwell
had already published his work "A Dynamical Theory of the Electromagnetic
Field" [2.1], establishing the theoretical foundations of electromagnetic waves:
Maxwell’s equations. Maxwell’s work was the culmination of a set of evidences
presented by scientists such as Hans Christian Orsted, André-Marie Ampère,
and Michael Faraday during the 18th century that suggested a link between
electricity and magnetism. Faraday showed that electricity could influence the
behavior of a magnet and vice versa, planting the seed for Maxwell’s work. The
scientific community had been skeptical for more than a decade about the idea
of Maxwell’s fields until his theory was proven in 1888 by Heinrich R. Hertz
[2.2]. By the end of the 18th and early 19th centuries, wireless communica-
tions were becoming a reality thanks to the work of Hertz himself, Aleksander
Popov, Nikola Tesla, and Guglielmo Marconi with the creation of the first Morse
code transceivers. In the first decade of the century, the work of Ernst F.W.
Alexanderson and Reginals Fessenden made the first radio broadcast[2.3] and
amplitude modulation possible. At the dawn of World War I, wireless commu-
nications were still in the beginning stage and the main method of communi-
cation was wired. However, after the incessant destruction of communication
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lines, they soon realized the great advantage of wireless communications, and
the 4 years of conflict were vital for the improvement of radio communications.
The invention of the vacuum tube in 1904 by physicist John Ambrose Fleming
[2.4] and its subsequent industrial production in 1916 allowed radio transceivers
to be miniaturized and integrated into planes, cars, and boats. By 1918, with
the end of the war, two-way radio communications and radio broadcasting were
already a reality.

After the war, the study of electromagnetic fields was booming, and an-
other major breakthrough was on the horizon: radio detection and ranging
(radar). Years earlier, while attempting to prove Maxwell’s theoretical work,
Hertz discovered that radio waves were affected by metal objects and experi-
mented with reflectors to observe this effect. The reflection of radio waves is
known as backscattering, and it was the foundation for subsequently developing
radar. Later, in 1904, Christian Hülsmeyer delved into Hertz’s observations,
determining that reflected radio waves could be used to detect distant metal
objects, and he patented a naval detection system. The system, a predecessor
to radar, did not attract much attention at the time. In 1917, Nikola Tesla es-
tablished the theoretical principles of modern radar. In the 1930s, the pre-war
environment in the face of the threat of World War II caused several countries
to begin developing radar in parallel. The current radar model was created
in 1935 in England by Robert Watson-Watt. However, Germany, the United
States, Japan, and the Soviet Union developed their own radars in parallel, pri-
marily for military purposes, such as Freya, Wurzburg, and SCR-268/270. With
the outbreak of World War II, radar evolution progressed rapidly, driven by the
war. The main problem with radar at that time was that it could not differenti-
ate between enemy and allied targets. To solve this problem, the backscattered
radar signals began to be modulated, giving rise to identification friend or foe
(IFF) transponders. The race against time to win the war allowed for an in-
crease in operating frequency, surpassing the pre-established barrier in the VHF
band and giving rise to the first microwave radars. The main advantages of the
frequency increase were the reduction in antenna size and the increase in preci-
sion due to narrow beam widths. One of the most important microwave radars
was the SCR-584 [2.5]. After the war, although the development of radar slowed
down, new advances such as the monopulse tracking radar, phased-array radar,
synthetic-aperture radar (SAR), and pulse Doppler radar continued [2.6].
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In 1945, the Second World War came to an end, marking the start of a new
era: radio-frequency identification (RFID). American inventor Leon Theremin
created a completely passive listening device to spy on the Soviet Union. Al-
though this device was not an identification tag but an audio modulation de-
vice, it is considered the predecessor of RFID because of its complete passivity,
much like RFID tags. Three years later, in 1948, Harry Stockman published
his work "Communication by Means of Reflected Power" [2.7], which examined
the theoretical basis of communications through backscatter. In his conclusions,
Stockman stated the following:

-Evidently considerable research and development work has to be done before the

remaining basic problems in reflected-power communication are solved, and before the

field of useful applications is explored.-
Harry Stockman

As expected, without any apparent military applications, it took more than
two decades for several companies to show interest in RFID. However, the devel-
opment of RFID was already underway. In 1964, Roger F. Harrington presented
a general formulation for electromagnetic backscatter in his work "Theory of
Loaded Scatters" [2.8]. From 1970, the number of academic contributions in
the field of RFID skyrocketed, and private entities began to show interest in
the potential applications of RFID tags in fields such as transportation, in-
ventory control, animal tagging, and personnel control. Mario W. Cardullo
officially patented the first RFID tag with rewritable memory in 1973. Shortly
thereafter, in 1975, scientists Alfred Koelle, Steven Depp, and Robert Freyman
presented a notable contribution titled "Short-Range Radio-Telemetry for Elec-
tronic Identification Using Modulated Backscatter" [2.9]. It described a simple
and cost-effective electronic identification system capable of operating at dis-
tances of tens of meters, encouraging large-scale commercialization of RFID.
By the end of the 20th century, millions of RFID tags were being used around
the world [2.10]. It is worth mentioning that the evolution of RFID, like much
of electronics, can be attributed to the invention of the transistor by William
B. Shockley, John Bardeen, and Walter Brattain in 1948 and its subsequent
evolution into field-effect transistors [2.11].

Currently, the field of backscattering continues to generate a lot of interest,
not only for further improving existing technologies such as radar and RFID but
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also for developing modern backscattering communications. In the 21st century,
scientific efforts have focused on addressing two of the main limitations of RFID:
the imperative use of dedicated readers and the limited communication range,
which had long been restricted to few meters. In 2013, Joshua R. Smith et al.
from the University of Washington presented their work "Ambient Backscatter:
Wireless Communication Out of Thin Air" which proposed a communication
system powered solely by RF signals from the environment. This breakthrough
removed the first limitation of RFID, the need for dedicated readers. Over the
last decade, researchers have successfully studied the use of various ambient
signals as a carrier source and decoding backscatter communications using non-
dedicated receivers. In 2017, the second limitation of RFID and backscatter
communications was finally overcome with the introduction of the first long-
range backscatter communication system based on LoRa signal reflection, with
a maximum range of nearly half a kilometer [2.12]. Today, the system has been
further improved to enable communication at distances of over 1 kilometer [2.13].
Figure 2.1 depicts the key discoveries and significant events in the evolution of
backscatter communications.
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Figure 2.1: Cronologic evolution of RF backscattering
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2.2 State of the art

This section provides a comprehensive overview of the latest research and de-
velopments in backscattering communications (BackCom). BackCom systems
consist of three essential components: a carrier transmitter, a backscatter (mod-
ulator), and a backscatter receiver. These systems can be categorized based on
various criteria such as topology, application, power requirements, or modula-
tion. One commonly used method for differentiation is based on the transmitter-
receiver topology: monostatic or bistatic. Figure 2.2 illustrates the classifica-
tion of main BackCom systems and sets a guideline for the structuration of
this section. Accordingly, the first and second subsections will cover monostatic
backscatter communication systems (MBCS) and bistatic backscatter commu-
nication systems (BBCS), respectively. BBCS will be analyzed more extensively
than MBCS, since the actuation field of this work focuses on this system archi-
tecture. Finally, the LoRa backscatter systems proposed in the literature will
be evaluated in more detail in the last section.

Figure 2.2: BackCom system categorization.
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2.2.1 Monostatic backscatter communication systems

Monostatic BackCom architectures integrate both carrier source and backscat-
ter receiver in the same device, by definition called a transceiver1, but usually
known as a reader. Co-locating the carrier source and backscatter receiver intro-
duces an undesired self-interference to the system leading to what is known as
doubly near-far problem2, limiting the communication range and adding extra
complexity to the reader design. To cope with this problem, active cancella-
tion techniques are required, increasing the cost of the reader [2.14]. Moreover,
in MBCS signals suffer from a round-trip path loss (source-to-tag and tag-to-
receiver) causing the signal-to-noise ratio (SNR) at the receiver to drop with
the fourth power of the reader-to-tag distance [2.15]. When the tag is far from
the reader, this particular loss translates into higher energy outage probabilities
and a lower backscattered signal strength [2.16], reducing the reader coverage.

The main backscattering technologies that employ monostatic architectures
are radar and RFID. Although both work on the same principle (obtain informa-
tion from backscattered signals), there are significant differences between them.
The main purpose of radar is to detect and track nearby objects without the
need to add transponders to the target. In radar systems, the backscatter signal
is not actively modulated, and target identification depends entirely on its radar
cross-section (RCS). On the other hand, RFID involves adding a transponder3,
commonly referred to as a tag, to specific objects. These tags modulate the
backscattered signal by altering one or several of its physical properties (am-
plitude, frequency, or phase) in order to send data to the reader. Figure 2.3
illustrates an MBCS for both radar and RFID applications.

Although neither RFID nor radar are the main focus of this thesis, there are

1Transceiver: Device that can both transmit and receive signals for communication or
detection purposes. In RFID is commonly referred to as a "reader". A Radar is a transceiver.

2The doubly near-far problem is a problem in wireless communication systems where a
strong interferer signal causes the receiver to adjust its gain and sensitivity level, making it
difficult to detect a weaker signal that arrives at the same time or shortly afterward. This
problem occurs when the ratio between the power of the stronger and weaker signals is similar
to the ratio between the power of the stronger and weaker noises in the channel. In such
cases, the receiver may reduce its gain to avoid distortion from the strong signal, but this
also reduces the ability to detect the weaker signal. This problem can occur in many types of
wireless communication systems, including cellular networks, satellite communications, and
RFID systems.

3Transponder: Device that emits a signal in response to another receiving signal. In RFID
is commonly referred to as a "tag".
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many similarities in the design of transponders, sensing techniques, modulation
schemes, applications, and energy harvesting techniques that make it important
to provide a general review of these sibling technologies. Such a review can lead
to insightful ideas that are of particular interest for the development of this and
future research.

Figure 2.3: Monostatic backscatter communication systems topology.

2.2.1.1 Radar-based systems

Research within the field of radar often focuses on enhancing transceivers ca-
pabilities, such as range and resolution, through the integration of cutting-edge
components, the design of new topologies, or the implementation of more ad-
vanced signal-processing algorithms. While these research fields are beyond
the scope of this thesis, there is a growing area of research within the radar
field aimed at increasing the detectability of radar targets through the use of
reflectors and active transponders.

Several contributions in the literature propose to extend the primary de-
tection capabilities of radars by providing targets with backscattering-based
transponders [2.17][2.18][2.19][2.20]. The tag establishes an uplink towards
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radar to share data, such as an identifier or sensor value. Radars are used
in a wide range of fields, and the most common ones can be classified into two
main categories: continuous wave radar and pulsed radar. Among the most used
ones we can find the frequency-modulated continuous wave (FMCW) radar, syn-
thetic aperture radar (SAR), and moving target indication (MTI) radar. The
work in [2.21] presents a mathematical model that can simultaneously image,
localize, and establish one-way uplink communication between tagged objects
and the radar using backscattering transponders. The proposed system employs
SAR techniques and offers several advantages, including tag-vs-clutter discrim-
ination, multiple access among tags, and improved SNR in localization. Similar
contributions are presented in [2.22][2.23]. With the relentless increase in the
operating frequency of radars, transponder design for X-band [2.24], Ku-band,
K-band, Ka-band[2.25], and mmWave-band [2.26] has generated great interest.
High available bandwidth at millimeter wave band is favorable for high resolu-
tion ranging.

FMCW radars are widely used in the automotive industry to enable ad-
vanced driver assistance systems (ADAS). Radars excel at detecting metallic
objects; however, their performance is poor when it comes to detecting pedes-
trians or objects made of other materials like plastic or wood. For this reason,
there is a growing research effort to increase the detectability of vulnerable tar-
gets that go unnoticed by automotive radars. [2.27] presents a microdoppler
tag based on the signature of rotating backscatters, allowing the target to be
detected in presence of strong clutter. In contrast to conventional active load-
modulated transponders, this one is based on a rotating reflector. Recently, a
double-antenna backscattering transponder has been proposed in the literature;
this device can be used to generate spoofing attacks on FMCW vehicle radars
[2.28], establish inter-car communication (e.g., turn lights on, car stopped, car
in reverse, etc.) [2.29], and increase the detectability of vulnerable objects such
as pedestrians, cyclists, road workers, and, more recently, scooter riders, par-
ticularly in urban areas [2.30]. The transponder includes an amplifier between
both antennas to increase its RCS, and has been designed to operate in the 24
GHz band using both a pair of 7-element series-fed array antennas or a pair of
patch antennas with two dielectric lenses.

Beyond the automotive sector, this tag-radar architecture is also considered
in other fields of application. Ground penetrating radars (GPR) are used, among
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other purposes, to measure soil moisture. The main disadvantage is that the
radar must be close to the ground or even in contact with it. Some studies have
presented a hybrid system with backscattering tags to overcome this drawback
[2.31][2.32]. Also in the medical field, various radar-based systems, such as CW
Doppler and FMCW radars, are being studied to monitor respiration and vital
signs with backscattering tags [2.33][2.34]. Moreover, a similar configuration is
used in [2.35] to implement an indoor localization system using an impulse radio
ultra-wideband (IR-UWB) radar with low-power tags.

2.2.1.2 RFID-based systems

Parallel advancements in the design of both readers and tags have driven the
progress of RFID technology. The main research lines have focused on enhancing
techniques for processing the backscattered signal, enhancing reader sensitivity,
reducing manufacturing costs, increasing the amount of data encoded/stored by
the tag, and exploring new applications. These research lines have been crucial
in advancing RFID technology, making it more efficient and cost-effective, and
expanding its potential uses in various fields. Beyond identification, RFID is
currently used for diverse applications such as sensing, localization, and authen-
tication. Healthcare [2.36], agriculture [2.37], transportation [2.38], and retail
[2.39] are some of the main fields where RFID is used; however, the implemen-
tation fields of RFID are countless. For instance, in [2.40], RFID technology
is evaluated as a system to study the behavior of bees. In recent years, RFID
sensors based on polymers and nanomaterials have gained a lot of interest due
to their capability to measure a wide variety of physical parameters such as tem-
perature, humidity, pH, pressure, gases, biological compounds, and mechanical
stress [2.41]. Figure 2.4 shows an example of an RFID sensor.

One of the main advantages of RFID technology and the reason for its
widespread adoption in countless applications is the low cost of tags. With
the desire to reduce definitively the consumption of the tag to zero, chipless
technology emerged, completely eliminating any type of electronics in the tag.
Nowadays, RFID tags can be classified into two major groups: chipped and chip-
less. The former is the most commonly used in the commercial field, and its
development is mainly driven by the private sector. Chipped tags can be classi-
fied according to several criteria, such as the frequency band where they operate
(LF, HF, UHF, MW), power source (active, semi-passive, or passive), genera-
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Figure 2.4: Capacitive RFID sensor diagram.

tion and performance of the integrated circuit (IC) (Higgs, Monza, UCODE,
NTAG, etc.), or communication field (near-field or far-field).

On the other hand, chipless tags, technology that seeks to eliminate tag
consumption entirely, are mainly classified by the domain where data is en-
coded: frequency domain, time domain, spatial domain, or hybrid systems. In
each of these subgroups, there exist several data codification techniques. The
frequency domain is the first and most studied system in chipless literature, fol-
lowed by the time domain. In the former, the most common technique consists
of encoding information in frequency peaks through resonators [2.42], while in
the latter, data is usually encoded by means of delay lines [2.43][2.44]. Hybrid
systems appear to cope with the encoding capacity limitations of the aforemen-
tioned techniques and consist of encoding information using two or even three
domains, for example, acting on frequency and time delay of the backscattered
signal simultaneously [2.45][2.46]. The spatial domain, also known as the image
domain, differs substantially from the others, as the tag’s information is ex-
tracted by scanning the tag by sections [2.47]. This technique heavily depends
on the resolution of the reader and is therefore usually only used at frequencies
above 10 GHz. Figure 2.5 shows the classification of RFID transponders.

In 2006, a significant breakthrough in transponder side design was achieved
with the introduction of the Wireless Identification and Sensing Platform (WISP).
This innovation resulted from a collaboration between Intel Research Seattle
and the University of Washington [2.48]. Prior to the development of WISP,
RFID tags were limited to being non-programmable black boxes, preventing
researchers from conducting experiments with them. WISP revolutionized the
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Figure 2.5: RFID transponder classification.

field by introducing the first battery-free embedded transponder that integrated
an MSP430 microcontroller, enabling it to be read and powered by commercial
UHF readers. Over time, the WISP has undergone substantial enhancements,
improving its performance and incorporating various low-power sensors capa-
ble of operating solely on harvested energy from RF signals and ambient light.
Figure 2.6 illustrates the latest version of the WISP device released in 2022
[2.49].

Another important branch of RFID is Near-Field Communication (NFC)
technology. The typical operating frequency of NFC is 13.56 MHz, within
the high frequency (HF) band. Unlike conventional RFID, NFC uses inductive
coupling as a means of communication and energy transmission, limiting the
communication range to a few centimeters. NFC devices use coil antennas
to concentrate the magnetic field and maximize the coupling between the two
devices. The most well-known application of NFC is contactless cards, initially
for bank cards, but nowadays also used in identification cards such as national
identity documents or public transportation cards.

The recent integration of this technology into smart devices has encouraged
the development of passive NFC tags in a wide range of fields, opening the door
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Figure 2.6: Wireless identification and sensing platform (WISP) version 6.0
[2.49].

to NFC sensors [2.50]. Some of the most recent contributions in the literature
propose novel applications such as a battery-less bicycle tire pressure sensor
based on a force-sensing resistor [2.51], a flexible epidermal NFC tag for sensing
sweat [2.52] and a battery-less NFC potentiostat for measuring glucose strips
and other electrochemical Point-of-Care sensors [2.53].

2.2.2 Bistatic backscatter communication systems

In contrast to MBCS, in bistatic architectures carrier source and backscatter
receiver are deployed separately as described in figure 2.7. BBCS adds certain
advantages to the system compared with MBCS, reason why it has recently
been adopted as the architecture for next-generation long-range backscattering
systems. Individual design of the carrier source and the backscatter receiver
reduces their complexity, and consequently their cost. In most scenarios, losses
in BBCS systems never reach the round-trip path loss. Only when the tag is
equidistant from the transmitter and the receiver, the system will exhibit the
same losses as in the monostatic configuration. However, considering that the
tag does not have a static location, in most cases, it will not fulfill the afore-
mentioned condition. Moreover, the doubly near-far problem can be mitigated
by dislocating the carrier source and backscatter receiver, and even more, de-
ploying multiple carrier sources, allowing far targets to harvest enough energy
from nearby power beacons to reach the minimum required power level at the
backscatter receiver. The strategic placement of carrier emitters can greatly
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enhance the coverage of the system [2.54].
However, compared with its monostatic counterpart, dislocating carrier source

and backscatter receiver introduce a new problem to be addressed: a car-
rier frequency offset (CFO) between the source and the receiver. This miss-
synchronization severely affects the system throughput [2.15] and is especially
problematic for low-data rates communications. Historically, periodogram or
preamble techniques have been proposed to compensate for the CFO problem
[2.55]. However, more recent research proposes a novel interface cancellation
scheme for BBCS that does not suffer from CFO, avoiding the long processing
times that periodogram techniques can require in some scenarios [2.56].

Within BBCS there are two major groups: those that require a dedicated
deployment, and those using ambient signals from legacy devices, also known
as ambient backscatter communication (AmBC) systems. Subsequently, an
overview of the principal contributions in both fields will be examined.

Figure 2.7: RFID transponder classification.

2.2.2.1 Dedicated carrier-based system

Despite the appeal of using ambient signals as a carrier and power source for
backscatter communications, this configuration is not always feasible, especially
in areas with little or no coverage, such as high mountain zones or garages.
Dedicated carrier-based systems can not only cope with these situations, but
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may even be a preferable option over AmBC systems to meet certain coverage,
reliability, and performance requirements. In contrast to AmBC, where trans-
mitters are fixed in specific locations, the use of a dedicated carrier source adds
control over an extra variable in the system design, the transmitter, which re-
sults in several advantages. Carrier source location can be carefully determined
as a function of the environment to maximize system performance, and multiple
carrier sources can be deployed, providing coverage to dead zones, which would
be impossible with a single carrier source. In addition, the use of dedicated
carrier sources gives control over parameters such as the output power and car-
rier modulation, avoiding the problem of modulating the tag information onto
already modulated and time-varying signals, making it easier for the receiver to
decode the information.

BBCS based on multiple dedicated carrier sources (also called power bea-
cons), has been extensively studied in the literature to increase system coverage
[2.57]. The placement of carrier sources is not trivial, and an appropriate ar-
rangement can maximize the guaranteed coverage distance (GCD) [2.54]. Ad-
ditionally, by using multiple carrier emitters, transmitted power can be reduced
by a factor of 50 [2.58]. A recent contribution proposes the addition of an
intelligent reflecting surface (IRS) to assist tag-to-reader backscatter communi-
cation: phase changes introduced by the IRS are addressed by implementing a
miniaturization-maximization algorithm, and a multiple-tag scenario is consid-
ered [2.59].

While there is plenty of research work successfully addressing the main
challenges of BBCS through novel coding schemes, multi-antenna techniques,
anti-collision protocols, channel modeling, and so on, the implementation of
these systems with dedicated devices typically needs to be done from scratch
on general-purpose equipment like FPGAs. This approach can be expensive
and discourages large-scale commercial adoption. As a result, some contribu-
tions propose hybrid systems compatible with existing wireless modulations and
commodity receivers but still employing dedicated carrier sources, starting the
transition to ambient backscattering architectures. Some of the most relevant
contributions of BBCS based on dedicated carrier emitter have been summarized
in Table 2.1.

A WiFi BBCS is presented in [2.60]. In the proposed system, a dedicated
carrier source emits a frequency tone that the backscatter transponder uses
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to directly synthesize 802.11b packets, later demodulated by commodity WiFi
receivers. The idea was tested experimentally with an FPGA, and power con-
sumptions were simulated with the design of an application-specific integrated
circuit (ASIC). The results stated a power consumption of 14.5 µW and 59.2
µW for 1 Mbps and 11 Mbps data rates, respectively. A comparable imple-
mentation, which is compatible with standard Bluetooth receivers, is outlined
in [2.61]. The proposed backscatter tag effectively synthesizes BLE advertise-
ment packets (unidirectional uplink communication) from a CW carrier signal.
The backscattered BLE packets are indistinguishable from those generated by
a BLE transmitter, maintaining the same channel, modulation scheme, and
packet structure, and neither hardware nor firmware alterations are required to
enable commodity BLE devices to demodulate the backscattered signal. The
experimental results demonstrate communication ranges of up to 9.4 m with a
data rate of 1 Mbps, providing performance similar to that of active BLE radios
but with a power consumption significantly lower.

Likewise, the abovementioned system design can be extrapolated to many
other modulations such as ZigBee (802.15.4)[2.62] or LoRa [2.63][2.64]. LoRa,
which stands for Long-Range, is a widely adopted wireless technology in the
Internet of Things (IoT) that utilizes chirp spread spectrum (CSS) modulation
to encode information. CSS modulation offers several advantages, including
high resilience to interference and high processing gain, resulting in extended
communication ranges. As a result, backscatter communications based on this
modulation leverage these properties to enhance the coverage of the backscat-
tering system. Research studies such as LoRea [2.63], LoRa Backscatter [2.64],
and Full-Duplex LoRa Backscatter [2.65] report communication ranges of up to
3.4 km, 2.8 km, and 92 m, respectively, under specific conditions such as the tag-
to-transmitter distance, the gain of the antennas, the power of the transmitter
and the type of scenario (indoor/outdoor).

As research tends to use ubiquitous commodity devices either in dedicated
or ambient BBCS, the line that distinguishes both groups becomes blurred.
Finding a classification criterion that applies to any backscattering system seems
difficult, if not impossible. Some works consider any architecture with no control
over the transmitter as ambient BBCS, such as those based on TV or FM
carriers. On the other hand, others consider any system that does not require the
deployment of dedicated transceivers as ambient BBCS, such as those based on
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ubiquitous commodity transceivers. It should be noted that the main difference
between these two groups is the control over the carrier signal. In this work,
any architecture in concordance with the second definition has been considered
an ambient BBCS and assessed in the following section. Table 2.1 summarizes
the stated features of most relevant contributions in dedicated BBCS found in
the literature.

Performance

Ref Year Carrier Receiver Consumption Throughput Tag-Rx

[2.57]
[2.58]
[2.15]

2012
2013
2014

Frequency Tone
(867 MHz)

Custom
(SDR:USRP) n/a 1 kbps

134 m
(Tx: 13 dBm)

[2.61] 2015 Frequency Tone
(2.4 GHz)

Commodity
(BLE)

28 nW (FE)
Ctrl(FPGA) 1 Mbps 9.4 m

[2.55] 2015 Frequency Tone
(868 MHz)

Custom
(SDR:USRP-2) n/a 1 Mbps

150 m
13 dBm

[2.60] 2016 Frequency Tone
(2.4 GHz)

Commodity
(WiFi)

14.5 - 59.2
µW (IC)

1 Mbps -
11 Mbps

9.1 - 30.5 m

[2.62] 2016 Frequency Tone
(2.4 GHz)

Commodity
(ZigBee)

n/a
(FPGA) 250 kbps

20 cm
0 dBm

[2.64] 2017 Frequency Tone
(905 MHz)

Commodity
(LoRa: SX1276) 9.25 µW (IC) 18 bps -

37.5 kbps

237.5 m
(2.8 km,

Tx-Tag: 5 m)

[2.63] 2017
Frequency Tone

(CC2420)
(0.86-2.4 GHz)

Custom
(CC1310-868)
(CC2500-2.4)

70 µW (868)
650 µW (2.4)

2.9/197 kbps
(868/2.4)

3.4 km (868)
225 m (2.4)

[2.66] 2019
Frequency Tone

(USRP+UBX-30)
(900 MHz)

Custom
(USRP+UBX-40)

45.2 µW
(IC) 1 kbps n/a

[2.65] 2021
Frequency Tone

(ADF4351)
(900 MHz)

Custom
(Tx-Rx co-loc)
(SX1276+ADF)

(Receiver)
112 mW (30dBm)
3.04 W (4dBm)

366 bps -
13.6 kbps

103 m

Table 2.1: Comparison between the most relevant contribution in BBCS based
on dedicated devices.

2.2.2.2 Ambient carrier-based systems

Joshua R. Smith and Alanson P. Sample, the two main researchers in the WISP
project, conceived the idea of powering tags with energy harvested from am-
bient RF signals, thereby freeing the system from the imperative use of con-
ventional RFID readers. Despite the bulky antenna used in preliminary tests,
they successfully collected 60µW at a range of 4 km from a TV tower. As
a proof of concept, a commercial temperature and humidity sensor was pow-
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ered up [2.67]. Later, the harvesting sensitivity of the system was enhanced
allowing sensor node operation at a distance of 10.4 km from a TV transmitter,
and over 200 m from a cellular base transceiver station [2.68]. An important
milestone was reached in 2013 with the first ambient backscatter communica-
tion (AmBC) system presented by Smith et al. This innovative system enabled
inter-communication between several backscattering tags using TV transmis-
sions as the sole source of power, without the need for specifically deployed
transmitters or receivers. The proposed tags integrated a backscatter transmit-
ter and receiver allowing communication among them at distances up to 0.76
m with a predefined data rate of 0.1, 1, or 10 kbps [2.69]. Since then, research
on AmBC systems has gained momentum. In 2014, an improved version of
the backscatter transmitter and receiver, named µmo and µcode respectively,
were introduced in [2.70]. Proposed receiver (µmo) implemented a low-power
multi-antenna design to separate the noisy TV transmission from the backscat-
ter transmitter data, resulting in a 100-fold increase in data rate, from 10 kbps
to 1 Mbps, and an extended range up to 24 meters. On the other hand, for
the design of the µcode transmitter, a novel coding scheme that eliminates the
need for transmitter-receiver synchronization was proposed, thereby reducing
the complexity of demodulating tag information at the receiver side.

WiFi transmissions are also proposed as a potential technology to harness
backscatter communications. Nowadays, it is difficult to find an urban area
without WiFi networks. Smartphones, wearables, tablets, and laptops all inte-
grate WiFi capabilities, making it highly appealing to be used in AmBC systems,
not only as carrier emitters but also as receivers. First WiFi AmBC system was
proposed in [2.71]. The novel approach proposed a full duplex communication
capable of connecting RF-powered tags to the internet by means of commod-
ity WiFi devices. The uplink communication is implemented by modulating
the existent WiFi channel information, while the downlink communication is
implemented with the presence or absence of WiFi packets. Results stated a
communication range of up to 2.1 m and a data rate of up to 1 kbps. A similar
approach is presented by Ishizaki et al in [2.72]. The proposed system directly
harvests energy from the WiFi access point (AP), achieving a power of 30.8 µW

at a distance of 30 cm. The output power of the AP was set to 24 dBm. The
results state data rates of 5.5 kbps and 2.25 kbps at distances of 30 cm and 40
cm from the AP, respectively.
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Since then, many systems have been proposed to enhance the key prop-
erties of BBCS: consumption, throughput, and range. The trade-off between
these three parameters makes it difficult to achieve remarkable performance in
all three. Consequently, each contribution aims to enhance the system in con-
cordance with the application. In order to summarize all the ambient BBCS
available in the literature, Table 2.3 exposes the vast majority of contributions
made to date sorted chronologically. This table summarizes the results of each
work as a guide but does not pretend to be a comparison, since it wouldn’t
be faithful. The lack of standardization in the presentation of results makes it
difficult to compare systems since not all the test settings are stated. Maximum
communication ranges are highly dependent on the transmitter power and the
tag-to-transmitter distance. Throughput and BER can be drastically increased
and reduced, respectively, at the cost of increasing consumption or reducing the
distance. Carrier modulation affects the system’s performance. Unfortunately,
the before-mentioned settings are not always exposed in the contributions.

Systems implemented in FPGAs are often accompanied by the design and
simulation of an ASIC, yielding results in the range of several tens of µW . On
the other hand, systems implemented with commercial off-the-shelf (COTS)
components tend to fall within that range for analog modulations but quickly
scale up to several hundreds of µW for digital modulations ranging from few
bps to several Mbps. The vast majority of proposals present communication
speeds in the range of kbps. However, some contributions focus on maximizing
the speed ([2.73]: 11 Mbps, [2.74]: 10.61 Mbps) at the expense of sacrificing
power consumption, a consequence of using higher-frequency oscillators. On the
other hand, the communication range varies from 0.3 m [2.72] to 2.2 km [2.13].
However, this measurement is not very meaningful as it is usually obtained with
the tag placed very close to the transmitter. A more reliable characterization
would be to evaluate and report the maximum movement area of the tag. LoRa
technology-based systems stand out for achieving the highest communication
ranges. On the other hand, systems operating in the 2.4 GHz band, such as
those based on WiFi and Bluetooth, tend to excel in attaining higher data rates.
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Performance

Ref Year Carrier Receiver Consumption Throughput Tag-Rx

[2.72] 2011 WiFi
(2.4 GHz)

Commodity
(WiFi) 30.8 µW 5.5 kbps 0.3 m

[2.69] 2013 TV
(539 MHz) Tag4 0.79 µW (FE) 10 kbps 2.5 m

[2.70] 2014
TV & RFID

(539 &
915 MHz)

Tag (µcode) 8.9 µW
(µmo) 422 µW

(µcode) 1 kbps
(µmo) 1 Mbps

(µcode) 24.3 m
(µmo) 2.13 m

[2.71] 2014 WiFi
(2.4 GHz)

Commodity
(WiFi) 9.65 µW (FE) 1 kbps 2.1 m

[2.75] 2015 WiFi
(2.4 GHz)

Commodity
(WiFi)

3.15-15.75
µW

5 Mbps
(1 Mbps)

1 m
(5 m)

[2.76] 2016 WiFi
(2.4 GHz)

Commodity
(WiFi) n/a 100 kbps

(1 Mbps)
50 m
(8 m)

[2.77] 2016 WiFi
(2.4 GHz)

Commodity
(WiFi) 33 µW (IC) 300 kbps (LOS)

200 kbps (NLOS)
54 m (LOS)

32 m (NLOS)

[2.73] 2016 BLE
(2.4 GHz)

Commodity
(WiFi & ZigBee) 28 µW (IC) 2 Mbps

(up to 11 Mbps) 27.4 m

[2.78] 2016 WiFi & BLE
(2.4GHz)

Commodity
(WiFi & BLE) 45 µW (IC)

313.8 bps (WiFi)
45.8 bps (BLE)
48.7 kbps (FS)

4.8 m (WiFi)
4.4 m (BLE)
3.6 m (FS)

[2.79] 2017 FM
(88-108 MHz)

Commodity
(FM) 11.07 µW (IC) 3.2 kbps 18.2 m

[2.80] 2017 FM
(88-108 MHz)

Commodity
(FM) 313 µW 500 bps 2 m

[2.81] 2017 FM
(88-108 MHz)

Commodity
(FM)

0.677 mW
(2.838 mW )

50 bps
(2.5 kbps) 5 m

[2.82] 2017 FM
(88-108 MHz)

Commodity
(FM)

24 µW (1.2 V )
58 µW (1.79 V )

Analog
frequency

modulation

15 m (indoor)
26 m (outdoor)

[2.83] 2017
WiFi, BLE
& ZigBee
(2.4 GHz)

Commodity
(WiFi,BLE,
& ZigBee)

30 µW
60 kbps

15 kbps (multi) 42 m

[2.84] 2017
FM, TV&
Cellular

(88-900 MHz)

Custom
(SDR) n/a 158 bps 22 m

[2.85] 2018 FM
(88-108 MHz)

Commodity
(FM) 24 µW

FM mod
P-FSK (1 kbps)

S-BPSK (0.5 kbps)

15 m (indoor)
26 m (outdoor)

[2.86] 2018 Basestation Tag
(AM) 3.48 µW

n/a
(AM)

9.4 m (RF)
15.2 m (Light)

...

Table 2.2: Comparison of AmBC systems proposed in the literature (Part 1).

4Tag integrates both transmitter and receiver capabilities, allowing tag intercommunication
5Analog frequency modulation refers to a modulation technique where there is no digital

data. The signal varies based on a physical magnitude, such as a capacitive sensor. Analog
modulation cannot be directly compared to digital modulations in terms of bits per second
(bps). However, an approximate bps value can be extrapolated based on the resolution of the
analog demodulator receiver.

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



State of the art 33

Ref Year Carrier Receiver Consumption Throughput Tag-Rx

...

[2.87] 2018 WiFi
(2.4 GHz)

Commodity
(WiFi) n/a 50 kbps 14 m

[2.88] 2018 WiFi
(2.4 GHz)

Commodity
(WiFi)

14.2 mW
(FPGA) 200 bps

8 m
(tag-tag: 0.4 m)

[2.89]
[2.90]

2018
(2020)

WiFi
(2.4 GHz)

Commodity
(WiFi) 10 µW 4-40 kbps

8 m
(20 m)

[2.12] 2018 LoRa Gateway
(900 MHz)

Commodity
(LoRa) 220 µW

6.25 kbps (SF7)
97 bps (SF12)

300 m (SF7)
800 m (SF12)

[2.91]
[2.92]

2019
(2020)

WiFi
(2.4 GHz)

Custom
(SDR: USRP)

n/a
(FPGA) 700 kbps 0.6 m

[2.93] 2019
SDR

(WiFi, FM, TV)
(91-2400 MHz)

Commodity
(WiFi, FM, TV)

800 µW
50 µW (listen) 10 kbps

10 m (FM)
9 m (TV)

3.5 m (WiFi)

[2.94] 2020 LoRa
(900 MHz)

Custom
(SDR: USRP) 300 µW 9.9 - 121.4 kbps 71.4 - 225.6 m

[2.95] 2020 BLE
(2.4 GHz)

Commodity
(BLE)

n/a
(FPGA) 2.8 kbps 23 m

[2.96] 2020 BLE
(2.4 GHz)

Commodity
(BLE) 37 µW (IC) 16.6 kbps

25 m (indoor)
56 m (outdoor)

[2.97] 2020 WiFi
(2.4 GHz)

Commodity
(WiFi)

464 µW
32 µW (IC)

240 kbps (single)
246 kbps (multi) 21.3 m

[2.98] 2020 WiFi, BLE &
ZigBee (2.4 GHz)

Commodity
(WiFi, BLE
& ZigBee)

279 mW 278.4 kbps
28 m (WiFi)
22 m (BLE)

20 m (ZigBee)

[2.99] 2020 ZigBee
(2.4 GHz)

Commodity
(WiFi)

2 mW (FPGA)
38.7 µW (IC) 200 kbps 27 m

[2.100] 2020 LTE
(680 MHz)

Custom LTE Rx
(SDR: USRP)

>4.5 mW
158.6 µW

3.63 Mbps 97.5 m

[2.101] 2021 BLE
(2.4 GHz)

Commodity
(BLE) 2.03 mW (FPGA) 8.275 kbps (LOS) 20 m (LOS)

14 m (NLOS)

[2.102] 2021 WiFi
(2.4 GHz)

Custom &
Commercial

(SDR: USRP)
n/a 237.8 kbps 16 m

[2.103] 2021 WiFi
(2.4 GHz)

Commercial
(WiFi) 30 µW (IC) 500 kbps 30 m

[2.74] 2021 WiFi
(2.4 GHz)

Custom WiFi
(SDR: USRP) 30.2 µW (IC) 62.3 kbps -

10.61 Mbps
48.76 m

[2.104] 2021 ZigBee
(2.4 GHz)

Commodity
(ZigBee)

n/a
(FPGA)

13 kbps (LOS)
10.3 kbps (NLOS) 15 m

[2.13] 2021 LoRa
(433 MHz)

Custom
(SDR:USRP N210) 320 µW 120 bps 2.2 km

[2.105] 2021 LoRa
(900 mHz)

Custom
(SDR:USRP N210)

Receiver:
0.3 mW

39.5–199.4
kbps

50-200 m

[2.106] 2022 LoRa
(433 MHz)

Custom
(COTS design)

Receiver:
93.2 (IC) 19.6 kbps 180 m

[2.107] 2023 BLE
(2.4 GHz)

Commodity
(ZigBee) n/a 218 kbps (LOS)

204 kbps (NLOS)
24 m

20 m (BER<1%)

[2.108] 2023
LTE

(R&S SMBV100)
(486 MHz)

Custom
(SDR:USRP)

n/a
(Rasp. Pi) n/a 21 m (LOS)

Table 2.3: Comparison of AmBC systems proposed in the literature (Part 2).
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2.2.3 LoRa backscattering systems

This section provides a more specific review of backscattering systems based on
LoRa. Unlike Bluetooth and WiFi-based systems, LoRa signals are not as com-
mon nowadays. As a result, LoRa-based systems are often implemented with
dedicated transceivers. However, thanks to projects like Helium or LoRaWAN,
the deployment of LoRa gateways has experienced exponential growth in recent
years. Helium encourages the installation of LoRa gateways to provide coverage
for IoT nodes in smart cities. While most urban areas have a significant num-
ber of hotspots, coverage tends to decrease significantly in suburban areas. If
the number of LoRa gateways continues to increase, LoRa-based backscattering
systems may be able to operate without the need for dedicated transmitters.

A backscattering tag capable of synthesizing LoRa packets employing a
voltage-controlled oscillator is presented in [2.64]. This system uses a frequency
tone as a carrier source and a LoRa commercial receiver to demodulate the
backscattered signal. A harmonic cancellation mechanism is also introduced
to improve the spectral efficiency. The system has been implemented using
an FPGA and its power consumption has been simulated using Cadence and
Synopsis software toolkits. Alternatively, [2.109] proposes an IQ impedance
modulator to synthesize LoRa packets by modulating the phase of the reflected
wave instead of its instantaneous frequency.

Moreover, [2.12] presents the implementation of a backscattering tag that
uses LoRa ambient transmissions as a carrier source. In contrast to systems
based on unmodulated carrier sources, which do not require tag-carrier syn-
chronization, the tag proposed integrates a LoRa packet detection circuit to
synchronize the tag modulation with the intermittent LoRa ambient transmis-
sions. Tag achieves that by correlating the incoming signal with a predefined
up-chirp saved in its memory. The tag modulates the incident LoRa packets by
circularly shifting some of the symbols. An FPGA has been used for the tag
implementation. The backscattered signal has been demodulated with a USRP
SDR. Experimental results exhibit a maximum data rate of 6.25 kbps.

The above-mentioned systems shift the backscattered signal to an adjacent
channel to avoid the interference of the carrier. The work presented in [2.94],
modulates the tag information directly in the LoRa carrier band using a simple
On-Off keying (OOK) modulation. This work proposes a novel algorithm to split
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the carrier from the tag signal and allow super low power consumption on the
tag as a result of the low frequency required by the in-band OOK modulation.
The results state data-rates of up to 199.4 kbps, considerably higher than prior
works [2.12]. However, the proposed system requires an SDR to demodulate the
tag information.

A LoRa backscattering system with parallel decoding, which enables 101
parallel tag transmission, is presented in [2.13]. The tag integrates an envelope
detector to detect the presence of LoRa packets. The maximum stated range is
2.2 km under specific conditions (Bandwidth: 500 kHz, Transmitter power: 30
dBm, tag close to transmitter), however, the wake-up envelope detector circuit
limits the range of the tag to 104m away from the transmitter. Once more, all
the implementation relies on an SDR for the demodulation.

Prior works implement a LoRa packet detection by means of a cross-correlation
[2.12] and a moving average filter [2.94]. However, any of them can demodu-
late the LoRa packet payload. The work carried out in [2.106] copes with this
problem and outperforms the detection range with a maximum detection range
of 148.6 m in comparison to the 30.6 m and 42.4 m stated in [2.94] and [2.12],
respectively.

A full-duplex LoRa backscattering reader (monostatic architecture) is pre-
sented in [2.65]. The proposed implementation achieves 78 dB of self-interference
cancellation in a low-cost, long-range, and small-form-factor reader design, mak-
ing it suitable for integration into smartphones. The reader can demodulate
LoRa backscattered packets at distances up to 91.5 m and 15.3 m when the
transmission power is set to 30 and 20 dBm, respectively.

Many recent researches focus on improving the performance of LoRa backscat-
tering systems. However, many of them achieve it using innovative modulation
systems and demodulation algorithms implemented on general-purpose hard-
ware, such as FPGAs and SDRs. Nonetheless, it is challenging to find propos-
als implemented solely with commercial LoRa transceivers. Despite the recent
advances in the field, very few applications can be found leveraging the out-
standing properties of LoRa backscattering communications. An automatic ir-
rigation system based on LoRa backscattering is presented in [2.110]. In [2.65],
the authors introduce two brief proof of concepts to design a smart contact lens
and an aerial surveillance system for precision agriculture. However, the pro-
posed applications are barely developed. Moreover, a long-range cyclist sensing
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is presented in [2.111].
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Chapter 3

Theory of backscatter
communication

This chapter focuses on addressing the entire theoretical part regarding the
backscattering technique relevant to the work of this thesis. Thus, Section 3.1
begins with a brief introduction to radar cross-section. Section 3.2 deals with the
fundamental theory of antennas relevant in the field of backscattering. Finally,
Section 3.3 and Section 3.4 address the differential radar cross-section of the tag
and mathematically justifies the behavior of the backscattered signal due to the
load modulation.

45

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



46 Theory of backscatter communication

3.1 Radar Cross-Section

Objects naturally reflect impinging electromagnetic fields based on their radar
cross-section (σ), which depends on the object’s morphology, including its shape
and materials. A larger σ indicates that the target reflects more power back to
the source, while a smaller σ means that the target reflects less power back. The
σ determines the magnitude of the backscattered power in comparison to that
of an ideal sphere with a cross-sectional area of 1 m2. It should be noted that
the radar cross-section also depends on the incident angle. While σ of simple
geometric objects can be calculated theoretically, more complex targets require
a direct measurement or a simulation. Figure 3.1 shows the maximum radar
cross-section (σmax) for three different targets (sphere, flat plate, and corner)
along with an approximate 180◦ axial plane pattern to illustrate the differences
between them [3.1].

Figure 3.1: Radar cross-section representation for 3 different objects: sphere,
flat plate, and corner.
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3.2 Tag backscattered power

The concept of radar cross-section extends beyond the radar field and plays
an important role in any backscattering system. In contrast to the static σ of
radar targets (what can be considered a kind of intrinsic analog modulation),
backscatter transponders modulate their characteristic σ to encode digital in-
formation in the scattered signal. To achieve this, the reflection coefficient of
the transponder antenna is modulated by loading it with different impedances.
This technique is known as load modulation and is the basis of the RFID and
backscattering systems.

The theoretical basis behind antenna scattering has been extensively studied
in the literature by Green [3.2], Harrington [3.3], Kraus [3.4], Hansen [3.5] and
more recently by Balanis [3.6], Nikitin [3.7], Yen [3.8], and Bletsas [3.9], among
others. Typically, a combination of circuit and field theory is employed to
determine the scattered power of a loaded antenna.

The backscattered field can be divided into two main contribution modes
called the structural mode and the antenna mode. The structural mode occurs
due to the current induced on the surface of the antenna by the interaction
with an electromagnetic field. This mode is independent of the load impedance
and can be measured when the antenna is conjugate-matched, meaning that
maximum power is transferred to the load, leaving only the structural scattering
field. On the other hand, the antenna mode depends on the antenna load and
applies to any load other than the antenna complex conjugated. Therefore, part
of the energy is absorbed by the load, while another part is re-radiated by the
antenna due to the reflection caused by the impedance mismatch.

The equivalent circuit of a loaded antenna (or a tag) is depicted in Figure
3.2, where the antenna has been substituted with a Thevenin generator. This
method evaluates the antenna mode rather than the structural mode and it
is considered an accurate approach for modeling canonical minimum scatter-
ing (CMS)1 antennas [3.7], which are widely used in the UHF band. Despite
the inherent limitations of this approach, it can effectively determine the load-
dependent power backscattered by the tag [3.7].

In Figure 3.2, Za is the impedance of the antenna (Za = Ra + jXa), Zload

1A canonical minimum scattering antenna is defined as one that becomes ’invisible’ when
the accessible waveguide terminals are open-circuited [3.10].
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Figure 3.2: Equivalent circuit of a loaded antenna.

is the impedance of the load (Zload = Rload + jXload), V is the open circuit
voltage received by the antenna, and I is the current induced by the incident
electromagnetic field. In practice, not all power dissipated in the resistance
Ra is backscattered; instead, some of it is dissipated as heat in the antenna
(Ra = Rscatt + Rloss). However, assuming a lossless antenna (Rloss = 0), the
backscattered power Pa can be mathematically defined as follows:

Pa =
1

2
|I|2Ra =

|V |2Ra

2|Za + Zload|2
(3.1)

Likewise, the power delivered to the antenna termination (Pload) can also be
calculated. When the load impedance is not conjugate matched to that of the
antenna, the ratio of power delivered to the load or backscattered will depend
on the reflection coefficient at the antenna terminals, mathematically described
as:

Γ =
Zload − Z∗

a

Zload + Za
(3.2)

The Thevenin equivalent circuit does not consider the contribution of the
structural mode. Therefore, the field backscattered by the antenna, represented
as E⃗a, can be alternatively described in a more general notation, applicable to
any antenna, as follows:

E⃗a(Zload) = E⃗s + E⃗tagΓ (3.3)

where E⃗s is the structural mode, which is the term independent of the load,
and E⃗tag is the antenna mode (also known as tag mode). It can be noted
that when the antenna is matched with the complex conjugate impedance, the

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



Tag backscattered power 49

reflection coefficient is zero (Γ = 0), remaining only the structural scattering
field.

Let’s consider an impinging electromagnetic wave that generates a power
density at the specific location of the tag. The energy flux density of an electro-
magnetic field passing through a delimited surface is denoted as the Poynting
vector S⃗ (W/m2) and mathematically defined by the vector product of the elec-
tric E⃗ (V/m) and the magnetic H⃗ (A/m) field components (S⃗ = E⃗ × H⃗). As a
result of the product of two time-varying fields, the Poynting vector takes dif-
ferent values at different instants of time. This specific magnitude is known as
the instantaneous Poynting vector and is not particularly interesting in practice.
Therefore, it is typically integrated over a period of time to obtain an average
power density (S).

To calculate the average power density delivered by the carrier source to the
tag, an isotropic transmitter that uniformly radiates an electromagnetic field
over free space is considered. Power is distributed uniformly over the entire sur-
face of the sphere (Pt/4πr

2). In practice, isotropic transmitters do not exist and
the power density depends on the antenna’s radiation pattern (D(θ, ϕ)). How-
ever, by considering that the antenna’s maximum gain points towards the tag’s
coordinates, the power density at the tag can be mathematically determined by:

S =
PtGt

4πr2
(3.4)

where Pt is the transmitted power, Gt the gain of the transmitter antenna,
and r the distance between the transmitter and the tag. The ratio of the power
available at the terminals of the antenna (Pload) to the incident power density
(S) is an area Aeff coined as the effective area or effective aperture of the
antenna:

Aeff =
Pload

S
=

|V |2Rload

2S|Za + Zload|2
=

λ2

4π
Gtag (3.5)

which can be expressed as a function of wavelength (λ) and the tag’s an-
tenna gain (Gtag) [3.6][3.7]. Any of the powers dissipated in the antenna can
be expressed as an aperture: effective aperture (Aeff ), loss aperture (Aloss),
scattering aperture (Ascatt) and collecting aperture (Ac), which results of the
sum of the previous three (Ac = Ascatt + Aloss + Aeff ). One can note that
radar cross section and antenna apertures have the same units (m2). This is
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because, in fact, the radar cross-section of the antenna σ is nothing more than
the scattering aperture Ascatt of the antenna.

Being introduced the power density, all the powers dissipated in the antenna
(Ploss, Pscatt, Pload) and its analogous apertures, we can express the radar cross
section with more commonly used parameters [3.7]:

σ =
(λGtagRa)

2

π|Za + Zload|2
(3.6)

It can be noted that when the antenna is open-circuited (Zload = ∞), the
tag does not reflect anything (σ = 0). Otherwise, when the antenna is conjugate
matched (Zload = Z∗

a), radar cross-section will be equal to the effective aperture
multiplied by the tag antenna gain (σ = AeffGtag = λ2G2

tag/4π). Finally,
when the antenna is terminated with a short circuit (Zload = 0), the radar
cross-section depends on the ratio between the real and the imaginary part of
the antenna impedance, reaching the maximum (σ = λ2G2

tag/pi) when antenna
impedance is purely resistive (Za = Ra). The radar cross-section of the tag can
be expressed as a function of the reflection coefficient [3.2]:

σ =
λ2

4π
Gtag|C − Γ|2 (3.7)

where C represents a complex parameter independent of the load and related
to the structural scattering mode of the antenna [3.8]. For instance, when the
tag antenna is a thin dipole C ≃ 1 [3.6]. Finally, knowing the radar cross-
section, power at the receiver can be determined by means of the classical radar
equation:

Pr =
PtGtGrλ

2σ

(4π)3d2td
2
r

(3.8)

where Gr is the gain of the receiver antenna, and dt and dr are the distances
from the transmitter to the tag and the tag to the receiver, respectively.

3.3 Tag differential Radar Cross-Section

RFID and backscattering tags modulate the reflection coefficient at their an-
tenna terminals to encode information in the backscattered signal. This is
achieved by loading the antenna with different impedances. While most tags
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use only two states (two loads) for modulation, it is possible to implement high-
order modulations with multi-state load-modulated tags. Figure 3.3 illustrates
the equivalent circuit of a backscattering tag, where Z0 and Z1 represent two
distinct load impedances. The modulating signal that controls the switch is
denoted as p(t), the carrier signal as c(t), and the signal reflected by the tag as
r(t).

Figure 3.3: Equivalent circuit of a backscatter tag.

With the switch continuously toggling between two antenna load termina-
tions, the scattering aperture of the tag needs to be redefined based on the
reflection coefficients produced by each load. As the information is included
in the difference in the backscattered field between the two states, it is used
the differential radar cross-section (∆σ). In the context of Figure 3.3, which
illustrates the two impedances Z0 and Z1, ∆σ can be mathematically defined
as [3.11]:

∆σ =
λ2

4π
G2

tag|Γ0 − Γ1|2m (3.9)

where Γ0 and Γ1 are the complex power wave reflection coefficients associated
to Z0 and Z1, respectively, and m is the modulation factor that is a function
of the first Fourier coefficient of the modulating signal p(t). Assuming a square
wave with an ideal 50% duty cycle, m takes a value of 1/π2. Subsequently, the
power at the receiver defined in 3.8 can be recalculated as a function of ∆σ:

Pr =
PtGtGrλ

2∆σ

(4π)3d2td
2
r

(3.10)

Can be noted from 3.9 that the power transmitted by the tag depends on the
difference between Γ0 and Γ1. By using an open-circuit Z0 = ∞ and a short-
circuit Z1 = 0, unitary positive and negative reflection coefficients are generated
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(Γ0 = 1, Γ1 = −1), thus maximizing the differential radar cross-section of the
tag:

∆σmax =
λ2

π
Gtagm (3.11)

Ideally, the two states Γ0 and Γ1, are on opposite sides of the real axis
of the Smith chart when using an open-circuit and a short-circuit. In practice,
however, parasitic elements in the circuit adds a reactive component to the load,
shifting the reflection coefficients to the complex plane. The key to maximizing
∆σ is to keep the reflection coefficients 180º out-of-phase with each other.

3.4 Load modulation

In its simplest form, using only two loads, the backscattered signal can be
modulated in frequency (FSK, Frequency Shift Keying), phase (PSK, Phase
Shift Keying), or amplitude (ASK, Amplitude Shift Keying). The phase and
amplitude directly depend on the complex impedance observed from the antenna
terminals. Specifically, the phase relies on reactance, while the amplitude relies
on the resistance of the load. On the other hand, the frequency depends on the
load switching frequency.

When the antenna load switches between two states, the result is identical
to an RF mixing process, where the incoming RF signal at the antenna c(t)

is multiplied by the load switching frequency p(t). From Figure 3.3, assuming
that p(t) is close to an ideal square wave signal, inherent in the load-switching
process, the resulting backscattered signal r(t) can be described mathematically
as follows:

r(t) = p(t) · c(t)

= A · cos(ωct+ ϕ0) · sgn(cos(ωpt))

=
2A

π

∞∑
n=1,3..

1

n
[cos((ωc − nωp)t)− cos((ωc + nωp)t)]

(3.12)

where A is the amplitude of the backscattered signal, ωc is the center fre-
quency of the carrier, ωp is the switching frequency of p(t), ϕ0 is the phase shift
of c(t) relative to p(t), and sgn is the sign function. To ease the mathematical
modeling, c(t) has been considered a frequency tone. p(t) is the square wave,
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synthesized in the load-switching process.
Similarly, we can model the periodically switched reflection coefficient with

a square wave of amplitude ∆σ and frequency fp. Therefore, after the Fourier
series development of the square wave, the resultant spectrum, which is given
as an infinite sum of delta functions located at each of the harmonics, can be
mathematically defined as:

Γ(f) =

n=+∞∑
n=−∞

cnδ(f − (fc + nfp)) +

n=+∞∑
n=−∞

cnδ(f + (fc + nfp)) (3.13)

where cn are the Fourier coefficients, and fc is the central frequency of the
incident signal at the tag location. For a square waveform with duty cycle δc,
the coefficients cn are given by:

cn =

1
2Γavg , n = 0

1
2 |∆Γ|δc( sin(nπδc)nπδc

) , n ̸= 0
(3.14)

where Γavg is the average power reflection coefficient between Z0 and Z1

states. Using equation (3.13) and (3.13), the backscattered field can be written
as:

−→
E scatt(Zload) = (

−→
E s +

1

2

−→
EmΓavg)(δ(f − fc) + δ(f − fc))

+
−→
Em

∑
n̸=0

cnδ(f − (fc + nfp)

+
−→
Em

∑
n̸=0

cnδ(f + (fc + nfp))

(3.15)

Therefore, the first term in (3.15) results in the non-modulated term and
depends on the structural mode of the tag. The second term represents the
modulated sidebands that are a function of the antenna mode. Coefficients of
higher amplitude in the Fourier expansion (n = ±1), are those that result in
the components at the frequencies fc ± fp.

Two important drawbacks can be seen from equations (3.12) and (3.15).
First, the load switching generates a double sideband (DSB) modulation with
two mirror copies on each side of the carrier (ωc ± ωp), the backscattered sig-
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nal, and the image. Second, the square-wave signal generates harmonics. To
graphically show the two mentioned problems a frequency tone at 868 MHz

has been backscattered. Figure 3.4 and Figure 3.5 show the measurements of
the backscattered signal for 4 different frequencies (100 kHz - 400 kHz) and for
several duty cycles (10% - 90%). It can be noted that when the tag is modulated
with a 50% duty cycle square signal, the backscattered signal generates half of
the harmonics than for other duty cycles (only odd harmonics) and provides
the maximum power at these harmonics, as expected from the mathematical
development of the Fourier series for a square signal with different duty cycles.
Note that the backscattered field at first harmonic is proportional to the radar
cross-section defined in equation (3.9).

Figure 3.4: Spectrum of the backscattered signal for four different switching
frequencies. Carrier wave: frequency tone at fc = 868MHz.
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Figure 3.5: Spectrum of the backscattered signal when tag is modulated with
an square wave of frequency fp = 300kHz for several duty cycles. Carrier wave:
frequency tone at fc = 868MHz.
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Chapter 4

Backscattering Tag Design

This chapter covers all the work carried out in the design of the backscattering
tag. It is divided into three main parts. The first part addresses two different
implementations for the tag’s front-end: one based on conventional load modula-
tion and the other integrating a reflection amplifier to improve the backscattered
power. One system emphasizes minimizing the tag’s energy consumption, while
the other prioritizes communication range. The choice between the two depends
on the specific requirements of the application. The second part explores two
different tag modulations based on LoRa. Finally, in the last part, the power
consumption of the proposed implementations is summarized, and an energy
harvesting system is proposed to power the tag.

57

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



58 Backscattering Tag Design

4.1 Tag front-end

4.1.1 Load-modulated backscattering tag

Load-modulated backscattering tags can be classified as passive or active de-
pending on the topology implemented in the front-end. While passive tags aim
to ensure low-profile and battery-free designs, active tags sacrifice these prop-
erties to enhance the communication range. Passive tags integrate an energy
harvesting system to power up the tag, typically using RF energy harvesting
techniques that take advantage of the ever-present carrier as an energy source.
To accomplish this, a portion of the incident RF signal is directed to a recti-
fying circuit, while the remaining portion is backscattered. Passive tags switch
between a matched impedance, ensuring maximum power transfer to the rec-
tifying circuit (harvesting state, Γ0 ≈ 0), and an unmatched impedance (re-
flecting state, Γ1 ≤ 1). This results in a differential reflection coefficient of
|∆Γ| = |Γ1 − Γ0| ≤ 1. On the other hand, active tags, which lack RF energy
harvesting capabilities, can maximize the backscattered power by using antipo-
dal reflection coefficients (ideally, Γ0 ≃ −1, Γ1 ≃ 1), resulting in |∆Γ| ≃ 2.
However, no load-modulated tag can exhibit a |∆Γ| higher than 2. Figure
4.1 illustrates the ideal reflection coefficients for the two aforementioned load-
modulated systems.

Figure 4.1: Tag reflection coefficients for two different load-modulation configu-
ration: (a) to maximize ∆σ and (b) integrating energy harvesting capabilities.
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Since the passive tags powered by the carrier signal energy are limited by the
maximum operating range of the RF energy harvesting circuit, is better to opt
for the implementation of an active tag, allowing to maximize |∆Γ|, as described
in Figure 4.1a. The system diagram of the implemented load-modulated front-
end is the same as the one proposed in Figure 3.3 of section 3.3, when antenna
termination is toggled between two states with an RF switch. The two antipodal
states have been generated using a short circuit and an open circuit. The switch
used is an SPDT ADG902 CMOS reflective switch from Analog devices with a
typical insertion loss of 0.8 dB at 1 GHz [4.1].

A PCB with the ADG902 switch connected to an SMA connector through
a 50 Ω transmission line has been manufactured to characterize the front-end
with a Vector Network Analyzer (VNA). Figure 4.2 shows an image of the PCB
with the ADG902 and a diagram of the measurement setup.

Figure 4.2: Photograph of the ADG902 characterization board with a diagram
of the measurement setup.

Figure 4.3 shows the measured reflection coefficient when the switch is on
the state ZSC (loaded with a short circuit) and the state ZOC (loaded with an
open circuit). A marker at 868 MHz shows that the two states have a phase
difference close to 180º. Losses of 1.5 dB with respect to the ideal short circuit
and open circuit are obtained due to the insertion loss of the switch.

Figure 4.4 illustrates the ratio between the measured differential reflection
coefficient and the maximum differential reflection coefficient for an ideal open
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Figure 4.3: Measured reflection coefficients of the ADG902 SPDT switch for
state 1 (open-circuit) and state 2 (short-circuit) at 868 MHz

circuit and short circuit (|∆Γ|2/4). The ratio decreases as the frequency in-
creases due to the higher insertion loss of the switch. The implemented proto-
type exhibits a loss of -2 dB compared to the ideal case for the 868 MHz ISM
band.

4.1.2 Amplified backscattering Tag

To overcome the differential reflection coefficient constraint discussed in the
previous subsection (|∆Γ| ≤ 2), an effective solution is to integrate a reflection
amplifier within the tag front-end. To do so, the antenna is directly terminated
with the reflection amplifier. When the amplifier is disabled, it generates a
reflection coefficient of Γ0 = Bejϕ0 < 1, where B and ϕ0 are the amplitude and
the phase of the complex reflection amplifier of the amplifier disabled. On the
other hand, when the amplifier is enabled, it produces a reflection coefficient
of Γ1 =

√
Gejϕ1 > 1, where G and ϕ1 represents the gain and phase of the

amplifier in this state (proportional to the negative impedance generated by the
amplifier). By toggling between these two states—enabling and disabling the
amplifier— the backscattered signal can be modulated. The maximum value of
the differential reflection coefficient, |∆Γ|, occurs when B = 1 and ϕ0 = ϕ1 + π,
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Figure 4.4: Ratio between the measured differential reflection coefficient and
the ideal differential reflection coefficient as a function of the frequency for the
ADG902 switch.

while the minimum value is obtained when B = 1 and ϕ0 = ϕ1. Therefore, the
differential reflection coefficient falls within the following range: (

√
G − 1) ⩽

|∆Γ| ⩽ (
√
G+1). However, it’s important to note that by turning the amplifier

on and off, only one of the two states can take advantage of the amplification. To
further increase |∆Γ|, a phase-shift modulator connected between the reflection
amplifier and the antenna can be used to generate two antipodal states while
the reflection amplifier is always on, resulting in |∆Γ| = 2

√
G [4.2]. Figure

4.5 depicts the reflection coefficients when the backscatter signal is modulated
enabling and disabling the amplifier and using a phase-shifter while the amplifier
remains always on. This section focuses on implementing the last mentioned
system, depicted in Figure 4.6.

Several works in the literature propose integrating amplifiers into tags to ex-
tend the communication range. While some systems suggest using two-antenna
topologies, where one antenna receives the carrier signal, amplifies it, and trans-
mits it through the other antenna, this approach is not universally applicable.
Using two antennas carries the risk of feedback, where the amplified signal loops
back through the tag’s receiving antenna, resulting in oscillation and interfer-
ences in the frequency spectrum. This technique can be employed in automotive
applications where radar systems operate at 24 GHz (K-band) and 77 GHz
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Figure 4.5: Reflection coefficients of the tag with a reflection amplifier for two
different modulation systems: (a) by turning the amplifier on and off, and (b)
through a phase modulator while the amplifier remains always on.

Figure 4.6: Diagram of the active backscattering tag based on a reflection am-
plifier along with a phase-shift modulator.

(W-band) [4.3]. At these frequencies, the isolation between the antennas is high
and the signal attenuates rapidly, reducing the likelihood of system oscillation.
Moreover, radar applications are suitable for utilizing highly directional anten-
nas, further minimizing the probability of oscillation, as the interaction between
pedestrians or vehicles typically occurs in specific directions. On the contrary,
in the UHF band, this technique is not commonly used for two reasons: the
operating frequency and the use of omnidirectional antennas. At 868 MHz,
which is a widely used UHF tag operation frequency, the signal attenuation is
much lower, and the use of directional antennas is usually not feasible due to
application requirements. Therefore, reflection amplifier-based topologies are
more suitable for designing tags in UHF applications, and this section will focus
on exploring this topology. Figure 4.7 illustrates the two different described
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topologies for the design of amplified backscattering tags.

Figure 4.7: Illustration of a backscattering tag based on a 1-port reflection
amplifier (a) and 2-ports reflection amplifier (b).

Reflection amplifiers are a unique class of amplifiers that harness the princi-
ples of wave reflection to achieve amplification. Unlike conventional amplifiers
that rely solely on gain elements like transistors, reflection amplifiers utilize
impedance mismatches and wave interactions to enhance the amplitude of sig-
nals. The concept of reflection amplification is rooted in the transmission line
theory and the phenomenon of signal reflection. When a signal encounters an
impedance mismatch at the interface of two transmission lines or components, a
portion of the signal is reflected back towards the source. Reflection amplifiers
exploit this reflection by carefully designing the impedance characteristics of the
system to achieve signal amplification. By skillfully manipulating impedance
mismatches, the reflected signal can be combined with the incoming signal in a
constructive manner, resulting in an amplified output [4.4].

One of the major advantages of reflection amplifiers is their inherent broad-
band nature, allowing them to operate over a wide frequency range. Further-
more, they can offer high linearity, low noise figures, and good power efficiency.
These characteristics make reflection amplifiers suitable for applications such
as radio frequency (RF) and microwave systems, where high performance and
broad frequency coverage are essential [4.5].

Several devices, including IMPATT diodes, tunnel diodes, Gunn diodes,
bipolar transistors, and FET transistors, can be used in their simplest form
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to synthesize this type of amplifier. Among them, tunnel diodes have gained
widespread attention as an excellent option due to their super-low power con-
sumption [4.6]. However, designs based on bipolar transistors demonstrate com-
parable performance within the micro-ampere range [4.2]. Therefore, both de-
vices will be subsequently assessed and compared for the implementation of
low-power reflection amplifiers within the backscattering tag front-end.

A comparison of various previous contributions on the design of reflection
amplifiers is provided in Table 4.1. It is worth noting that MBD2057 tunnel
diodes exhibit the best efficiency, with an outstanding power consumption of
18 µW. Additionally, using the same device, the maximum gain, with a value
of 51 dB is reported for an input power of -100 dBm. Transistor-based models
show more modest results, with a maximum gain of 36.19 dB for an input power
of -60 dBm. The minimum power consumption reported for transistor-based
designs is 325 µW, achieved using a BFT25A bipolar junction transistor.
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Ref Year Device Frequency
(GHz)

Consumption
(µW )

Pin

(dBm)
Gain
(dB)

[4.7] 2021 NE3509M04
GaAs HJ-FET

2.37
2.57

1530
5500

-60
-50

36.19
35.83

[4.8] 2021 GI307A
TD 0.097 90 -50 23

[4.9] 2021 MBD2057-E28
TD 5.8 40 -90 50

[4.10] 2020 AI301A
GaAs TD

0.41
0.82 144 -43 30

20

[4.11] 2020 MBD2057-E28
TD 5.8 18 -100 51

[4.6] 2019 1N3712
Ge TD 0.86 65 -60 35

[4.12] 2019 NE3509M04
GaAs FET 2.45 - - 11.5

[4.13] 2018 MBD5057-E28
Ge TD 5.8 45 -75 40

[4.14] 2018 MBD5057-E28
Ge TD 5.8 20.4 -81 35

[4.15] 2017 NE3509M04
GaAs FET

1.8
(2.4) 2400 -25 21.9

13

[4.16] 2017 AI301A
GaAs TD 0.89 200 -30 17

[4.17] 2017 AI201A
GaAs TD 0.915 178 -30 13

[4.18] 2016 2um Resonant
TD 5.8 420 8.6 -25.4

[4.19] 2015 MBD5057-E28
Ge TD 5.45 45 -70 34.4

[4.2] 2014 BFT25A
BJT 0.915 325 -50

-30
10.2
4.9

[4.20] 2014 BFT25A
BJT 0.9 605 -50

-30
30

14.92

[4.21] 2014 BFT25A
BJT 0.9 664 -50

-20
29
9

[4.22] 2014 InP 0.9
Resonant TD 5.7 125 - 10.4

[4.23] 2013 BFP405
Si BJT 5.25 2000 -25 13

Table 4.1: Comparison of the reflection amplifiers proposed in the literature.
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4.1.2.1 Tunnel diode-based reflection amplifier

Tunnel diodes, also known as Esaki diodes, are specialized semiconductor de-
vices that exhibit a unique behavior known as quantum tunneling as a result
of the high doping of the p-n junction. Developed in the 1950s by Leo Esaki,
tunnel diodes are characterized by their ability to efficiently and rapidly transfer
charge carriers through the energy barrier of a semiconductor material. This
intriguing phenomenon allows tunnel diodes to operate at extremely high fre-
quencies and to exhibit negative resistance, making them valuable components
in various electronic applications. Unlike traditional diodes that rely on majority
carrier conduction, tunnel diodes exploit the quantum mechanical phenomenon
of electron tunneling. This occurs when electrons can pass through a potential
barrier, even though classically they would not possess enough energy to over-
come it. The delicate interplay between the band structure of the semiconductor
material and the applied voltage leads to a pronounced tunneling effect. Due
to their unique characteristics, tunnel diodes find application in areas that re-
quire fast switching speeds, high-frequency oscillators, low-noise amplifiers, and
microwave circuits. Their ability to operate in the terahertz frequency range
makes them suitable for cutting-edge technologies such as telecommunications,
radar systems, and high-speed digital communication [4.24]. Therefore taking
advantage of the beforementioned properties, a reflection amplifier based on an
AI301A tunnel diode is designed, manufactured, and characterized. The circuit
schematic for the proposed reflection amplifier is depicted in Figure 4.8.

Figure 4.8: Circuit schematic of the proposed AI301A-based reflection amplifier.

The first step is to characterize the tunnel diode in DC to find the ideal
polarization point. DC characterization has been done with a U2722A modular
source unit (SMU) from Keysight. Figure 4.9 shows the measured IV polariza-
tion curve of the AI301A tunnel diode. At low biasing voltage, tunnel diodes
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presents a differential negative resistance region where current decreases while
voltage increases. This characteristic is of particular interest in the design of
resonators and amplifiers. As observed from the measured IV curve, the tunnel
diode sharply reverses its current at 0.108 mV and 0.64 mV . However, the tun-
nel diode can only be polarized to leverage the differential negative resistance
within the range from 0.108 mV to 0.300 mV , maximizing the gain from 114
mV to 122 mV (>20 dB).

Figure 4.9: Measured IV curve of the AI301A tunnel diode.

Once the suitable biasing point is determined (114 mV , 1 mA), the S-
parameters of the tunnel diode at this biasing point can be measured using
the VNA to proceed with the design. The layout of the reflection amplifier has
been designed and simulated using ADS. Figure 4.10 shows the layout and a
photograph of the final prototype. Capacitor C1 has been connected through
a stub to ease the frequency adjustment process. Instead of a straight stub,
it has been implemented using meanders to reduce the size of the board. The
reflection amplifier has been manufactured on Rogers 4003C of 32 mils thick.
Figure 4.11 and Figure 4.12 show the reflection amplifier gain as a function of
the biasing voltage and the input power, respectively.

Figure 4.11 shows how the tunnel diode successfully amplifies the reflected
signal in the UHF band. It can be observed that the amplifier gain requires a
very precise power supply, as variations as low as 3 mV significantly affect the
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Figure 4.10: Render and photography of the designed AI301A-based reflection
amplifier.

Figure 4.11: Measured gain (S11) of the AI301A-based reflection amplifier as a
function of the biasing voltage.
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Figure 4.12: Measured gain (S11) of the AI301A-based reflection amplifier as a
function of the input power.

amplifier’s behavior.

As expected, in Figure 4.12 can be observed how the amplifier gain decreases
with an increase in input power due to the gain compression. In reflection am-
plifiers, as the input power increases, the reflected signal also becomes stronger,
making the active element (the tunnel diode in this case) to reach its saturation
limit. At this point, the tunnel diode can no longer amplify the signal linearly
and starts to distort it.

4.1.2.2 Transistor-based reflection amplifier

The design of a reflection amplifier with a transistor does not differ much from
the design of an oscillator. In fact, the basic principle is the same: to generate
positive feedback to amplify the signal at the collector. However, the reflection
amplifier is carefully biased to operate near the unstable region, but without
reaching oscillation. The design of the reflection amplifier is based on the topol-
ogy of a Colpitts oscillator. The schematic of the proposed circuit is shown in
Figure 4.13.

Traditionally, the design of an oscillator or a reflection amplifier involves
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Figure 4.13: Circuit diagram of the proposed BFP405-based reflection amplifier.

adjusting the components of the resonant tank circuit to determine the desired
oscillation frequency and carefully defining the bias point of the transistor to
ensure stable operation. Additionally, impedance matching is essential for opti-
mizing power transfer and overall performance, as it affects the reflected signals
fed back to the amplifier, resulting in either an increase or decrease in gain based
on their relative phase (constructive or destructive interference).

The reflection amplifier has been designed and tuned in ADS using discrete
components. Alternatively, it can be designed solely with microstrip stubs,
which reduces costs but increases the layout size. In practice, the use of discrete
components simplifies the amplifier adjustment process as it eliminates the need
for layout modifications. Hybrid designs are a favorable option as they combine
the benefits of both systems, offering cost-effectiveness and flexibility for system
adjustments. The layout and photography of the designed and manufactured
amplifier are presented in Figure 4.14. The manufactured reflection amplifier
has been integrated directly with the phase shift modulator described in the
next subsection.

The amplifier has been implemented using a BFP405 SIEGET NPN bipolar
transistor from Infineon and adjusted to operate at the 868 MHz ISM band.
The values of the discrete components used are the following: C1 = 470pF ,
C2 = 2.8pF , C3 = 6.8pF , C4 = 1.2pF , L1 = 20nH, L2 = 35nH, L3 = 11.6nH,
R1 = 355kΩ, CDC−block = 1nF , LRF−choke = 100nH. The biasing point of
the reflection amplifier has been adjusted to be 1.8 V , matching the minimum
voltage required for any microcontroller.

Figure 4.15 shows the measured IV curve of the amplifier. In contrast to the
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Figure 4.14: Render and photography of the designed BFP405-based reflection
amplifier.

tunnel diode IV curve, the transistor-based reflection amplifier increases its cur-
rent continuously while voltage increases. Just like in the previous subsection,
the gain of the amplifier has been characterized based on the bias voltage and
input power. The results are depicted in Figures 4.16 and 4.17, respectively.

Figure 4.15: Measured IV curve of the BFP405-based reflection amplifier.

Although the power consumption of the tunnel diode-based reflection ampli-
fier (114 µW ) is significantly lower compared to the transistor-based reflection
amplifier (612 µW ), when the amplifiers have to be integrated within a full sys-
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Figure 4.16: Measured gain (S11) of the BFP405-based reflection amplifier as a
function of the biasing voltage.

Figure 4.17: Measured gain (S11) of the BFP405-based reflection amplifier as a
function of the input power.
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tem, the tunnel diode version requires to reduce the minimum supply voltage
of the microcontroller by more than one order, from 1.8 V to 114 mV . This
down-conversion is not trivial, and no commercially available solutions can be
found. A dedicated multi-stage step-down DC-DC converter should be designed
with an efficiency high enough to not exceed the power consumption of the tran-
sistor version. It seems more favorable to use energy harvesting techniques to
power the tunnel diode-based reflection amplifier, but the current consumption
and the narrow biasing voltage margin suppose a challenge. A fair comparison
between the efficiency of both amplifiers requires considering the power sup-
ply conditioning. The transistor-based reflection amplifier has been designed to
operate at a voltage of 1.8 V to avoid any conversion losses.

Therefore, although the transistor-based amplifier exhibits a more modest
gain-consumption efficiency compared to the tunnel diode when analyzed in-
dividually, it proves to be more efficient within the context of a full system
integration, since it does not require voltage conversions and has a lower cur-
rent consumption. Additionally, with the transistor-based design, the biasing
voltage can vary almost 1 V still exhibiting gain.

4.1.2.3 Phase shift modulator

As mentioned, the backscattering tag can be modulated by turning on and
off the amplifier, thus absorbing or amplifying the impinging signal. However,
backscattered power can be maximized keeping the amplifier always on and
shifting the phase of the signal by means of a phase modulator. The modulator
connects the antenna directly to the reflection amplifier, or alternately through
a 90º delay line. As the signal travels twice through the modulator, finally
two reflection coefficients shifted 180º one to the each other can be generated.
Phase shift modulator has been implemented using two ADG918 SPDT switches
and characterized using a vector network analyzer. Figure 4.18 shows a render
and a photograph of the prototype. The size of the phase-shift modulator can
be reduced using a meander line instead of a straight line or using a coplanar
waveguide instead of a microstrip waveguide to reduce the width of the 50 Ω

line.
Figure 4.19a and Figure 4.19b show the S-parameter measurements for both

states (open-circuit and short-circuit). Figure 4.20a and Figure 4.20b show the
measurement of the insertion-loss and the phase shift for both states overlapped
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Figure 4.18: Render and photography of the designed phase shift modulator.

to compare the difference. The insertion loss is close to 1.8 dB in both states
and good matching is observed with a return loss below 24 dB. Modulator
insertion loss must be assessed in concordance with the amplifier gain and can
be expressed mathematically as [4.2]:

IL(dB) > −10 log
1

2
· 1

2
√
G

(4.1)

where IL is the insertion loss of the phase-shift modulator and G is the
gain of the reflection amplifier. If the system design does not ensure compliance
with Equation (4.1), it is preferable to opt for an on-off amplifier modulation
(as depicted at the beginning of the section in Figure 4.5a), avoiding the losses
inserted by the modulator, and only amplifying one of the two states. However,
the measured gain of both reflection amplifiers is high enough to compensate
for the round trip insertion loss of the switches (3.6 dB).

The phase shift modulator has been tested with the BFP405 reflection am-
plifier. Figure 4.21 shows the two states generated by the phase modulator
when the amplifier is on (blue) and off (red). It can be appreciated that the
blue states are outside the unitary reflection coefficient circle. Since the blue
state includes the gain of the amplifier and the losses of the modulator, the
reflection coefficient higher than one proves the fulfillment of the equation 4.1.
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Figure 4.19: S-parameter measurements of the phase-shift modulator in both
states: open circuit (a) and short-circuit (b).

Figure 4.20: Insertion loss (S21)(a) and phase delay (b) characterization of the
reflection amplifier for both states (90º phase shift (blue) and 0º phase shift
(orange)).
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Marker State [Mag/Deg] Impedance

m1 0◦ [3.68/− 149.54◦] Z0 · (−0.60− j0.18)

m2 180◦ [2.60/39.34◦] Z0 · (−1.54− j0.88)

m3 0◦ [0.44/177.07◦] Z0 · (0.39− j0.02)

m4 180◦ [0.63/27.86◦] Z0 · (2.13− j2.09)

Figure 4.21: Measured reflection coefficient S11 for the two states generated by
the phase modulator (0º and 180º shift) when the amplifier is turned on (blue)
and off (red). Frequency range from 855 MHz to 885 MHz. Markers placed at
868 MHz.
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4.1.2.4 Amplifier current monitoring

Despite the significant research in the literature on the design and integration of
reflection amplifiers in the tag’s front-end, some challenges need to be addressed
further. As observed in the previous sections, the behavior of reflection ampli-
fiers depend on the input power. At certain power levels, there is a risk that
the amplifier may start to oscillate, thus generating interference in the spec-
trum. Furthermore, current consumption increases with higher input powers.
Therefore, keeping the reflection amplifier continuously powered in all scenarios
does not appear to be a good practice. To address this issue, an active control
approach is proposed to enable or disable the reflection amplifier based on its
power consumption, which is directly proportional to the incident power. To
achieve this, it is suggested to integrate a current sensor into the amplifier’s
power supply line. A schematic of the system is shown in Figure 4.22.

Figure 4.22: Measured reflection amplifier biasing current as a function of the
RF input power.

The current sensor has been implemented by placing a shunt resistance at
the input of the reflection amplifier bias. The shunt resistance voltage drop
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is amplified with an op-amp in differential topology and measured by a mi-
crocontroller (MCU). The current sensing accuracy depends on the gain of the
amplifier, on the resolution of the MCU analog-to-digital converter (ADC), and
on the voltage drop, which in turn depends on the magnitude of the shunt
resistance and the current flowing through it.

The current sensor design has been adjusted for an 8-bit Attiny417 MCU,
which integrates a 10-bit ADC. Many low-power microcontrollers integrate ADCs
of this same resolution. Given a reference voltage of 0.55 V , the ADC can mea-
sure voltage variations of 0.537 mV . The reflection amplifier current draw ranges
from 280 µA up to almost 1 mA. However, the current sensor is designed to
turn the amplifier on and off for current values between 280 and 400 µA. Higher
currents always disable the amplifier.

A 10 Ω shunt resistance is used, which results in voltage drop from 2.8 mV

to 4 mV . Resistors R1 and R4, depicted in Fig. 4.22, are set to 1 kΩ and 100
kΩ, respectively, setting a gain of 101. With this configuration, the operational
amplifier output voltage ranges from 282.8 to 404 mV . In other words, the
minimum detectable current step is 0.5 µA. To implement the current sensor
a MAX9916 has been used, which integrates two 20 µA rail-to-rail Op-Amps.
Building the differential amplifier with both op-amps results in a total current
draw of 40 µA. However, the current consumption of the sensor can be further
reduced to a few µA by using integrated current sensors such as the MAX9634,
rendering the power consumption practically negligible compared to that of the
reflection amplifier.

Fig. 4.23 shows the current consumption of the amplifier in relation to the
input RF power. Oscillations have been observed in the spectrum analyzer
for input powers exceeding -25 dBm. However, even at -40 dBm, a marginal
increase in current can be discerned, providing an opportunity to deactivate the
amplifier, thus reducing 300 µA the current consumption of the system. With
power levels of approximately -40 dBm, the backscattering tag can effectively
work without the need for the reflection amplifier.

Although in practice many wireless transmissions tend to be below -40 or -50
dBm at few meters from the transmitter, this is not always the case. For exam-
ple, a commercial LoRa transmitter, which can emit 20 dBm, with a monopole
antenna (3 dBi gain) can perfectly reach -25 dBm at a distance of 3m in direct
line-of-sight.
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Figure 4.23: Measured reflection amplifier biasing current as a function of the
RF input power.

Considering that backscattering tags are designed for the IoT field, where
many nodes coexist, it is not uncommon to assume that some of them could
eventually be located a few meters or centimeters away from the transmitter.
In such cases, these nodes may start to oscillate, consequently disabling the
communications of all the other nodes. Thus, the active control of this type
of amplifier is mandatory if they are integrated into backscattering tags. This
practice becomes even more necessary in reflection amplifiers based on tunnel
diodes, which present a less stable behavior.

4.1.3 Backscattered power comparison

This brief section shows the gain introduced by the reflection amplifier com-
pared to the conventional load-modulated front end. Both tunnel diode-based
and transistor-based reflection amplifier gains have been compared to the con-
ventional front-end. Measurement has been taken in monostatic configuration
with two 9 dBi UHF RFID antennas located 1 meter away from the tag. Absorb-
ing panels have been used behind the tag to reduce interferences. Measurements
are presented in figure 4.24. The peak backscattered power in the first harmonic
is -95.05 dB, -78.65 dB, and -76.55 dB for the conventional load modulated, the
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transistor-based, and the tunnel diode-based reflection amplifier, respectively.
The switching frequency of the tag has been set to be 100 kHz. The SIEGET
BJT transistor has been polarized at 1.75 V and the tunnel diode at 114 mV .

Figure 4.24: Comparison between the proposed front-ends: passive load-
modulation (green), transistor-based reflection amplifier (red), and tunnel
diode-based reflection amplifier (blue).

4.2 Tag and carrier modulation

The backscattering systems proposed in this thesis utilize LoRa transmissions
as the carrier signal, unlike other works that are based on other types of mod-
ulations (WiFi, BLE, etc.) or direct non-modulated carriers (frequency tones).
This section discusses the modulation of the carrier and tag. Firstly, an intro-
duction to LoRa modulation is provided in order to understand the advantages
it brings when used as a carrier. Then, two different tag modulations are pre-
sented: one implemented by simply enabling and disabling the backscattered
signal, and another consisting of modulating the tag’s switching frequency to
generate a down-chirp signal that is inverse to the impinging up-chirps of the
carrier.

Before proceeding, it is necessary to clarify the following: In previous sec-
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tions, the term modulation has been used to refer to the process of switching
between multiple loads or turning the amplifier on and off. In this section, we
will also address tag modulation, but at a higher level, discussing the architec-
ture of the backscattering system and data transmission methods employed in
the practice.

Throughout this subsection, the same nomenclature defined in Section 3.3
is used, where p(t) represents the signal that controls the switch, c(t) is the
carrier signal, r(t) is the backscattered signal, and Z0 and Z1 represent the
two termination states of the antenna, being Z0 an open circuit and Z1 a short
circuit.

4.2.1 Carrier modulation: LoRa Primer

LoRa1 is a wireless modulation technology patented by Semtech, specially de-
signed for long-range communications with a low power consumption [4.25]. It
stands out for its ability to provide robust connectivity over long distances while
operating in unlicensed frequency bands [4.26]. LoRa modulation is specifically
designed to optimize the trade-off between range, capacity, and power con-
sumption, making it suitable for a wide range of applications, especially for the
Internet of Things (IoT). Since it operates in the sub-GHz frequency bands, typ-
ically using frequencies such as 433 MHz, 868 MHz, or 915 MHz, depending on
the regulatory domain (Asia, Europe, or America). Recently, Semtech released
a LoRa IC operating at 2.4 GHz [4.27], enabling worldwide operation without
being constrained by specific regulations. The use of these lower frequencies en-
ables LoRa signals to propagate over longer distances and penetrate obstacles
more effectively than higher-frequency wireless technologies.

LoRa uses a proprietary modulation scheme called Chirp Spread Spectrum
(CSS), which modulates the data onto chirp2 by circularly shifting them as
described in Figure 4.25.

Figure 4.26 shows the direct measurement of a LoRa packet. The wide
bandwidth of the chirp signals enables LoRa devices to achieve high sensitivity

1LoRa, which stands for Long Range, defines the physical (PHY) layer of the Open Systems
Interconnection (OSI) model. On the other hand, LoRaWAN is a medium access control
(MAC) layer protocol maintained by the LoRa Alliance. These two terms should not be
confused.

2A chirp, often called a sweep signal, is a signal in which the frequency increases (up-chirp)
or decreases (down-chirp) with time
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Figure 4.25: Chirp circularly-shift modulation used in LoRa to encode symbols.

and robustness against noise and interference, allowing LoRa to coexist with
other wireless technologies in the same frequency band. Furthermore, the use
of error correction techniques ensures reliable communication even in harsh en-
vironments with high levels of interference. LoRa transceivers typically allow
users to adjust the chirp bandwidth from 7.8 to 500 kHz, however, only three of
these (125, 200, and 500 kHz) are supported by the LoRaWAN protocol. LoRa
supports different spreading factors, ranging from 7 to 12, which determine the
data rate (from 0.3 kbit/s to 27 kbit/s) and communication range (up to 5 and
15 km in urban and rural areas, respectively). Higher spreading factors provide
a longer range but lower data rates, while lower spreading factors offer higher
data rates but a shorter range. This flexibility allows LoRa to adapt to vari-
ous application requirements, balancing the trade-off between range and data
throughput [4.28].

Figure 4.26: Measurements of a LoRa packet transmission.

The remarkable communication range of LoRa modulation is attributed to
the high sensitivity of the receivers, which can reach as low as -148 dBm [4.25].
This sensitivity allows the demodulation of signals up to 20 dB below the noise

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



Tag and carrier modulation 83

floor, surpassing the capabilities of other modulations [4.29]. This outstanding
property of LoRa modulation is indeed attributed to the demodulation process
performed at the receiver, where the incoming up-chirps are multiplied by down-
chirps of same period and bandwidth, resulting in a frequency tone with a high
processing gain. Figure 4.27 demonstrates the measurement and demodulation
of a LoRa packet using MATLAB. The figure illustrates the recorded up-chirps
of the LoRa signal, the down-chirp demodulation sequence, and the resulting
demodulated levels obtained through the multiplication of these two.

Figure 4.27: Matlab LoRa packet demodulation.
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Therefore, among all the mentioned advantages of LoRa modulation, the
processing gain, receiver sensitivity, and communication range of several kilo-
meters are the key features that make LoRa modulation ideal for compensating
the weak backscattered tag transmission caused by the two-way propagation
losses. This significantly enhances the communication of the backscatter sys-
tem, which would be impossible with any other type of modulation.

4.2.2 Tag modulation: On-Off keying

The backscattered signal’s amplitude, phase, and frequency can be modulated
based on the load properties and switching frequency, as described in the first
section of this chapter. In contrast to the conventional ASK and FSK modu-
lations commonly employed in RFID, the modulation proposed in this thesis is
based on the principle coined as frequency-shift (FS) backscattering [4.30]. The
FS-backscattering technique involves shifting the backscattered signal to a non-
overlapping adjacent channel by periodically switching between the loads at a
constant frequency. By relocating the backscattered signal to a clean adjacent
channel, the interference generated by the carrier is minimized, thus enhancing
the signal-to-noise ratio (SNR) at the receiver. Once the frequency shift is ap-
plied, the tag’s digital information can be encoded using various methods. For
instance, by turning the switching signal p(t) on and off, we can implement a bi-
nary amplitude modulation in the adjacent channel, commonly known as on-off
keying (OOK) modulation. On the other hand, by switching at two different fre-
quencies, a binary frequency-shift keying (B-FSK) modulation can be achieved.
It should be noted that the primary distinction between traditional and FS-
backscattering modulations lies in the constant frequency switching employed
to shift the backscattering uplink towards an unoccupied channel. Figure 4.28
illustrates the difference between the control signal p(t) for the implementation
of an ASK modulation using the traditional way or using the FS-backscattering
technique.

The proposed system to implement the tag-to-receiver uplink communica-
tion is a LoRa-packet OOK modulation. The system deployment is depicted in
Figure 4.29. A LoRa transmitter is set to generate the carrier signal at a cen-
ter frequency fc. The tag, which is modulated at a frequency fp, backscatters
the impinging LoRa packets to an adjacent channel (fc ± fp) where the LoRa
receiver is listening. Can be noted that the receiver cannot directly demodulate
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Figure 4.28: Representation of the control signal p(t) on a backscattering tag
to implement an ASK modulation in the traditional way or using the FS-
backscattering technique.

Figure 4.29: Diagram of the system architecture for the proposed OOK modu-
lation
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the LoRa packets of the transmitter, but only those backscattered by the tag.
The advantage of this method is that neither the carrier transmission nor the
shifted packets are modified at all, allowing any commercial off-the-shelf LoRa
receiver to directly demodulate the backscattered packet. The communication
system implements a packet-level modulation, where digital ones and zeros are
encoded in the presence or non-presence of packets. This communication system
does not alter the original LoRa transmission and is independent of the packet
payload.

The LoRa transmitter node is continuously sending packets, whose duration
(packet air-time) depends on the number of symbols sent, which in turn depends
on the LoRa packet configuration: spreading factor (SF), bandwidth, preamble
length (default to 8), coding rate (CR), sync word (default to 0x12) and, of
course, the payload. For example, for a packet with the following configuration:
SF: 12, BW: 125 kHz, CR: 1, preamble: 8 symbols, and payload: 10 bytes), the
time on air is around a second (991.23 ms).

Figure 4.30 shows the spectrogram and waterfall plot obtained from mea-
surements of the OOK modulation described in this subsection. The spectro-
gram is generated using the phase and quadrature (IQ) samples captured with
a software-defined radio (SDR). The waterfall plot is created by stacking the
instantaneous measured power level within a periodic frame of time. The LoRa
transmitter is configured to transmit packets at 868 MHz with a spreading
factor of 12 and a bandwidth of 125 kHz. The backscattering tag’s switching
frequency was set to 300 kHz, generating two sideband channels at 867.7 MHz

and 868.3 MHz. By disabling the tag’s switching frequency, it is possible to
observe how the sideband transmissions are cut off.

The communication has been implemented following the scheme depicted in
Figure 4.31, based on the well-known asynchronous serial port protocol. Tag
data is encoded in frames. The frame length depends on the number of bits
required to send the tag information, which in fact varies with the application.
Frame length can be fixed or variable. In this last case, it is recommended to
send a field within the frame indicating the total length of the frame. Addition-
ally, parity bits, checksums, or CRC bits can be added to enhance transmission
reliability. For the proof of concept, a byte is more than enough to encode a
temperature value, an identifier, or a simple indicator. The tag sends a byte of
data and two start/stop bits to indicate the start and the stop of the payload.
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Figure 4.30: Measured spectrogram with backscatter on and off showing the
shift of LoRa channel to offset channels when the backscatter is on.

Therefore, the frame length is 10 bits. The LoRa packet air-time has been ad-
justed to be the minimum as possible, thus increasing the communication data
rate. Therefore, for a spreading factor of 7, a bandwidth of 250 kHz, a pream-
ble length of 6, and the minimum payload, the packet air-time is reduced to 18
ms. The duration of each bit (32 ms) is the sum of a LoRa packet and the gap
between each one of them, which has been set to be 14 ms. As the backscatter
leaves a minimum time between frames equal to its frame length (10 · 32 ms)
and considering the values mentioned above, the system can send frames every
640 ms, therefore the data rate is 12.5 bits/s.

Depending on the scenario, there are several strategies for managing col-
lisions between tag transmissions. One method is to deliberately reduce the
communication range of the tags if the application allows it. By increasing or
reducing the spreading factor and bandwidth of LoRa packets, the processing
gain at the receiver varies proportionally, thereby increasing or reducing the
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Figure 4.31: Block diagram showing the data transmission using the reflection
of the transmitted packets.

range. This approach effectively reduces collisions since only tags within a con-
strained area can send packets. Another method involves randomly adjusting
the waiting time between frame transmissions, which eliminates periodic colli-
sions between transmissions from different backscatters.

The communication protocol can be implemented in a low-power 8-bit micro-
controller (MCU) from the AtTiny family from Microchip. The switch control
signal p(t) can be generated in several ways, using the integrated pulse width
modulation (PWM) function of the MCU or integrating an oscillator in the tag
which is enabled or disabled by the MCU. These two methods have their own
advantages and disadvantages. While the dedicated oscillator exhibits a higher
frequency accuracy, it normally consumes more than the PWM function of the
MCU. Fortunately, LoRa receivers can measure the frequency shift from the ex-
pected central frequency and the packet received central frequency, dynamically
correcting the frequency offsets due to the backscatter oscillator drifts, whether
it is the internal of the MCU, or the dedicated one. The optimal system should
be studied based on the specific components, as running the entire MCU at
300 kHz may be less efficient than running it at 32 kHz to control an external
oscillator of 300 kHz. It all depends on the power consumption of the MCU
running at 300 kHz with all the functions disabled (ADC, DAC, Timers, etc.).
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4.2.3 Tag down-chirp modulation

4.2.3.1 Operation principle

One inconvenience of the backscattering technique is the mirrored harmonic
generation on both sides of the carrier signal, which creates undesired inter-
ference across a wide range of frequencies. This issue has been addressed in
the literature through a single-sided backscattering front-end that emulates a
complex modulation signal p(t) using four complex impedances [4.31][4.32]. In
this section, a novel tag modulation based on LoRa backscattering is proposed,
which achieves similar spectrum efficiency as single-sideband backscattering,
but through a completely different approach. As will be seen in more detail, the
proposed modulation in this section involves the unspreading of one sideband
of the backscattered signal, thereby increasing its peak power. Simultaneously,
the other sideband is spread by a factor of two, effectively disguising it as noise
for the other channels. In practice, the double-spread sideband always remains
below the noise floor.

The modulation described in this section stems from the demodulation pro-
cess used in LoRa communications [4.25][4.33]. LoRa encodes information circu-
larly shifting a base chirp (up-chirp), which starts at f0 and finishes at f0+BW .
Equation (4.2) describes mathematically the base chirp signal c(t) sent by the
LoRa transmitter.

c(t) = ej2π(f0t+
BW
2T

t2), 0 ≤ t ≤ T (4.2)

where BW is the bandwidth, T is the period and f0 is the initial frequency
of the chirp. To demodulate the transmitted chirps the receiver multiplies the
incoming signal by a complex conjugate time-reversed chirp c∗(T − t) (down-
chirp) with the same bandwidth and period as the transmitted chirp. The signal
r(t) resulting from multiplying the up-chirp and the down-chirp is described by
4.3. One can realize that r(t) perfectly matches with the equation of a complex
sinusoidal signal Aej(ωt+ϕ).

r(t) = ej2π((2f0+BW )t+(2f0−B)T
2
), 0 ≤ t ≤ T (4.3)

Since the load-switching process multiplies the incoming signal c(t) by the
switch modulation signal p(t), the idea lies in directly modulating the switching
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frequency of the tag with a down-chirp signal with the same bandwidth and
spreading factor than c(t), consequently bouncing the complex sinusoidal signal
r(t). The result of this operation is the backscattering of a frequency tone with
the consequent processing gain. Figure 4.32 shows a diagram of the modulation
process described in this subsection.

Figure 4.32: Backscatter modulation diagram to bounce a sinusoidal tone from
an incoming CSS signal.

In conventional backscattering of CSS signals, this processing gain is ob-
tained at the receiver side when the signal is demodulated, in contrast to the
method proposed here, where the signal is directly backscattered from the tag
already with the processing gain. The aforementioned processing gain can be
determined mathematically by the ratio between the data rate of the spread-
ing sequence Rc (chips/second), and the real data rate Rb (bits/second) of the
communication, as described by (4.4).

Gp = 10 · log10(
Rc

Rb
) (4.4)

4.2.3.2 Communication scheme

At this point, the tag’s information can be encoded in several ways. The simplest
is to enable and disable p(t) to generate an amplitude modulation. Alternatively,
we can change the frequency of the backscattered tone by circularly shifting p(t),
thus creating an FSK modulation. Furthermore, by changing the slope of the
down-chirp modulation -modifying BW or SF - to not match that of the carrier,
another CSS modulation with a wider or thicker spectrum can be created. The
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range of possibilities is wide.
To encode the tag’s information the following method is proposed. Data is

encoded implementing an OOK modulation over the backscattered frequency
tone. Therefore, a digital one is transmitted when p(t) is modulated with a
down-chirp and the frequency tone is backscattered. On the contrary, cut-
ting off the modulation p(t) nothing is backscattered, which is equivalent to
a digital zero. At this point, information could already be sent following the
communication scheme presented in the previous section. However, to further
increase the detectability of the tag, it is proposed to use a Barker sequence
to encode the information and provide a second processing gain to the system.
A Barker code is a binary sequence with the ideal auto-correlation property.
This method consists of encoding individual bits with a digital sequence that
the receiver unambiguously recognizes, which abruptly decreases the probabil-
ity of error. This method is commonly used in direct sequence spread spectrum
(DSSS) modulations. In the experiments performed in the laboratory, a 7-bit
sequence -[1110010]- with a peak to side-lobe ratio of 16.9 dB is used.

Therefore the proposed modulation achieves a double processing gain by
first modulating the tag with a down-chirp, thereby reflecting a frequency tone
with the first processing gain, and second, by encoding the tag’s information
with a Barker sequence, providing the second processing gain to the modulation.
These processing gains depend on the resolution of the DAC and the length of
the Barker sequence, respectively. Therefore, they can be adjusted depending
on the application.

4.2.3.3 Carrier-Tag Syncronization

Since the backscattering tag does not integrate any receiver, there is no synchro-
nization between the carrier LoRa transmission and the down chirp generated in
the tag. Figure 4.33 illustrates the effect of multiplying an up-chirp and a down-
chirp miss-synchronized. Non-synchronized chirp multiplication generates two
frequency tones with a separation between them equal to the chirp bandwidth
(BW). The chirp bandwidth used in the simulation of Figure 4.33 has been set
to 125 kHz. It can be observed that processing gain is distributed between the
two frequency tones. Therefore, maximum processing gain is obtained when the
up-chirp and down-chirp are synchronized, while the minimum is when one is
shifted half of the chirp period relative to the other.
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Figure 4.33: Misalignment effect on chirp multiplication

Figure 4.34a shows the measured spectrum when the down-chirp is deliber-
ately shifted with respect to the impinging LoRa transmission. It clearly shows
the processing gain distribution above mentioned. Figure 4.34b shows a 3D di-
agram of the measured right backscattered sideband, where the black-shadowed
slide is the case when carrier up-chirp and tag down-chirp are perfectly synchro-
nized.

This effect difficult the tag data demodulation, since the receiver does not
know the frequency of the backscattered tone signal, which in fact can vary
with each tag transmission when random waiting delays between packet trans-
missions are used. Beyond that, simple carrier or tag oscillator drift can shift
the frequency of the backscattered tone. Since tag data is encoded using a
known Barker sequence, a Matlab demodulation algorithm that performs the
correlation between the measured IQ samples and the Barker sequence for all
the frequencies from fc+(fp− (BW/2)) to fc+(fp+(BW/2)) is implemented.
The maximum correlation peak determines the frequency of the backscattered
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(a)

(b)

Figure 4.34: Misalignment effect on chirp multiplication

signal. By utilizing lower frequency increments (∆f) for the correlation sweep,
the accuracy of peak identification can be enhanced at the cost of increased
processing time. Once the backscatter frequency is determined, the complete
packet data can be demodulated. The algorithm’s code has been included in
the annex section.

4.2.3.4 Tag implementation

The down-chirp has been synthesized in the tag with a voltage-controlled oscil-
lator (VCO) controlled by the digital-to-analog converter (DAC) of the MCU.
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The tag prototype has been implemented using an 8-bit AtTiny417 MCU from
Microchip, an LTC6990 VCO from Analog Devices, and the already-mentioned
ADG902. Figure 4.35 shows the prototype of the tag. Must be noted that the
ability of the tag to synthesize the chirps depends on the resolution of the DAC.
The total power consumption of the implemented tag is 635 µA and the cost is
4.34 $.

Figure 4.35: Top view of the tag’s prototype.

4.2.3.5 Experimental results

To compare the power peak of the reflected signal between the conventional
OOK modulation and the down-chirp modulation proposed in this subsection,
the resulting spectrum for both methods has been superimposed in Figure 4.36.
For the experiments, the bandwidth (BW ) and the spreading factor (SF ) of the
LoRa transmitter were set to 125kHz and 12. Finally, as observed in Figure
4.36, a processing gain of 13.41 dB was obtained.

The measurements presented in this section were taken in bistatic mode.
The receiver was placed at a distance of 20 meters from the transmitter, and
the tag moved linearly along the distance between both. The power and the
frequency of the transmitter were set to 20 dBm and 868 MHz. The tag’s signal
was recorded using the Adalm Pluto SDR and subsequently processed with
Matlab. Figure 4.37 shows the IQ signal recorded with the SDR at a distance
of 13 meters from the transmitter and 7 meters from the receiver. Figure 4.38
shows the correlation of the incoming signal with the Barker sequence, where
the demodulated data can be clearly appreciated. To test the communication,
a fixed hexadecimal number -0x97- was transmitted by the tag.

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



Tag and carrier modulation 95

Figure 4.36: Spectrum comparison between conventional backscatter and down-
chirp modulated backscatter. Source signal: CSS modulation (Up-chirp),
fc = 868MHz, BW = 125KHz and SF = 12. Conventional Backscat-
ter signal (Orange): Squarewave, fc = 300kHz, duty cycle = 50%. Down-
chirp backscatter signal (Blue): CSS modulation (Down-chirp), fc = 300kHz,
BW = 125KHz and SF = 12.

The data rate of the communication, without considering the Barker code,
can be calculated as a function of the chirp duration, which in turn depends on
the BW and the SF . Each chirp encodes one bit. With the BW = 125kHz and
SF = 12 aforementioned, a data rate of 30.31 bits/s can be achieved. Taking
into consideration the Barker code, the data rate is reduced to 4.36 bits/s.
However, these communication speeds are not the maximum rates. In fact, it is
possible to modulate shorter chirps within the period of a base chirp, allowing
more bits to be encoded in a single chirp. Higher modulation data rates and
their effect over the range and consumption should be further explored.

Finally mention that the proposed down-chirp modulation presents two
trade-offs in terms of processing gain: the down-chirp modulation gain can
reach up to 25.33 dB with a 12-bit resolution DAC, thereby increasing power
consumption, while the Barker sequence gain can reach up to 22.3 dB of gain
with a 13-bit Barker sequence, resulting in a reduced communication data rate.
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Figure 4.37: IQ recording of the backscattered signal encoded with the 7-bit
barker sequence.

Figure 4.38: Convolution of the backscattered signal with the Barker sequence.
Tag demodulated data: 0x97, [10010111].
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4.3 Tag power consumption

This section addresses the tag energy consumption and summarizes the power
consumed by each component employed to implement the modulations and
front-ends aforementioned. Must be noted that the final power consumption
of the tag depends not only on the components but also on the operation fre-
quency. Table 4.2 summarizes the power consumption.

Component frequency Voltage Current Power consumption

Backscattering front-end

RF switch ADG902
[4.1] 868 MHz 1.8 V <1 µA ∼1 µW

RF switch ADG918
[4.34] 868 MHz 1.8 V <1 µA ∼1 µW

BJT HBFP405
[4.35] 868 MHz 1.8 V 280 µA 504 µW

Tunnel Diode AI301A
[4.36] 868 MHz 114 mV V 1.2 mA 136.8 µW

VCO LTC6990
[4.37]

237.5 -
362.5 kHz

2.25 V 180 µA 405 µW

Oscillator LTC6907
[4.38] 300 kHz 3 V 36 µA 108 µW

MAX9916
[4.39] - 1.8 V 36 µA 64.8 µW

MAX9634
[4.40] - 1.8 V 1 µA ∼1 µW

DAC (AtTiny417)
[4.41] - 1.8 V 96 µA 172.8 µW

Control unit

MCU AtTiny402/417
[4.42] 32 kHz 1.8 V 7 µA 12.6 µW

1 MHz
prescaled 1.8 V 455 µA 819 µW

Table 4.2: Summary of power consumption for the components used in the
implementations.

From Table 4.2, it is evident that the importance lies not only in the com-
ponents used but also in the operating frequency and voltage. For the load
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modulation front-end, the microcontroller can be directly used to generate the
switching frequency with the PWM functionality, or it can be used along with
an oscillator only as a baseband digital modulator. The former configuration re-
quires running the clock at 1 MHz to generate the 300 kHz switching frequency.
On the contrary, the last configuration (MCU + LTC6907) allows running the
MCU with the low power 32 kHz clock in order to enable or disable the external
oscillator, making it a more efficient option. Despite using a prescaler to reduce
clock frequency from 1 MHz to ∼300 kHz, the consumption still remains con-
siderably higher than when using the 32 kHz clock. Another consideration is
that the 32 kHz clock works well in LoRa packet level OOK modulation, but is
impractical for synthesizing down-chirps or higher data rate modulations.

From Table 4.2, it can be observed that the components have different min-
imum operating voltages. As mentioned in the amplified front-end section,
when biasing voltages are not matched, the implementation becomes less effi-
cient, since requires using regulators, converters, or, in the worst case, voltage
dividers. For instance, let’s consider the LTC6990 and LTC6907, which have
minimum operating voltages of 2.25V and 3V, respectively. One option is to
study their behavior when biased below the minimum voltage. While it is not
recommended, this technique would likely work with the LTC6990 but may not
be effective with the LTC6907, leaving only the conversion option. Therefore,
the power consumption of the regulator should be added to the previous ta-
ble. Fortunately, regulators designed for voltage conversions between standard
biasing voltages, such as in this case (3 V to 1.8 V ), typically exhibit high
efficiency.

Radiofrequency energy harvesting techniques have not been studied in this
thesis since the minimum signal strength required to power up the tag limits
the communication coverage, and because the reflected power is reduced by a
factor of 4, as demonstrated in section 3.2. Therefore, light energy harvesting
is considered the best option to power up the tag. The AEM10941 has been
used, since it can start harvesting energy from an input power as low as 3 µW

at 380 mV . Energy can be stored in a Li-ion battery, a supercapacitor, or a
Lithium Ion Capacitor (LIC). Li-ion batteries stands out by it high stored en-
ergy compared to supercapacitors. On the other hand, supercapacitor stand out
by its instantaneous power. LIC combines many of the advantages of superca-
pacitors and Li-ion batteries. Figure 4.39 shows a 60 mAh LiPo battery, a LIC
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capacitor of 1.6 F , a standard supercapacitor of 1 F , and a thin-form CAP-XX
supercapacitor of 220 mF .

Figure 4.39: Different storage elements: (a) Lithium Polymer battery, (b)
Lithium-ion capacitor, (c) supercapacitor, (d) thin-profile supercapacitor

Light energy harvesting system has been tested with an indoor LL200-2.4-
37 flexible solar cell from PowerFilm capable to provide an open circuit voltage
Voc = 2.2V and short circuit current Isc = 60µA under 200 lux illuminance con-
ditions and Voc = 2.9V and Isc = 200µA under 1000 lux illuminance conditions.
Indoor light levels usually range from 100 to 1000 lux [4.43]. Energy is stored
in a 220 mF CAP-XX supercapacitor with a leakage current of only 3 µA. The
main feature of this CAP-XX supercapacitor is its very high power density and
high energy storage capacity in a space-efficient prismatic package with only 2.2
mm thickness, making it ideal for low-profile tag designs. Figure 4.40 shows the
energy harvester system with the flexible solar cell, the energy manager, and
the CAP-XX supercapacitor. The capacitor is capable to keep energy all night
long. By duty cycling the tag operation, tag should work perpetually. The ad-
vantage of using supercapacitors is that their lifespan is much longer than Li-ion
batteries. Comparing them by number of charge-cycles, Li-ion batteries have
an average of 500 to 10.000 cycles, while supercapacitors range from 100.000 to
a million cycles.
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Figure 4.40: Light energy harvesting system (AEM10941 Evaluation Kit): (a)
flexible solar cell, (b) front view of the board, (c) Rear view of the board with
the CAP-XX supercapacitor.
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4.4 Conclusions

In this section, the work related to the implementation of the backscattering tag
has been addressed. From the work carried out in this chapter, several conclu-
sions can be drawn regarding tag front-end design and the implementation of
the modulation scheme, including the physical medium modulation and uplink
communication protocol.

Different topologies have been studied for the implementation of the backscat-
tering tag. On one hand, the conventional load-modulated front-end has been
examined. This system stands out for its extremely low power consumption, as
it only requires an RF switch with minimal current consumption, making it suit-
able for passive implementations or applications with super low power require-
ments. Subsequently, the integration of a reflection amplifier in the tag front-
end has been studied for applications requiring longer communication ranges.
The two main low-power reflection amplifier topologies found in the literature
(tunnel diode-based and transistor-based reflection amplifiers) have been suc-
cessfully designed, manufactured, and characterized. The main advantage of the
tunnel diode-based amplifier is its high gain and low power requirements, which
has sparked significant interest recently. However, due to its low bias voltage,
this high efficiency diminishes when integrated into a complete system, as logic
circuits operate at much higher voltages, necessitating the use of converters to
integrate them into the same tag. On the contrary, despite exhibiting modest
efficiencies, the transistor-based reflection amplifier can operate at voltages that
match those of microcontrollers, making the overall integration more efficient.
Therefore, based on this premise, it can be concluded that the transistor-based
reflection amplifier appears to be a better option for the design of backscattering
tags.

Reflection amplifiers are pseudo-oscillators strategically designed to amplify
without starting to oscillate and their behavior depends on the input power.
Therefore, its integration into backscattering tags poses some challenges that
have not been addressed in the literature. For input powers high enough, the
reflection amplifier can start to oscillate, generating interferences in the spec-
trum and potentially disabling all neighbor communications, since the noise
floor increases within the tag band. Furthermore, keeping the amplifier always
turned on is not an efficient practice for energy management and reduces the
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tag’s lifespan. Therefore, the integration of a current sensor to activate and
deactivate the reflection amplifier as a function of the input power is proposed,
thus solving the two aforementioned issues.

For the communication implementation, two different backscattering modu-
lations have been presented, along with an uplink communication scheme. Each
modulation exhibits its own advantages and weaknesses. The OOK LoRa-packet
modulation stands out for its low power consumption and compatibility with
commercial off-the-shelf LoRa receivers for demodulation. However, due to the
backscatter information being piggybacked by LoRa packets, the achieved data
rate is not particularly high in terms of speed.

On the other hand, the down-chirp modulation implements a more opti-
mal spectrum utilization and takes advantage of the processing gain inherent
to LoRa modulation. Furthermore, an additional processing gain is achieved
by encoding the tag information with a 7-bit Barker sequence. However, this
modulation requires more power due to the integration of a VCO and the higher
MCU clock speed required for synthesizing the LoRa down-chirps, and it must
be demodulated using a SDR. Since the tag information is demodulated with
a SDR, further work could be done exploring the maximum communication
data-rate as a function of the tag power consumption.
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Chapter 5

Backscattering for Localization
Applications

5.1 Introduction

In recent years, indoor localization systems have generated great interest due
to their potential applications [5.1][5.2][5.3]. Most of the methods proposed
in the literature, as well as commercial systems, focus on improving localiza-
tion precision [5.4]. In some applications, such as autonomous robot guidance
[5.5], localization accuracy is fundamental because they require an exact loca-
tion in a coordinate system. Performance depends greatly on the method used:
(time of arrival (ToA), time difference of arrival (TDoA), angle of arrival (AoA),
or received signal strength indicator (RSSI); and it also depends on the envi-
ronment, attenuation introduced by objects, movement, and the localization
algorithm employed. Depending on the localization method, different wireless
systems have been explored: Wi-Fi, Bluetooth, UWB, modulated continuous
wave (FMCW) radar, RFID, etc. LoRa-based localization systems have re-
cently been proposed for indoor and outdoor environments [5.6][5.7][5.8][5.9].
Some of these systems were compared in [5.10][5.11]. Their precision often in-
creases with the number of anchors [5.12][5.13] and these systems require LoS
(Line-of-Sight) scenarios [5.14].

Another interesting group of localization techniques includes those that are
based on fingerprint classification. In this case, the system estimates the loca-
tion of an object by matching received signal strength indicator (RSSI) measure-
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ments with the closest location fingerprints. The RSSI measurements are often
obtained from Wi-Fi access points [5.15] or Bluetooth beacons [5.16], [5.17] in
indoor applications or Sigfox, LoRaWAN [5.18] or mobile communications in
large areas [5.19]. However, these methods require a calibration of the system
by recording the exact location on a map. Two main groups of techniques have
been reported for classification in these systems: neural networks [5.20][5.21]
and machine learning techniques [5.22]. The main drawback of previous local-
ization methods is that the high number of anchors and the manual calibration
procedure decrease the system’s return on investment (ROI). However, there
are other applications in which knowing an approximate area, such as a room
[5.17][5.23][5.24] is sufficient. Within the various medical applications, monitor-
ing activities of daily living (ADL) [5.25][5.26][5.27][5.28] constitute an example
of the second group. A major challenge for these applications is that the track-
ing devices must be noninvasive and private because they are intended to be
used by the elderly. Therefore, the devices must be worn and the battery life-
time must be very long to avoid continuous recharges that can cause the user to
stop using the system. Both the installation of the localization system and the
cost mean that a reduced number of anchors capable of covering large areas (e.g.
care facilities or hospitals) have to be installed. From a practical perspective,
it should be noted that in most indoor localization methods, when the number
of anchors used is small (or when the cost of installing several anchors is pro-
hibitive), the precision is around several meters [5.16]. In other words, they can
be used to roughly recognize a room.

The main goal and novelty of this chapter is that it describes the study of
the performance and viability of an indoor room-level localization system based
on LoRa signal backscattering. This work aims to contribute to the improve-
ment of human and social welfare through the application of the system in fields
such as patient management in hospitals and care facilities, capacity monitor-
ing in establishments of different types, autonomous buildings, etc. Compared
to other systems based on active beacons (e.g. Bluetooth, Wi-Fi, or UWB),
LoRa backscatter stands out for its lower power consumption and long range
due to the high sensitivity of LoRa receivers. This LoRa backscatter device can
be embedded in a wristband or any other wearable device, thereby obviating
the need for uncomfortable, heavy electronics. The localization system is made
up of several LoRa receivers distributed in different rooms, a LoRa transmitter
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located at a central point, and the backscatter device, which is carried or worn
by an individual. Commercial low-cost LoRa modules have been used in the
experiments to validate the system. A simple algorithm based on the reception
of the highest signal strength was used to determine the position (the room
where the user is). In order to improve accuracy, different machine learning
algorithms are compared. In these cases, algorithm training was accomplished
by acquiring a set of samples while the user moves randomly within each of
the rooms. The random point acquisition greatly accelerates the training pro-
cedure. It is only necessary to know which room the samples were taken in,
and not the coordinates of the receivers or the transmitter. Parameters such as
transmitter power and propagation model are also not necessary to program the
algorithms. This simplifies the training procedure and practical implementation
in real environments.

The chapter is organized as follows. Section 5.2 describes the system, in-
cluding the proof of concept prototype for the LoRa backscatter. A propagation
model is proposed to check the algorithm based on simulated data. The sim-
ulated results are described in Section 5.3. Experimental results are presented
in section 5.4. Section 5.5 compares the features of the proposed room-level
localization technique with other localization technologies. Finally, section 5.6
summarizes the conclusions.

5.2 System architecture overview

The use of a backscattering device to reflect the data signal from a LoRa trans-
mitter to an adjacent channel as described in section 4.2.2 of chapter 4 is here
proposed. A set of LoRa receivers tuned to this shifted channel receive the data
packets and measure the received signal strength indicator (RSSI) and signal-
to-noise ratio (SNR) for each one. The LoRa receivers are placed in different
rooms, so each room can be identified by comparing the RSSI collected by the
receivers. The receiver with the highest RSSI level determines the location of
the backscatter. Advanced fingerprint algorithms can be employed to improve
the decision. A diagram of a possible scenario is shown in Figure 5.1. The
LoRa backscatter stands out for its low power consumption compared to other
beacons because it does not have to generate RF signals or process the incoming
LoRa packets.
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Figure 5.1: Example of typical Tx and Rx placement on a house

For the system implementation, several low-cost LoRa32 development boards,
from the brand TTGO, are used. These boards integrate an ESP32 microcon-
troller from Espressif and a Semtech SX1276 transceiver. The ESP32 provides
Wi-Fi and Bluetooth connectivity, while the SX1276 enables LoRa connectiv-
ity, making it a versatile triple-wireless technology transceiver. The SX1276
transceiver can operate across a frequency range from 137 MHz to 1020 MHz,
covering European, North American, and Asian ISM bands. One advantage of
the SX1276 transceiver is its high tolerance to frequency deviations, enabling
demodulation of packets with significant frequency deviation. Moreover, in the
rare case of being unable to demodulate the data due to considerable frequency
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shift, the SX1276 includes an automatic frequency correction (AFC) functional-
ity to readjust the reception frequency. System implementation has been done
with the European/American version of the LoRa32 board, which operates at
the 868 MHz ISM band. The SX1276 allows to set up several parameters of
the radio and the LoRa packets. For the experiments, transmission power has
been left to default (17 dBm). However, it can be adjusted from 2 dBm up
to 20 dBm, if necessary. The cost of the LoRa32 boards is less than 10 $ and
no hardware modification is needed, making the full deployment of the system
cheap and easy.

A Wi-Fi link is used to send the data to a cloud database. Alternatively, the
data can be transmitted among nodes via point-to-point LoRa links or directly
to a LoRa gateway, which uploads the data to a cloud database. This second
method can be used in industrial environments or in buildings without coverage
in some areas or without any coverage at all. Data are transferred to the cloud
by means of the MQTT (Message Queue Telemetry Transport) protocol. Each
receiver publishes the RSSI and SNR measurements in a MQTT topic. To avoid
errors arising from lost packets or uploading delays, the transceiver sends each
packet with an identifier, which might be just a counter. This makes it possible
to synchronize the data from the receivers. After the tag transmission, each
receiver publishes a message to the MQTT broker with the packet identifier,
the room identifier, and the measured RSSI and SNR.

5.2.1 Backscatter prototype

For the tag prototype, the LoRa packet-level OOK modulation described in
chapter 4 is used. This modulation has been chosen for two reasons: to keep
the tag’s power consumption as low as possible and to enable demodulation with
commercial LoRa receivers, thereby reducing the overall implementation cost.
Figure 5.2 shows a render of the PCB and an image of the manufactured proto-
type, which has been mounted into a 3D-printed wristband. The tag integrates
a wideband low-profile ceramic antenna (P/N: 0900AT43A0070) from Johanson
Technology, designed to operate in the 868 and 915 MHz bands. The antenna
consists of a ceramic monopole and an additional printed line used to adjust the
frequency of the antenna at the 868 MHz band. To enhance impedance match-
ing, an LC matching network with SMD components is designed with the aid of
the VNA. To switch between the open circuit and the short circuit the already
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Figure 5.2: Block diagram of the backscattering system (top) and photograph
of a prototype (bottom)

mentioned ADG902 is used, and the control signal has been directly generated
using the PWM function of the AtTiny402 microcontroller. The microcontroller
generates the tag identifier baseband data transmitted via backscattering. The
total current consumption when the microcontroller wakes up, working at a 1
MHz clock speed with an operating voltage of 3.3 V, is 890 µA. This total
value is considerably lower than that of Bluetooth LE modules that typically
require 7 to 15 mA when they are in the reception or transmission states. One
interesting aspect to mention is that the backscatter device has no transmission
or reception mode, since it is not capable of processing or generating RF signals.
Therefore, the tag periodically backscatters the identifier by reflecting the LoRa
packets, and is a task of the receiver to get this information.
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5.2.2 Propagation model

The method proposed is based on the measurement of the RSSI from different
receivers tuned to the frequency channel shifted by the backscattering tag. In
this section, an empirical model to perform simulations of coverage area and
localization rates is proposed. The received power (PR) can be expressed as in
an RFID system using the radar equation [5.29]:

PR =
PTGT

4πd2T
·∆σ · 1

4πd2R
· λ

2

4π
·GR (5.1)

where PT is the transmitted power, GT the transmitter antenna gain, GR is
the receiver antenna gain, ∆σ is the differential radar cross-section of the tag,
and dT and dR are the distance from the transmitter to the tag and from the
tag to the receiver, respectively. The receiver power increases when the tag is
close to the transmitter or to the receiver. The locus of points with constant
received power approximately describes an ellipse. However, the Friis model
(5.1) is only valid in free space or in situations where the antennas have high
directivity, which avoids multipath interference. In order to include multipath
propagation, an empirical model is often considered. The RSSI is the received
power expressed in dBm [5.30]:

PR(dBm)(dT , dR) = PR(dBm)(d0, d0)−10n1log(
dT
d0

)−10n2log(
dR
d0

)−Lwall+X

(5.2)
Equation (5.2) is split into two parts considering the two existing propaga-

tion paths: transmitting to the tag and backscattering to the receiver. In (5.2),
d0 is the reference distance (i.e. the midpoint between transmitter and receiver
d0 = (dTx−Rx/2), PR(d0, d0) is the average received power at d0, and n1 and n2

are the path loss exponents, whose values depend on the environment and the
height of the antennas. Typical values for indoor environments vary between
2.5 and 3. Lwall are the losses due to the diffraction and attenuation of the
walls and X is a random variable that takes into account the attenuation due to
multipath propagation. PR(d0, d0) can be determined experimentally through
the regression analysis of measured data and depends on the transmitted power
and the gain of the antennas. It is also a function of the height of the anten-
nas and depends on the diffraction. However, in this section, the expression
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(5.2) derived from the Friis transmission equation is considered to perform the
simulations.

Figure 5.3: Diagram used for the description of the propagation analysis.

A typical deployment scenario is shown in the diagram in Figure 5.3. The
attenuation due to path loss between the transmitter and tag is equal from
all the receivers, but the power of the received signals depends on the distance
between each receiver and the backscatter dRi and the number of walls that each
signal goes through. It is expected that the maximum received power will be
that of the receiver that is in the same room as the backscattering tag because
it will be closer to it and attenuation due to the walls will not be an issue.

Typical wall attenuation at 900 MHz for a brick wall is 5 dB and 15-18
dB for a double reinforced concrete wall [5.31]. In the model, the distribution
presented by the random variable X can be considered of the log-normal type
X(dB) ∼ N(0, σ), where σ (dB) is the standard deviation and experimental
results yield values between 2 and 4 dB for a single path [5.32] (in this case a
double path due to the backscatter channel is expected). The coverage proba-
bility (Prob) is that in which the average received power or RSSI (PR) is higher
than the receiver sensitivity S (dBm). For a log-normal distributed channel this
is given by [5.33]:

Prob(PR > S) =
1

2
erfc(

S − PR√
2σ

) (5.3)

where erfc is the complementary error function. For a σ equal to 8 dB and
a received power of 10 dB above the sensitivity (fading margin), the coverage

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



System architecture overview 115

probability is about 90%.
LoRa receiver sensitivity depends too on the noise figure of the receiver and

the bandwidth (BW). It is computed from the noise floor plus the required
signal-to-noise ratio (SNR) [5.34]:

S(dBm) = −174 + 10log(BW ) +NF (dB) + SNR(dB) (5.4)

where BW is the bandwidth of the LoRa signal and NF is the LoRa receiver
noise figure. The SNR is negative and can be approximated as a function of the
spreading factor (SF), which can be selected in LoRa transceivers from 7 to 12
[5.34]:

SNR(dB) = −7.5− 2.5(SF − 7) (5.5)

One of the reasons why the LoRa transceiver is used in this system is its high
sensitivity, which allows the detection of the backscatter in indoor environments
in spite of the attenuation typically experienced in such spaces. From (5.4), for
a spread factor of 12, a bandwidth of 125 kHz, and assuming a typical noise
figure of 6 dB, the receiver sensitivity is -137 dBm.

5.2.3 Room-Level Classification

The classification process is schematically described in Fig. 5.4. The LoRa
transmitter regularly transmits packets using a counter for packet identifica-
tion. The transmission time interval (packets transmitted per second) can be
configured depending on the desired tracking frequency or application. When it
strikes the device, the signal coming from the LoRa transmitter is backscattered
towards the receivers located in each room to identify the signal. Each receiver
has been tuned to the shifted frequency channel. The received RSSI and SNR
measured by the LoRa transceiver and the packet identification number are sent
to the MQTT broker. In this case, a Wi-Fi transmission was used because the
ESP32 has a built-in Wi-Fi transceiver. However, in the absence of Wi-Fi cov-
erage, the receiving node can be configured to transfer the message via LoRa
to a gateway with an internet connection, which will upload the data to the
MQTT broker. A custom Mosquitto broker was used in the experiment but
other MQTT brokers can also be used [5.35]. There are two modes of opera-
tion: the training mode and the normal operation mode. In the former, the data
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are stored in a SQLLite database for later use in the training of the classifiers.
Then, to train the system, data are provided together with the room where the
backscatter is, allowing the system to learn the footprint of each backscatter lo-
cation. To indicate the room where the backscatter is located during the training
stage, a message is sent to an MQTT configuration topic using a mobile app.
After that, the training data collected are used for training the machine learning
model. The MQTT client is implemented in Python using the Eclipse MQTT
Paho module. The scikit-learn module was used for machine learning [5.36]. In
the normal operation mode, the room number is determined by the measured
RSSI and SNR data, which are obtained from the subscription to the respective
MQTT topics of the receivers. If any of the receivers do not receive the backscat-
tered packet because they are outside its coverage area, the minimum value of
RSSI (sensitivity) and SNR will be assigned. The simplest classification method
consists of assigning the room to the index of the receiver with the highest SNR
or RSSI. As the resolution in the RSSI measurement is only 1 dBm for the LoRa
transceiver used in this work, the use of the SNR measurements seems to be
the most appropriate option due to their higher resolution, which tends to yield
better results. In any case, the room can be determined with both the RSSI and
the SNR measurements, providing the system with a double-check calculation.
If advanced machine learning algorithms are used for the room classification,
the room index is obtained by running the trained classifier. The simulated and
experimental results with different classifiers are described in the next sections.

Figure 5.4: Block diagram of the classification procedure
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5.3 Simulations

Figure 5.5 shows the received power in dBm computed using the model (5.1)
and (5.2) as a function of the tag location for a frequency of 868 MHz. A
distance of 50 meters between the transmitter and receiver is considered. Figure
5.5a shows the ideal free-space case, whereas Figure 5.5b shows a scenario with
decay factors (n1 and n2) of 2.5. The transmitter EIRP is 20 dBm, and the
receiver antenna gain 2.2 dBi. The gain of the tag antenna is -1 dBi (the
typical surface-mounted antenna gain). In the simulations, the measured tag
gain and the ideal square wave waveform are used. An indoor scenario resulted
in a considerable reduction in receiver power. However, these simulation results
show that a LoRa backscatter can be detected within an area of about 100 m2,
although the attenuation of walls or other objects would decrease this coverage
area. Experimental results measured in a house are presented in the next section.

(a) (b)

Figure 5.5: Contour map of the received power as a function of the backscatter
location (a) in free space and (b) with multipath considering a propagation
decay factor of 2.5

A series of simulations were performed to validate the proposed method. Six
rooms of different sizes covering an area of 40 m × 40 m were considered. The
received power obtained from the model (5.2) is shown in Figure 5.6. A value
of 10 dB was taken for wall attenuation with a standard deviation of 8 dB. The
transmitter was located approximately in the center of room one.

Several classifiers can be used to determine the room number associated with
the RSSI measured at each one of the receivers. The simplest method consists
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Figure 5.6: Contour map of the received power as a function of the backscatter
location for each receiver location.

of determining the room number through the receiver with the best power re-
ception. Figure 5.7 shows the classified rooms for the last simulated scenario
using the simplest RSSI classifier, where the room is assigned to the receiver
that collects the strongest RSSI signal. This method has the advantage of not
requiring a training step. Although this method worked reasonably well in the
presence of noise, other classifiers were also analyzed. Classifiers implemented
in Python scikit-learn machine learning module [5.37] were used for compari-
son. The classifiers were trained with 20% of the samples (simulated reception
powers for several backscatter locations). The samples were chosen at random
and the other 80% were used to test the trained classifier.

Table 5.1 compares the accuracy obtained for each classifier. The best clas-
sifier found was linear discriminant analysis (LDA), which achieved an accuracy
of up to 91.5%. Table 5.2 shows the confusion matrix C for the linear dis-
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Figure 5.7: Color map that shows the classified room using an RSSI level classi-
fier. Each room is represented by a different color. The position of the receiver is
indicated with the room number. The position of the transmitter is also shown

criminant analysis (LDA) classifier. Each element of this matrix Cij is equal to
the number of observations known to be in the room i and predicted to be in
the room j. For example, in the first row, the first column indicates the room
where the backscatter is, in this case room one. The algorithm was correct in
its predictions in 93.84% of cases, but in 3.07% of cases it determined that the
backscatter was in room two, in 1.54% it predicted room three and in 1.54%
room four. The results shown in Table 5.2 have been normalized by the total
number of samples. Note that to improve readability the values equal to zero
have been left blank. As the table shows, there was a small degree of confusion
with neighboring rooms.
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Room HRL LR LDA KNN CART NB

1 84 93 94 90 88 90

2 87 91 91 94 89 90

3 85 96 97 93 91 93

4 80 80 90 80 77 82

5 85 72 83 90 79 83

6 92 54 94 89 97 94

Average 85.6 89.3 92.5 91.5 87.0 89.3

Table 5.1: Accuracy (%) as a function of classifier

Room 1 2 3 4 5 6

1 93.84 3.07 1.54 1.54 0 0

2 3.91 91.40 4.69 0 0 0

3 0 0.85 96.58 2.56 0 0

4 4.92 0 3.27 90.16 0 1.64

5 0 0 6.89 3.45 82.75 6.89

6 0 0 0 0 5.71 94.28

Table 5.2: Normalized confusion matrix in % using linear discriminant analysis
(LDA)

5.4 Experimental Results

The proposed room-level localization system was tested in a complex scenario
like a house. Several experiments were conducted to determine the coverage of
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the LoRa backscattering system. Figure 5.8 shows a heatmap of the received
RSSI for the different rooms equipped with receivers. The backscatter was
placed on the wrist of a volunteer moving along different points on a grid that
was used to plot the heatmap. The transmitter was located approximately in
the center of the house (in the hallway) and a receiver was located in another
room separated by walls. The receiving power strength on the receiver increased
when the backscatter was near the transmitter or receiver. But reasonable
coverage (with an RSSI greater than -122 dBm) was achieved in all situations.
In addition, the backscatter signal could also be received by the nearest receivers.
In this test, the transmitted channel frequency was 868 MHz and the receiver
was tuned to the shifted channels spaced at 300 kHz. The bandwidth was 125
kHz and the spread factor was 12.

(a) (b)

(c) (d)

Figure 5.8: Measured heatmap of the received power as a function of the
backscatter location for: (a) receiver RX1 located in room number one (b)
receiver RX2 located in room number two, (c) receiver RX3 located in room
number three and (d) receiver RX4 located in room number four (d).

The system was applied to the scenario shown in Fig. 5.8, where the trans-
mitter was located in the center of the hall and four receivers were installed
in the adjacent rooms. The training procedure was performed as described in
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section 5.2. A comparison of the accuracy achieved in each room is summa-
rized in Table 5.3. Considering the method based on the highest SNR level, the
degree of accuracy was very good for rooms one and two because the received
strength levels were high, whereas in rooms three and four, except for some
points, the degree of coverage was much lower, or even non-existent. Applying
the same analysis, the accuracy for rooms three and four was worse compared
to rooms one and two. This explains the low degree of accuracy for these rooms
using the simplest method. However, the other classifiers were able to achieve
high degrees of accuracy in all four rooms, regardless of the room’s potential
coverage. Our experimental results showed that the best average accuracy was
obtained with the LDA classifier although the accuracy for room two was worse
than that obtained with the other classifiers. In any case, the differences in the
average accuracy among classifiers were slight, excluding the highest SNR level
classifier. The Gaussian Naïve Bayes classifier (NB) was not analyzed because
the measured data in the rooms did not meet the Gaussianity conditions for the
method that would allow it to be applied. The normalized confusion matrix for
the KNN classifier is shown as an example in Table 5.4. The elements of the
principal diagonal that present the highest percentages correspond, as expected,
to the neighboring rooms. There were a significant number of cases (10%) that
increased the confusion in the classification process between rooms four and
one. This is because the coverage area of Rx1 and Rx4 partially overlapped
with similar received levels.

Room HSL LR LDA KNN CART SVM

1 82 82 93 90 82 88

2 89 86 83 81 81 88

3 40 97 97 93 93 93

4 56 86 86 82 82 84

Average 66.7 87.7 89.7 87.7 84.5 88.2

Table 5.3: Accuracy (%) as a function of classifier
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Room 1 2 3 4

1 92.5 5.0 0.0 2.5

2 7.1 83.3 4.7 4.7

3 0.0 1.7 96.6 1.7

4 10.0 4.0 0.0 86.0

Table 5.4: Normalized confusion matrix in % using linear discriminant analysis
(LDA)

5.5 Discussion

This section examines existing indoor localization technologies described in the
literature. Although several surveys (e.g [5.1], [5.38]) on localization are avail-
able, this section aims to compare the advantages and limitations of the system
proposed here in relation to other similar systems. Table 5.5 summarizes some
of the properties, advantages and disadvantages of the technologies studied. The
different technologies analyzed are described below.

• WiFi-based localization: Wi-Fi networks (based on IEEE 802.11 stan-
dards) operate on ISM bands and are used to provide internet access to
computers and smartphones, especially in indoor environments. There-
fore, Wi-Fi is an ideal system for indoor localization and has been widely
examined in the literature. Existing access points deployed for commu-
nication can be used as reference (anchor) nodes for localization without
the need for additional infrastructure. However, it is sometimes necessary
to install more anchors to improve accuracy, which increases the cost. Lo-
calization techniques based on RSSI measurements are the most common
[5.39], [5.40]. However other techniques use the measurement of channel
state information (CSI) [5.41] provided by some Wi-Fi boards. ToA has
also been proposed, although it requires hardware modifications [5.42].
AoA localization techniques were recently investigated in [5.43], [5.44].
Fingerprinting is a widely used indoor positioning method used with sev-
eral wireless access technologies including Wi-Fi, BLE, and Zigbee [5.38].
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This method can improve accuracy in NLoS environments, but it requires
the creation of a database from training measurements and the results
depend on the density of reference points.

• ZigBee-based localization: Zigbee (IEEE 802.15.4 standard) based lo-
calization techniques [5.45], [5.46] share the primary drawback of Wi-Fi-
based techniques. But the use of Zigbee networks (mainly used for wireless
sensor networks) is not as widespread in indoor environments as Wi-Fi net-
works, and requires an additional deployment that increases the cost of
the localization system.

• UWB-based localization: Ultra-wideband (UWB) is one of the wireless
solutions that has been the focus of much attention for indoor localization.
This interest arises from the fact that the use of large bandwidth yields
high time resolution because it is possible to separate multiple reflections
from the pulse. Consequently, UWB systems can obtain centimeter-level
ranging accuracy under LoS conditions, even in indoor environments with
multipath interferences [5.47]. The position is often determined by trilat-
eration from the measured ToA from different anchors distributed in the
coverage area. Localization accuracy depends on the number of anchors,
their location and the LoS coverage. To address the problem of cost-
effective UWB-based localization in complex indoor environments, hybrid
trilateration and fingerprint algorithms have been developed [5.48]. The
cost of the system depends on the number of anchors. UWB technology
is not as extensive as other wireless technologies and the cost of UWB
transceivers is still expensive compared with other wireless systems.

• Bluetooth-based localization: The latest version of Bluetooth (IEEE
802.15.1) is known as Bluetooth Low Energy (BLE), which achieves a
coverage range of 10–20 meters indoors with better energy efficiency com-
pared to previous versions. The RSSI measurement provided by BLE
devices can be used for localization [5.49]. However, two BLE-based pro-
tocols, iBeacons (by Apple Inc.) and Eddystone (by Google, Inc.), have
been designed for context-aware proximity services. From the messages re-
ceived from the beacon and from the RSSI, users are classified into three
range regions (immediate, near, far, or unknown) [5.50]. Based on the
user’s proximity to any beacon, the mobile application triggers an action
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(e.g. sends a notification or a discount coupon) [5.51]. Fingerprint ap-
proaches based on iBeacon have been proposed in the literature [5.52],
[5.53]. Recently, private company U-blox released the XPLR-AOA BLE
and Bluetooth 5.1 kits for indoor positioning based on the Angle-of-Arrival
(AoA) technique [5.54].

• RFID-based localization: RFID systems can be classified into active
and passive. Active RFID is often used to track assets outdoors, where
great position accuracy (order of meters) is not required and when mea-
surements are taken over long periods of time that require long-lasting
batteries. They are based on UHF (ISM 433 or 868 MHz bands) and
ISM 2.45 GHz. Essentially, two different types of active RFID tags are
available: transponders and beacons. With transponders, communica-
tion works by means of backscattering, but using battery-assisted (BAP)
devices. Active RFID transponders are commonly used in secure access
control and payment systems at toll booths. Battery-assisted UHF tags
that comply with Gen 2 standards [5.55] (and therefore, can be read with
standard UHF readers) have recently been released which can extend the
range of passive RFID systems up to 20 m. In these BAP tags, the uplink
read range is limited by the sensitivity of the reader as in passive UHF
tags. However, some active RFID tags use beacons tags. These tags use a
transmitter that sends out messages every few seconds. The use of trans-
mitters extends the read range but can noticeably reduce the battery life
depending on the transmission duty-cycle used. Active tag beacons are
very common in the oil and gas industry, and for cargo tracking systems.
For example, commercial Tagsense tags use a modified Zigbee transmit-
ter, and Omni-ID integrates BLE and LoRaWAN transceivers. The read
range in the open field is about 80 m depending on the antennas used
[5.56]. This read range is notably reduced in indoor environments to 20
m [5.57] due to multipath propagation. The sensitivity of a typical reader
is on the order of -100 dBm. The price of active RFID tags is between 20
and 100 $ depending on their functionality and whether they must with-
stand harsh conditions. Although active RFID is designed for outdoor
applications, it has been explored for indoor localization applications as
well. LANDMARC is one of the most popular indoor localization tech-
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nologies used in active RFID tags [5.58][5.59][5.60]. Passive tags, on the
other hand, have shorter transmission ranges because they do not use a
battery. They, therefore, have a lower read range than active RFID tags.
UHF RFID can read up to a few meters, but HF RFID and NFC can
read up to a few centimeters. Although they have the advantage of low
cost, UHF readers are more expensive than the NFC readers available in
modern smartphones. A navigation system based on NFC has recently
been proposed in [5.61]. The limitations on coverage make passive RFID
suitable for proximity applications [5.62].

• Acoustic-based localization: Radiofrequency (RF) signals share many
characteristics with acoustic signals. Compared to more common RF sig-
nals like Wi-Fi, acoustic localization has been gaining strength because
its main requirements are microphones and speakers, which are widely
equipped on many smart devices [5.63][5.64]. Another advantage of the
acoustic signal is that the speed of sound is much lower than the speed of a
RF signal, which is a positive factor in achieving higher accuracy. Different
localization techniques are being used that combine multiple microphone
signals, such as those based on time of arrival (ToA), time difference of
arrival (TDoA), Doppler effect, direction of arrival (DOA), and steered
response power (SRP) [5.39]. One advantage of these devices is that they
can use the microphones built into smartphones [5.65].

• Ultrasound-based localization: Ultrasound-based localization tech-
nology uses ultrasound waves (typically at 44 kHz) to measure the ToA
between a transmitter and a receiver [5.66], [5.67]. Due to the lower ve-
locity of sound compared to that of an electromagnetic wave, accuracies
of less than centimeters can be achieved in range measurements. For node
synchronization, the ultrasound localization system requires a secondary
RF link. One disadvantage of these systems is the dependence of sound
velocity on temperature and humidity and the high levels of environmental
noise, which reduce accuracy and coverage.

• Visual-based localization: Visual localization systems are commer-
cially available on the market (e.g. Kinect [5.68] or Wii [5.69] for games).
They do not have interferences from RF devices, but they are affected
by environmental lighting conditions and pose privacy issues. Another
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disadvantage of this technology is the high computational requirements
that make it difficult to integrate into smartphones or wearables. These
systems also require LOS, limiting their coverage to only a few meters
[5.70].

• Visible light-based localization: Visible light-based localization tech-
niques use light sensors to measure the position and direction of LED
emitters that work something like iBeacons. The localization is based on
AoA methods [5.71]. The advantage of this technology is its low cost,
which makes it possible to install the LEDs over large areas. However,
the biggest drawback with this technology, as with other techniques based
on light, is the need for LOS.

• Lidar-based localization: LIDARs and infrared cameras are becoming
more popular in robotics [5.72] as their accuracy is in the order of mil-
limeters. LIDAR is fast and accurate and it is gaining popularity with
car makers due its use in the development of autonomous cars [5.73]. Al-
though LIDAR systems are becoming increasingly common, such systems
are still expensive.

• Infrared-based (IR) localization: The low cost of IR positioning sys-
tems makes them a potential candidate at the room level, though their
coverage range and accuracy are limited [5.74]. Technical limitations such
as the required LOS between the transmitter and the receiver and the
interference of IR waves with fluorescent light and sunlight reduce the
widespread usability of these systems. These issues have led researchers
to explore alternative approaches to infrared-based indoor positioning.

As already addressed in the introduction of this chapter, the main novelty of
the system here proposed is the utilization of a LoRa backscatter for localization.
Apart from RFID systems, which also rely on backscattering communication,
other wireless systems use communication between a transmitter and a receiver
for localization. Consequently, the power consumption of the proposed system
is lower than even BLE and Zigbee devices. A low-cost (< 5$) proof-of-concept
of a wearable device have been here presented. The prototype can run contin-
uously for 24 days or for more than two years if the refresh rate is reduced to
1/10 seconds with a 500 mAh Lite-on battery. The proposed system has been
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designed for room-level localization as an alternative to other techniques based
on RSSI, such as Wi-Fi, Zigbee or BLE can also be applied. The computational
cost of the algorithm is low, and it is implemented on a server. Low power
consumption is a key advantage as it eliminates the need for frequent battery
replacement, which can be an issue in ADL applications for use with the elderly.
This long battery life also means that the system can be used to track assets
in indoor environments. The high sensitivity of LoRa receivers and their great
immunity to interferences [5.75] due to the robustness of the CSS-modulation
scheme allow a higher coverage range than other backscatters, including active
RFID based on proprietary protocols. The use of lower frequencies reduces the
undesirable effects associated with the attenuation and diffraction by the body
compared with systems operating in 2.45 GHz bands. In addition, in some
countries, the ISM 433 MHz band can be used for LoRa (e.g. based on Semtech
SX1278 [5.30]) allowing the coverage range to be expanded. The result is bet-
ter for indoor coverage, reducing the number of anchors or reference nodes and
improving performance in wearable applications. LoRa is also a low-cost, low-
power standardized wireless system that is continuously growing. Therefore,
the cost of LoRa transceivers is lower than active UHF RFID readers. Low-cost
Wi-Fi nodes with LoRa transceivers are used as receivers, therefore the use of
expensive multichannel gateways or routers is not required. For example, in this
work, a low-cost LoRa32 shield with a Semtech SX1276 transceiver was used in
the experiments. Therefore, the overall cost of the system is lower than UWB
and comparable to Wi-Fi or Zigbee based systems. Device-free localization
(DFL) techniques have been proposed using the variation of the RSSI received
from different signals in a wireless network to detect and count the presence of
human activity [89]. Although DFL has several interesting applications, the re-
sults are likely to be more sensitive to environmental changes. Fingerprint-based
algorithms are often used in DFL. However, the training data requires several
measurements with a person standing at different positions to avoid the influ-
ence of measurement noise. Also, training environments with multiple people
who backscatter the signals is challenging [5.76]. In the proposed system, the
multiple signals backscattered on different objects in the scene are filtered from
those produced by the LoRa backscatter because they change the frequency to
another channel.
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Technology Coverage Consumption Accuracy Cost Mathod Advantages Disadvantages

UWB 30 m Moderate cm-m High Toa
Fingerprint

Interference
immunity

Dedicated
hardware

Bluetooth 10-20 m Low m Low RSSI
iBeacon

Widely
available.

Integrated in
smartphones.

sensitive to
multipath

WiFi 50 m High dm-m Low

RSSI
CSI
AoA

Fingerprint

Widely
available.

Sensitive to
multipath.
Complex

processing.

ZigBee 100 m Moderate m Moderate RSSI
Fingerprint

Easy
deployment

Sensitive to
multipath.
Dedicated
hardware.

Active
RFID

20 m
(indoor) Low < 1 m Moderate RSSI

Fingerprint
Long battery

life.

Expensive
readers.
Property

tags.

Passive
RFID

cm -
few m

Very low < 1 m Low RSSI
Fingerprint

Tag low
cost.

No battery

Expensive
UHF readers.
Short range

for HF
system.

Ultrasound Couple
of m

Low -
Moderate

1.5 -
10 cm Low ToA

Widely used
for distance

measurements.

Enironmental
noise.

Air temperature
and humidity
dependence.

Acoustic Couple
of m

Low -
Moderate cm Moderate ToA

AoA
Smartphones
compatibility.

Ambient
noise

dependence.
Requires

mic. arrays &
loudspeakers.

Infrared Few
meters

Room-
level dm Low ToA

TDoA

Cheap.
Widely
adopted

for human
detection.

Flueorescent
& sunlight

interference.
Required

LoS.

Lidar 10 m
Very
high.

mm -
cm

High ToA
AoA

Commercially
available.
No RF

interference.

Required
LoS.

No wearable.

Visual 10 m High mm -
cm

Medium
AoA

TDoA
RSSI

Commercially
available.
No RF

interference.

Light
dependence.

Requires
LoS.

This
work <100 m

Very
low

Room-
level Low RSSI

Fingerprint

Low number
of anchors.
Wearable.

Interference
immunity

Requires
a database.

Table 5.5: Comparison of the reflection amplifiers proposed in the literature.
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5.6 Conclusion

Techniques for estimating the absolute position of users in a coordinate system
have been widely researched. Today, applications can locate a person or an ob-
ject within a building by merely monitoring the room in which that individual
or item is located. This chapter presents an indoor localization system with
room-level accuracy and a focus on easy setup and a low-cost network. The
system is based on the analysis of the backscattered signal strength received by
LoRa transceivers deployed in an indoor environment. The backscatter device
stands out for its low power consumption and long range. This chapter has
explored different methods, ranging from a simple technique that assigns the
room to the receiver with the highest measurement value to other more sophis-
ticated techniques based on machine learning. The method based on the highest
received signal strength exhibits great accuracy as long as the coverage is good
in all rooms. Otherwise, to obtain better accuracy, methods based on machine
learning are required. In these cases, a process to train the classification al-
gorithms is necessary. This is a quick and straightforward process that only
requires taking random samples in each room, without the need to determine
the absolute coordinates at the sampling points. The proposed method also does
not require establishing a propagation model, unlike other existing methods in
the literature. The use of a low-cost, low-consumption LoRa backscatter device
eliminates the need for frequent battery recharging, unlike in devices with higher
consumption. Our experimental results show that the LoRa backscatter can be
detected through the walls in indoor environments. The LoRa backscatter can
be easily integrated into a comfortable wrist band. Due to the high sensitivity
of the LoRa system, a large number of anchors are not required. Simulated and
experimental results show that only one receiver in each room and a transmitter
for every three to four receivers are needed to locate a person at the floor level
in a standard home. The wireless network required can be implemented using
low-cost modules available on the market without any modification. The back-
end system can be implemented in any computer without the need for expensive
servers using MQTT protocol.
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Chapter 6

Backscattering for Implanted
Medical Applications

6.1 Introduction

The performance of wearable and implantable devices is often limited by the
lifetime of batteries. A considerable part of the power budget of these devices is
spent by the radiofrequency circuits (oscillators, receivers, and transmitters) on
wireless communication [6.1]. Recently, backscatter communications have been
raising a great interest in a variety of applications including implanted devices
[6.2][6.3][6.4][6.5].

In this chapter, we discuss a novel communication method based on the
frequency-shifted LoRa backscatter for wearable and deep-implanted devices
using Medical Implant Communication Service (MICS) bands and the ISM 433
MHz band. The system is designed for low-data rate transmission since it im-
plements the LoRa packet OOK modulation described in chapter 4. Therefore
commercial LoRa transceivers are used for the tag information demodulation.
Long-distance links can be achieved using the approach presented in [6.6][6.7].
Therefore, communications based on LoRa backscatter can be useful for commu-
nication with deep implants. The strong attenuation of the body is compensated
by the sensitivity of the LoRa receivers. To this end, the backscatter must be
connected to a specifically designed implanted antenna. The miniaturization of
the implanted antenna decreases the radiation efficiency, but this is mitigated
by the sensitivity of the system. In this chapter we use off-the-shelf components
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to design a specific antenna, which is tuned to the desired frequency adjusting
the matching network and covering it with a heat-shrinkable sleeve.

The chapter is organized as follows. Section 6.2 describes the system overview
with the phantom design, the tag miniaturization, the antenna tuning and the
link budget calculation. Section 6.3 presents experimental results with the pro-
posed system. Section 6.4 compares the system with other approaches reported
in the literature. Finally, Section 6.5 draws conclusions.

6.2 System Design

6.2.1 System Description

The system consists of a very little backscatter device implementing the already
mentioned LoRa packet OOK modulation. For the transceivers, we used two
LoRa32 boards, one to transmit and the other to receive the backscattered
packets in the adjacent channel. The proposed implanted device works in the
Medical Implant Communication Service (MICS) band [6.8], ranging from 401
to 406 MHz. Therefore, the Asian version of the commercial LoRa32 board
has been used. In contrast to the European version that integrates an SX1276
operating at 868 MHz, the Asian version integrates an SX1278, which is capable
to operate between 137 MHz and 525 MHz, making it suitable to operate in the
MICS and in the Industrial Scientific and Medical (ISM) 433 MHz band, which
is also frequently used for Implanted Medical Devices (IMD). Alternatively,
more expensive LoRa gateways integrate both transmission and multi-channel
reception in the same device, making more simple the system deployment, and
allowing multiple tags to transmit packets to different channels simultaneously.

The OOK modulation reduces the cost of the implementation and is more
than enough to send the information of the tag. However, if higher data rates
are required, it can be further improved by demodulating the tag transmission
by means of a software-defined radio. The techniques described in chapter
4 to maximize the power backscattered have been used. Therefore, the tag
antenna is loaded using an open circuit and a short circuit, using the ADG902
switch. The switch is controlled by a low-power square wave LTC6907 oscillator
from Analog Devices [6.9], which can be adjusted with a simple resistor for an
output frequency between 40 kHz and 4 MHz. The power consumption of
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the oscillator is 36 µA for an output frequency of 400 kHz. Moreover, the
LTC6907 has 1% frequency accuracy from 0 ◦C to 70 ◦C, which is enough for
the LoRa-packet OOK modulation. The tag controls the oscillator by means
of the low-power AtTiny402 microcontroller. For the antenna, we used a low-
profile ceramic antenna from Johansons Technology designed to operate at the
868-900 MHz band. However, with some adjustments (and under the specific
implant conditions) it can be successfully adjusted at the MICS and 433 MHz

ISM bands. Figure 6.1 shows an image of the prototype and Figure 6.2 shows a
spectrogram with the tag successfully modulating the LoRa packets at the 406
MHz band.

Figure 6.1: Photograph of LoRa backscatter. Bottom layer with the microcon-
troller and top layer with the RF switch, antenna and oscillator.

As previously described in chapter 4, the backscattered power is maximized if
the antenna resonates in the band ([Im]Za = 0) and the two reflection coefficients
have a phase shift of 180◦ one to each other. Reflection coefficients at each state
(open circuit and short circuit) are measured as a function of the frequency
using the setup depicted in Figure 4.2 of chapter 4. Markers at 406 and 433
MHz bands show the insertion loss introduced by the ADG902 switch. A loss of
1.6 dB with respect to the ideal short circuit and open circuit case is observed.
The measured phase difference between both states is close to 180◦.

6.2.2 Phantom Design

In order to develop an antenna for a deep implant, a phantom material needs
to be designed to simulate the muscle tissue for the desired frequency range.
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Figure 6.2: Measured spectrogram with the backscatter enabled and disabled
for SF = 12, BW = 125 kHz.

The dielectric properties of different tissues have been reported in the literature
[6.10]. To this end, several phantom materials have been proposed for different
frequency ranges and applications [6.11][6.12][6.13][6.14]. In our case, the dielec-
tric properties must be designed to take into account the shift in the antenna
frequency response introduced by the high dielectric constant of the tissues and
to simulate the attenuation of the body and the reduction in the radiation effi-
ciency of the antenna due to the high tissue conductivity. In our case, we are
interested in finding a simple phantom for the ISM band (400–433 MHz). The
dielectric constant of the muscle is about 57 and the conductivity is 0.8 S/m at
406 MHz according to data provided by Gabriel et al. [6.10]. For frequencies
higher than 100 MHz, the dielectric constant of the muscle is lower than that of
water [6.12] so a phantom based on a saline water solution is considered because
antennas can be used in it more easily than in a solid phantom and it is easy to
manufacture. In [6.13], a mixture of water with NaCl and sucrose was proposed
to design a phantom at 2.45 GHz. The present study follows a similar procedure
but adjusts the parameters to the 400–500 MHz band. The permittivity was
measured using an open-ended coaxial probe [6.15] from Keysight (slim form
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Figure 6.3: Measured reflection coefficients of the ADG902 switch (S11 open
circuit state (red) and short circuit state (blue)) at the MICS (406 MHz) and
433 MHz ISM bands.

probe 85070E/N1501A model) with a Vector Network Analyzer (VNA) model
Keysight PNA E8364C. Figure 6.4a shows the real part and imaginary part of
the permittivity as a function of the mass fraction (percentage by weight) of
sugar at 406 MHz. The imaginary part remains nearly constant whereas the
real part decreases as a function of sugar. It can be shown that for a percentage
of about 45% of sugar, the real part is close to the muscle value. Figure 6.4b
shows the complex permittivity for a saline water solution with 45% of sugar
and changing the quantity of NaCl at 406 MHz. Therefore, adding NaCl can
increase the conductivity and adding sugar can reduce the real part. A solution
consisting of 45% sucrose, 0.8% NaCl and water (percentages are in weight) was
chosen. Figure 7 compares the data reported by Gabriel et al. [6.10] and our
measurements at ambient temperature (25 ◦C). The agreement was good in the
400–600 MHz band. The power transported by the wave decreases exponentially
in accordance with Lambert’s law. The attenuation constant introduced by the
tissue can be computed using [6.16]:
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where εc = ε′ − jε′′ is the complex relative permittivity, ε0 and µ0 are
the vacuum permittivity and permeability, respectively, and f is the frequency.
Considering the muscle complex permittivity, a typical attenuation of 165 dB/m

or a power penetration depth of dp = 1/(2α(Np/m)) = 2.6 cm is introduced by
the muscle at 406 MHz. Equation (7) was derived for incident plane waves in
large bodies without considering reflections within the materials at the opposite
interface with the air. Ayappa et al. have shown that the above relationship
only applies if the thickness of the tissues is larger than the critical length, which
is about 5.4 dp [6.16]. Otherwise, computer simulation models are required to
predict more realistic power distributions.

Figure 6.4: (a) Measured dielectric permittivity (real and imaginary part) as
a function of sugar mass fraction at 406 MHz, and (b) measured dielectric
permittivity (real and imaginary part) as a function of NaCl mass fraction and
45% sugar at 406 MHz.
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Figure 6.5: Measured dielectric permittivity (real and imaginary part) as a
function of frequency compared to muscle tissue data ??.

6.2.3 Antenna for Deep Implanted Backscatter

Several implanted antennas have been proposed in the literature for ISM bands
and MICS [6.17][6.18][6.19]. A ceramic (alumina) antenna with a superstrate
was proposed in [6.17]. Chip antennas made with low temperature co-fired ce-
ramics (LTCC) are available on the market and are extensively used in wireless
modules (ISM band, Bluetooth, GPS, WLAN, etc.). The high permittivity of
these materials enables the antennas to be smaller so that they can be inte-
grated into small circuits. In the present study, a miniature commercial LTCC
ceramic antenna (0900AT43A0070, Johanson Technology, Camarillo, CA, USA)
designed for operation in the air at 900 MHz is used to operate as an implant
in the 402–433 MHz band. The antenna is 7.7 mm long, 2 mm wide, and 0.8
mm high. Simulations and experiments were conducted to study the feasibility
of commercial ceramic antennas for devices implanted in MICS and the 433
MHz band. The small size of the antenna (0.0715λ in the body) means that it
is electrically small compared with the wavelength, so neither the pattern dia-
gram nor the directivity will be greatly affected, and it has an omni-directional
radiation pattern. Due to the high permittivity surrounding the antenna, the
effective electrical length of the monopole decreases and changes the antenna
impedance. This drawback can be overcome with a matching network that has
discrete components (inductors and capacitors) as the manufacturer proposes
for air but tuned to the impedance of the implanted antenna. However, the main
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drawback is that the antenna radiation efficiency is reduced by the lossy tissue
material close to the antenna. This reduction in radiation efficiency, in turn, re-
duces the antenna gain, and consequently, the ∆σ and the backscattering power
are also lessened.

Implanted medical devices must be covered by a biocompatible material to
prevent contamination [6.20] and metallic oxidation, and the possibility of a
short-circuit due to the high conductivity of the tissues [6.21]. The coating
material acts as a superstrate and the thickness and the material have a con-
siderable influence on the radiation efficiency [6.17]. Increasing the thickness
of this coating material or the air gap between the cover and the antenna im-
proves the radiation efficiency [6.21] but also increases the size of the implanted
device. Therefore, there is a constraint between radiation efficiency and size. In
the present study, we have used rubber silicone (εr = 2.9, tan δ = 0.02) [6.22].
Figure 6.6b shows the reflection coefficient of the antenna connected to a short
transmission line (width 1.85 mm) printed on 32 mil Roger RO4003C substrate,
within the body with a 1 mm thick coating of silicone. The size of the ground
plane was 10 mm × 10 mm. An image is shown in Figure 6.6a. This figure
shows that the antenna is completely mismatched in the 400–433 MHz band.
Therefore, a matching network is required. Assuming a well-matched design,
the realized antenna gain must be close to the antenna gain that does not take
into account the antenna mismatch. Figure 6.7 shows the gain, directivity, and
radiation efficiency at 406 MHz as a function of the thickness of the silicone
coating. The simulations were performed with the full-wave Ansys HFSS sim-
ulator including the model provided by the antenna manufacturer. We used
a box of muscle tissue (εr = 57, σ = 0.8 S/m) surrounding the antenna to
simulate the effect of the body. The antenna directivity is not hardly affected
by the thickness of the coating, but the radiation efficiency, and therefore the
gain, increases with thickness. The efficiency fluctuates between 9.5% and 16%,
which is considerably lower than in air (about 27%). Figure 6.8 shows the effect
of the coating permittivity. This figure assumes the coating material to be 1
mm thick. The radiation efficiency increases slightly as the permittivity of the
coating increases. However, it should be pointed out that coatings based on
ceramic substrates with high permittivity are difficult to drill and cut.

In order to design the matching network with real materials and dimensions,
a prototype with an SMA connector was manufactured (Figure 6.9a). The size
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(a)

(b)

Figure 6.6: (a) Image of the simulated antenna with HFSS, (b) simulated an-
tenna reflection coefficient as a function of the frequency for the antenna with
a 1-mm thick silicone coating.
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(a) (b)

Figure 6.7: (a) Simulated gain and directivity at θ = 0, ϕ = 0, and (b) radiation
efficiency as a function of the silicone thickness at 406 MHz.

(a) (b)

Figure 6.8: (a) Simulated gain and directivity at θ = 0, ϕ = 0 and (b) radiation
efficiency as a function of the coating permittivity (1-mm thick coating thick-
ness) at 406 MHz.
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of the board (7.5 mm × 21 mm) and ground plane (7.5 mm × 12 mm) together
with the position of the discrete matching components is the same as in the
implanted prototype (Figure 6.1). The impedance of the antenna was measured
with a VNA connecting a thru line (zero Ohm SMD resistance), after which
the reference plane was shifted to obtain the antenna impedance. Then, an LC
matching network was designed using the Smith chart. Figure 6.9b shows the
measured reflection coefficient of the antenna in the phantom material before
and after the matching network. The frequency band can be tuned by modifying
the components of the matching network. A 56 nH inductance in series and a
0.5 pF in parallel were used to match the antenna at 406 MHz and there was
less than -10 dB between 387.28 MHz and 469.3 MHz (82.1 MHz bandwidth or
19.2%).

Table 6.1 compares the designed antenna with other printed implanted an-
tennas proposed in the literature in the MICS band ([6.23][6.24][6.25][6.26])
using different miniaturization techniques. The miniature antenna proposed in
the present study achieves a high gain and radiation efficiency, and a band-
width that is moderate but enough to cover the MICS and 433 MHz bands. It
is also available commercially, which simplifies the commercialization of future
implanted devices.

Reference Volumen
(mm3)

Antenna Type Gain
(dB)

Efficiency
(%)

BW at -10 dB
(mHz)

[6.23] 245 PIFA with superstrate -7 39 115

[6.24] 32.7 Meander patches -45 0.81 40

[6.25] 190 Spiral patch -26 0.61 50

[6.26] 705 Alumina capsule
λ/2 SIR -22 0.4 16

This study 28
(236)1 Ceramic SMD -9.5 10.8 82.1

Table 6.1: Comparison with other antennas in the Medical Implant Communi-
cation Service (MICS) band reported in the literature

1Including a coating of 1mm, a matching network, and a ground plane
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(a)

(b)

Figure 6.9: (a) Photography of the prototype manufactured for the antenna
characterization, (b) measured reflection coefficient of the antenna in the phan-
tom with and without the matching network.
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6.2.4 Link Budget

In this section, we utilize the propagation model presented in section 5.2.3 of
chapter 5 to calculate the link budget based on the system parameters. The
objective is to determine the maximum depth and coverage area at which the
implanted backscatter can be read.

The received power can be calculated using the Friis transmission equation,
already presented in section 5.2.3, but now considering the attenuation of the
body α(dB/m), and the implant depth d. Therefore, equation (5.1) can be
rewritten as:

PR =
PTGT

4πd2T
·∆σ · 10−0.1α·2d · 1

4πd2R
· (λ

2

4π
)GR (6.2)

The parameters used in the simulations are listed in Table 6.2. The LoRa
receiver sensitivity (S) can be determined using equation 5.4 from chapter 5. It
depends on the noise figure of the receiver, the bandwidth (BW ), and the signal-
to-noise ratio (SNR), which is a function of the spreading factor, as shown in
Table 6.3 [6.27][6.28].

LoRa SX1276 transceivers allow operating with one of the following prede-
fined bandwidths: 7.8, 10.4, 15.6, 20.8, 31.5, 41.7, 62.5, 125, 250, 500 kHz. The
calculation of the sensitivity in Table 6.3 assumes a typical BW of 125 kHz.
Thus, sensitivity decreases if lower bandwidth is used in accordance with equa-
tion (5.4) (12 dB for the lower bandwidth compared to 125 kHz). Table 6.3 also
shows the time on air and the equivalent bit rate computed from the equations
given in [6.27][6.28] considering 10 bytes of payload with a preamble of 6 bytes
and a coding rate of CR = 4/5.

However, due to multipath propagation and reflections on the ground and
objects in indoor environments, the power decays with exponential factors that
are not those given in the Friis model considered in (6.2). The received power or
RSSI can be expressed using the empirical model (5.2) of section 5.2.3 without
considering the losses introduced by the walls. This model is an extension to the
backscatter channel of the empirical propagation model for indoor environments
[6.23][6.29]:

2From measurements shown in Figure 6.3.
3Chips/Symbol = 2SF

4with a preamble of 6 symbols and CR = 4/5
5S can be reduced 12 dB for BW = 7.8 kHz.
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Parameter Value Unit

Transmission power PT 20 dBm

Transmission antenna gain GT 0 dB

Receiver antenna gain GR 0 dB

Tag antenna gain Ga -10 dB

Carrier frequency 406 MHz

Attenuation per unit length α 165 dB/m

Exponential decay factors (n1, n2) 2.5

|∆Γ|2 2.82

Modulation factor (m) 1/π2

Noise figure of the receiver (NF ) 6 dB

Bandwidth (BW ) 125 kHz

Table 6.2: Parameters used to calculate the link budget.

PR(dTX , dRX)(dBm) = PR(d0, d0)(dBm)−10n1log(
dTX

d0
)−10n2log(

dRX

d0
)+X

(6.3)

In this model, the received power is modeled as an average term and a
random term X, where d0 is a reference distance (e.g., the midpoint between
transmitter and receiver d0 = (dTX−RX/2)) and PR(d0, d0) is the average re-
ceived power at this reference distance. The exponential decay factors n1 and
n2 are a function of the environment and the antenna height but for indoor envi-
ronments, they have values of about 2.5–3 [6.30][6.31]. From the Friis equation,
PR(d0, d0) is a function of transmitted power and the antenna gains. However,
it is also a function of the antenna height and the diffraction. PR(d0, d0) can
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Spreading
factor SF Chips/Symbol3 SNR

(dB)

ToA of a
10-byte packet4

(ms)

Bit rate
(bps)

Sensitivity S (dBm)
for BW = 125 kHz5

7 128 -7.5 56 5470 -124.5

8 256 -10 103 3125 -127.0

9 512 -12.5 205 1758 -129.5

10 1024 -15 371 977 -132.5

11 2048 -17.5 741 537 -134.5

12 4096 -20 1483 293 -137.0

Table 6.3: Parameters as a function of the Spreading Factor.

be found experimentally by regressing the measured data. Nevertheless, in this
section, we perform simulations by considering the following expression derived
from the Friis transmission equation (8):

PR(d0, d0)(dBm) = PT (dBm) +GT (dB) +GR(dB)− 20log(4π) + 10log(
λ2

4π
)

+RCSdif (dB)− α(dB/m)2d− 10n1log(d0)− 10n2log(d0)

+ Lobs(dB)

(6.4)

Lobs is a term in dB that accounts for the attenuation for diffraction that
depends on the antenna height [6.29]. The losses for ground diffraction can be
neglected if the antenna height is higher than 0.6R1, where R1 is the radius of
the first Fresnel zone [6.29]:

R1 =

√
λ

dTXdRX

dTX + dRX
(6.5)
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For a distance between the transmitter and receiver (backscatter) of 2 m,
and antennas of the same height, the minimum antenna height is 0.36 m at 406
MHz. Therefore, for a typical antenna height of around 1–2 m, we can expect
that the effect of ground diffraction will be small.

The random variable X takes into account the attenuation due to multipath
propagation. It can be regarded as a log-normally distributed random variable
X(dB) ∼ N(0, σ), where σ in dB is the standard deviation and experimental
results have given values between 2 and 4 dB for a single path [6.31] (in our
case we expect it to be double this because of the backscatter channel). The
coverage probability (Prob), that remember, is the probability that the average
received power or RSSI, PR(dBm), will be higher than the receiver sensitivity
S is computed using equation (5.3) of chapter 5.

Two cases were analyzed: monostatic and bistatic. In the monostatic case,
the LoRa transmitter and receiver gateway are close together (dTX = dRX).
Figure 6.10 compares the maximum depth or distance inside the body that the
backscatter can communicate for SF = 7 and SF = 12 with BW = 125 kHz.
Figure 6.11 shows the maximum depth as a function of the transmitter-to-body
distance and receiver-to-body distance in the bistatic case for SF = 7 and SF
= 12 with BW = 125 kHz, respectively. In these simulations, the exponential
decay factors (n1 and n2) were considered to be equal to 2.5. Depths can be
greater than 10 cm at 4 m. In the bistatic case, depths can be greater if the
transmitter is closer to the body than the receiver.

These simulations have taken into account a fading margin due to multipath
propagation of 10 dB. Results show the potential to read low-rate data from
implants using frequency-shifted LoRa backscatter. The number of packets
per unit of time increases if the spreading factor is low (e.g., SF = 7) as can
be seen in Table 3 because the time on air is shorter than at high spreading
factors. However, the sensitivity and robustness of the system were better when
spreading factors were high. In the bistatic case, to achieve better coverage, it
is assumed that the transmitter will be located near the patient (e.g., close to
the bed) and the receiver somewhere else in the room.
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Figure 6.10: Simulated maximum depth for an implanted backscatter as a func-
tion of the distance to the body using the parameters of Table 6.1 for the
monostatic case with a spreading factor SF = 7 and 12. Propagation model
parameters: n1 = n2 = 2.5, Fade Margin = 10 dB.

Figure 6.11: Simulated maximum depth for an implanted backscatter as a func-
tion of the distance of the transmitter and receiver to the body using the pa-
rameters of Table 6.1 for the bistatic case with a spreading factor SF = 7 (a)
and SF = 12 (b). Propagation model parameters: n1 = n2 = 2.5, Fade Margin
= 10 dB.
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A simplified scenario shown in Figure 6.12 consists of the transmitter and the
receiver and the implanted backscatter on the same plane. All these elements
are used to estimate the coverage from the propagation model proposed. In this
scenario, it is assumed that the transceivers are fixed and the backscatter can
move around different positions.

Figures 6.13 and 6.14 show the simulated coverage results for backscatter at
a depth (d) of 5 cm and 10 cm, respectively. They depict the average received
power computed with (10)–(11) considering the ideal free space exponential
factors n1 = n2 = 2 and n1 = n2 = 2.5 as a function of the position of the
backscatter. The monostatic and bistatic cases (with a distance between the
transmitter and receiver dTX−RX = 1m) are shown. For devices implanted on
the surface or at small depths (<5 cm), the read range area can be about 4 m
× 4 m, whereas for deep implanted devices (10 cm), a read range area of about
1.8 m × 1.8 m can be covered.

Figure 6.12: Scheme used in the RSSI simulations.
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Figure 6.13: Simulated RSSI as a function of the location of the implanted
backscatter assuming a depth of 5 cm inside the body for the monostatic case
(dTx−Rx = 0 m) and bistatic case (dTx−Rx = 1 m). Path loss exponential factor
n1 = n2 = 2 and n1 = n2 = 2.5.
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Figure 6.14: Simulated RSSI as a function of the location of the implanted
backscatter assuming a depth of 10 cm inside the body for the monostatic case
(dTx−Rx = 0 m) and bistatic case (dTx−Rx = 1 m). Path loss exponential factor
n1 = n2 = 2 and n1 = n2 = 2.5.
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6.3 Results

A backscatter prototype has been designed using the load-modulation front-end
described in chapter 4. The prototype includes an antenna with a matching net-
work, an RF switch (ADG902) [6.32] used as a modulator, and the low-power
oscillator (LTC6907). The microcontroller generates the baseband signal with
the test messages. The backscatter is covered with heat-shrink silicone (approx-
imately 1 mm thick). This proof-of-concept prototype is externally biased with
a battery pack connected by two wires that are also used to support the device.
A photograph is shown in Figure 6.15. In order to check the correct modulation
of the backscatter inside the body, it was inserted into a 20 cm diameter cylin-
drical vessel (see Figure 6.15). The vessel was filled with a mixture of saline
solution with sugar described in the previous section. A signal generator was
connected to a transmitting antenna and a spectrum analyzer was used as a re-
ceiver. Two whip monopoles tuned at 406 MHz were used in the generator and
the spectrum analyzer. The distance from the Tx and Rx to the vessel was 1
m. The frequency was swept and the backscattered power was received. Figure
6.16 shows the spectrum in which the sidebands at the modulating backscatter
frequency at 406 MHz can be seen. The central peak at this carrier frequency
was due to the coupling between the transmitter and receiver. The sideband
peaks are spaced from the carrier at the same frequency at which the ADG902
is switching (300 kHz in this experiment). Figure 6.17 shows the measurement
of the received power at the sideband as a function of the generator frequency.
The maximum received power was around 408 MHz. It is observed that the
backscatter covers the desired frequency band, which shows that the antenna
was correctly tuned within the phantom.

To test the reliability of the system, some experimental results were done
using two LoRa32 boards as a transmitter and receiver. The central frequency
of the transmitter was 406 MHz and the oscillation frequency was 300 kHz. The
receiver was tuned to 406.3 MHz. The LoRa was configured to transmit and
receive packets with SF = 12 and BW = 125 kHz for better sensitivity. Figure
6.18 shows an image of the setup used in the experiments.

Figure 6.19 shows the complementary distribution function (CDF) plot of
the received signal strength indicator (RSSI) and the SNR in the shifted channel
measured by the LoRa receiver. In order to obtain the data, the receiver was
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Figure 6.15: Block diagram of the setup used for the characterization of the
backscatter and photograph (bottom).

Figure 6.16: Spectrum of the receiver signal when the backscatter is illuminated
at 406 MHz using the setup in Figure 17.

tuned to the backscattered channel and was located at random points (uniformly
distributed) in the laboratory within a coverage area of 4 × 4m. The distance
from the LoRa transmitter to the vessel was 80 cm at a height of 1 m from
the ground. The backscatter was immersed in the center of the 20 cm diameter
vessel with the phantom solution. We can observe that the RSSI is typically
higher than -123 dBm (less than 10% of the locations receive levels below -
123 dBm and SNR below -15 dB). Therefore, most locations were above the
sensitivity of the receiver, and the packets were successfully backscattered.

In order to show the coverage area, Figure 6.20 shows the heat maps of
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Figure 6.17: First harmonic (fc + fp) measured power as a function of the
frequency with the backscatter immersed in the vessel described in Figure 6.15.

Figure 6.18: Photograph of the experimental setup in the laboratory.
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(a)

(b)

Figure 6.19: Complementary distribution function of the measured RSSI (a) and
SNR (b) with the backscatter immersed in the vessel for a transmitter located
80 cm from the vessel.
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the measured RSSI for the transmitter located 80 cm from the vessel with the
immersed backscatter prototype centered and immersed at a depth of 10 cm
The backscatter prototype and the transmitter are fixed whereas the receiver
is moved along different locations in the room (laboratory). Under these cir-
cumstances, data can be received within the laboratory (area 5 m × 10 m) and
through walls provided the receiver is located in neighboring rooms on the same
floor. This result is in accordance with Figure 6.11b which shows that devices
implanted at a 10 cm depth can be detected up to 10 m from the receiver when
the transmitter is close (80 cm in this case).

Figure 6.20: Measured RSSI heat map for the transmitter located 0.8 m from
the vessel with the backscatter immersed (the points marked as BK and TX
indicate the location of the backscatter and the transmitter, respectively).

To emulate the functionality of an implanted sensor, the measurement of
the temperature with an external sensor is transmitted using the LoRa packet
OOK modulation described in section 4.2.2 of chapter 4. Figure 6.21 shows the
received data obtained with frame transmission over 60 min. The transmitter
was located 80 cm away from the vessel surface with the backscatter immersed
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in the phantom liquid at the center of the vessel. The receiver was located
at a distance of 1.5 m. In this test, the SF configuration exhibiting the best
range was set up (SF = 12), keeping the bandwidth (BW) to 125 kHz to not
increase drastically the time on air of the packet. To test the backscatter, the
straightforward protocol described in Figure 4.31 of chapter 4 is used to send
the temperature test value. The average number of frames lost was 4%. These
results pave the way for long-range wireless implanted devices based on LoRa
backscattering communication in indoor environments.

Figure 6.21: Backscattered frames successfully received as a function of the time
with the backscatter immersed in the center of the vessel with a phantom liquid
and the transmitter located 0.8 m from the vessel.

6.4 Discussion

The use of a frequency band (406–433 MHz) allows to increase the coverage
because the propagation losses are lower than at 868/915 MHz or 2.45 GHz
ISM band (free space attenuation decays with the square of the frequency) and
besides, the walls [6.33] and indoor propagation [6.31] introduce lower atten-
uation at this frequency band. This helps to counter the fading effect caused
by multipath propagation in indoor environments which, in backscattering sys-
tems, affects the up and downlinks [6.34][6.35][6.36]. The proposed system could
easily use receiver diversity with multiple receivers to sniff shifted channels and
prevent selective multipath fading. Channel hopping is not expected to provide
significant improvements in the 406 MICS and 433 MHz ISM bands due to the
small spacing between channels (less than the channel coherence bandwidth) so
the channels are correlated [6.30][6.31]. However, to prevent interference or col-
lision with another system, a listen-before-talk procedure (LBT) can easily be
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implemented in the LoRa transmitter so that the available channels can be lis-
tened to before the packets are sent. The parameters of the channel (frequency,
SF, BW) can be transmitted to the receivers using a conventional LoRa link.
This is different from the 2.4 GHz band, where channel hopping can be used to
counter the effects of multipath propagation (e.g., in Bluetooth) [6.31].

In the following lines, there is a comparison of the technology presented here
with other existing wireless technologies for implanted applications. Table 6.4
summarizes some examples of wireless technologies and compares such param-
eters as the carrier frequency, data rate, implant depth, or read range. These
technologies can be classified according to whether are battery-less or not. Each
technology has advantages and drawbacks depending on the requirements of the
final application. Due to the higher losses of the body, Wireless Power Transfer
(WPT) based on inductive links at low-frequency (LF) [6.37] and high-frequency
(HF) [6.38][6.39] is the method preferred to power battery-less devices. Data are
transferred by load modulation (Load Shift Keying-LSK) or by another wire-
less link at higher frequencies [6.40]. Depth and power depend on the size of
the coils used [6.38], and the communication (read range) can be performed
when the coils are close to the body. A drawback of this approach is that it
requires specialized readers and ASICs. In [6.40], the authors propose a method
based on three coils is proposed to improve the depth and reading range using
smartphones equipped with NFC and tags embedding commercial NFC IC with
energy-harvesting capabilities.

When the carrier frequency increases, the communication uses far-field and
the attenuation increases very quickly with the frequency. Passive UHF RFID
systems for identification and sensor communication at small implanted depths
(5-15 mm subcutaneous) have been proposed [6.41][6.42]. The communication is
by backscattering and a commercial UHF reader can be used. The WPT link is
limited by the sensitivity of the UHF RFID IC [6.42] (about -20 dBm for modern
ICs such as Impinj Monza R6 and -10 dBm for AMS-SL900A with sensing
capabilities). The reader transmitter power is limited by exposure regulations
(SAR) [6.42] so when body losses are higher the read range is limited to 0.6-1.6
m depending of the depth of the implant (5 to 15 mm) [6.41].

Battery-implanted devices are used when high performance and high data
rate transfer are required. Commercial active implantable transceivers are avail-
able on the market. For example, the Microsemi ZL70103 transceiver [6.43]
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operates in the MICS band and the 433 MHz ISM band at a raw data rate
of up to 400 kbps and with wake-up at 3.45 GHz. Its sensitivity is -102 dBm
at 200 kbps (with a packet error rate of 10%) and the Tx/Rx average current
is 5 mA. Several implanted wireless devices have been proposed for endoscopy
[6.44][6.45][6.46][6.47][6.48]. For this application, to download video data, a
high data rate is needed; therefore, active transceivers are used. However, the
battery lifetime is limited to a few hours, which is enough for the exploration
period required. Data rates from 1 Mbps [6.48] to 80 Mbps [6.47] have been
achieved using different modulations such as BPSK [6.47], FSK [6.44], QPSK
[6.45][6.46], or OFDM [6.48], at frequency bands ranging from 20 MHz to 925
MHz transmitting power between 1 mW and 6 mW. The price to pay is high
power consumption and, therefore, the limited lifetime. It is not the best option
for long-term monitoring even if the data rate required is small.

Ref. Technology
/Power

Carrier
Frequency Modulation Implanted

Depth

Link
Range
Outside
the Body

Bitrate
(bps)

Base Station
Receiver

Sensitivity
(dBm)

[6.37] Inductive
/RF 700 kHz CW (WPT) 20 mm BS6 - -

[6.39] Inductive
/RF 13.56 MHz LSK, ASK 15 mm BS6 2 M NA

[6.49] Inductive
/RF 10 MHz PPSK, OOK 8 mm BS6 1.35 M NA

[6.40] NFC
/RF 13.56 MHz LSK, ASK 15–20 mm 3 cm 26.4

/848 k7
Depends
on reader

[6.41][6.42] UHF RFID
/RF

868/915
MHz 5-15 mm 0.6-1 m 40 k -60/-70

[6.43] Active
/Battery

406/433
MHz

2.45 GHz
Wakeup

OOK - 10-20 cm 400 k -91

[6.44]-[6.48] Endoscopy
/Battery

20 to 925
MHz

BPSK, QPKS,
FSK, OFDM 10–20 cm BS6 - -85

[6.50] Backscattering
/Battery 600 MHz FSK 10 cm BS6 1-5 -87

[6.2] Backscattering
/Battery 915 MHz ASK 6 cm BS6 30 -90

This work
LoRa

Backscattering
/Battery

406–433
MHz LoRa 10-20 cm <4 m Few

bps -137

Table 6.4: Comparison with other communication technologies for implantable
medical devices.
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Zero power backscatter gives better power consumption because it does not
transmit RF power, which extends the life of the battery although the link atten-
uation is double that of active transceivers due to the forward and backscattered
channel. The proposed backscatter can be used with other modulations such
as ASK (OOK) or FSK and the bit rate achieved (a few MHz) is high enough
to transfer implanted video camera data. In this case, a CW tone illuminates
the backscatter from the transmitter and the backscatter responds by modu-
lating the carrier. A backscatter similar to that described in this study was
used in [6.2] to achieve 30 Mbps working at 915 MHz at a depth of 6 cm us-
ing a loop antenna. In another study [6.50], a backscatter device implementing
an FSK modulation achieved 1-5 Mbps at 600 MHz and a depth of up to 10
cm. In both cases, the reader antennas were located close to the phantom and
the reader system was implemented using software-defined radio (SDR). The
LoRa backscatter technique proposed in this study can achieve greater depths
and read ranges outside the body because of the higher sensitivity of the LoRa
modulation, but the main limitation is the low data rate. Another important
point is that the proposed system does not require specialized readers because
commercial low-cost LoRa transceivers can be used.

6.5 Conclusions

This chapter has shown the feasibility of communication based on receiving
backscatter LoRa packets at a shifted channel for implanted devices. A proof-
of-concept prototype has been developed. The prototype consists of an RF
switch that presents two high reflective coefficients to an antenna controlled
by a low-frequency modulating oscillator. A commercial ceramic antenna is
tuned using a matching network at the MICS and ISM 433 MHz bands, which
provides high miniaturization and high radiation efficiency. The backscatter can
be interfaced with a low-power microprocessor to send low-rate data from sensors
for monitoring purposes. Although the backscatter can be used with other
modulations such as ASK and FSK, the proposed method uses the reflection of
LoRa packets to exploit the high sensitivity and robustness of LoRa modulation;
therefore, there is no need to integrate high power-consuming FPGAs or other

6Receiver antenna on body surface.
7The data rate depends on standard ISO15693 (26.4 kbps) ISO1443 (up to 848 kbps).
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ICs. A complete link budget has been presented which shows the potentiality
of the communication technique. The method proposed achieves great implant
depths that can be read at distances of up to several meters from the body,
so that only one transmitter base station is enough to cover a typical room.
Conventional LoRa transceivers are compatible with the proposed backscatter
system, which can be used for long-range monitoring in indoor environments for
future implanted and wearable devices.
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Chapter 7

Backscattering for IoT

7.1 Introduction

People’s welfare became the major objective in those times of pandemics. With
the arrival of the COVID-19 virus, measures to contain the spread of the disease
among the population were taken. Confinement, use of face masks and gloves,
temperature controls at the entrance of public places, and social distancing were
some of these measures, which stayed in place for a while.

Authorities ordered the population to use wearable devices that complied
with the quarantine measures, while telecommunication data was used to mon-
itor crowds. Corporations worked on applications capable of alerting situations
in which a person may have come into contact with newly diagnosed COVID-
19 patients [7.1]. For this reason, smart mobile applications were proposed for
monitoring purposes, such as monitoring employees in industrial environments
[7.2].

However, the pandemic has revealed the limitations of current technological
deployments, particularly in what concerns the spread of the disease. IoT and
smart connected technologies, in combination with data-driven applications, can
play a critical role not only in the prevention, mitigation, and continuous remote
monitoring of patients, but also in the prompt enforcement of guidelines, rules,
and administrative orders to prevent future outbreaks[7.1, 7.3]. The pandemic
has accelerated the introduction of IoT in several fields such as E-health, smart
hospitals, remote patient monitoring, or supply chain management [7.1, 7.3].

The pandemic became a race against time, where the effectiveness of the
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aforementioned measures was continually verified. In order to prevent widespread
contagion in public places, a protocol for measuring body temperature was es-
tablished, isolating individuals exhibiting symptoms of COVID, such as fever.

There are several methods for measuring body temperature (e.g. oral, rec-
tal, axillary, or tympanic). Some of these are compared in the literature [7.4].
Despite the number of options, most of them are not feasible outside of a med-
ical environment and even less on a mass scale. Therefore, there is no question
why the infrared thermometer was the method of choice for monitoring people’s
body temperature. An infrared thermometer allows a quick and non-contact
measurement, but the massive use of this kind of thermometer made visible
some latent drawbacks [7.5]. These include the effect of the distance, the mea-
surement site, or the influence of the environment on the temperature readings.
To ensure a correct determination of the temperature, the operators designated
for the controls must follow a strict protocol, and anyone who undergoes the
measurement requires an acclimatization time when coming from outside. In
practice, the system is imprecise and inefficient, despite being the most suitable
for mass population control.

Face masks allow the insertion of breathing sensors [7.6] that allow the per-
son to carry out their usual activity despite the discomfort of their use. The
mandatory use of face masks to prevent the spread of coronavirus through the air
has led to the adoption of smart masks equipped with sensors. The widespread
use of the masks allows us to think of other applications and uses different from
those expected in medical or hospital environments [7.7] for remote monitoring
or in industrial environments [7.8]. Accordingly, a new generation of wearable
devices, that receives the name of smart masks, has attracted the interest of
different research groups [7.9, 7.10, 7.11, 7.7, 7.12, 7.13, 7.14, 7.15, 7.8]. In [7.7],
a personalized smart mask obtained from a 3D scanned face image, whose ob-
jective is to minimize skin irritation is proposed. In addition, temperature and
strain sensors have been integrated to detect irregular breathing, which is one
of the symptoms of respiratory diseases. The strain sensor is used to monitor
possible face irritation caused by the tight sealing of the masks. However, the
temperature sensor is based on a thermistor connected to a microcontroller that
exclusively monitors the air temperature. In [7.9][7.12], a smart mask senses par-
ticles of different sizes suspended in the air and close to it, by using an onboard
particulate matter (PM) sensor. Another example of a smart mask is proposed
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in [7.10], where a self-powered device based on a textile triboelectric nanogen-
erator (TENG) is proposed to electrocute virus-loaded aerosols. Recently, in
[7.13] a smart mask with wireless connection using Bluetooth low-energy (BLE)
is proposed. It integrates a PhotoPlethysmoGraphy (PPG) pulse-oximeter and
a pair of differential barometers, one internal and one external, that acts as a
spirometer and are able to measure respiratory pressure during the breathing
cycle.

As in the related works described above, this work takes advantage of the
acceptance of the face mask and its widespread use in pandemics to add a new
functionality: it introduces a novel approach to determine the temperature and
breathing rate of the person that uses the smart mask. In addition, the solution
is capable of granting or denying access to public areas such as academic, leisure,
administration, and healthcare centers based on the wireless reading of the
sensors placed in the mask, eliminating the error introduced by the operator,
and improving the screening efficiency. In order to automate the system, the
smart mask incorporates a low-power communication system based also on LoRa
backscatter technique.

One of the most important characteristics of the mask temperature sensor
designed, is that it does not depend on the person and ambient variations. Since
covid-19 compatible symptoms can also manifest in breathing activity, the mask
also includes breath rate monitoring using an integrated air-flow sensor. Finally,
effective location mechanisms are included for motion direction detection, allow-
ing automatic occupancy detection in public spaces. This smart mask could also
be used for monitoring patients while they wait in hospitals or medical facilities.

System design is challenging for at least two reasons. First, determining
body temperature through skin temperature is controversial. The face is highly
exposed to drafts and sudden changes in ambient temperature, which directly
influences the measurements. Second, the backscatter technique makes syn-
chronization between devices difficult due to the one-way communication, con-
sequently, packet collision is a major problem to manage.

Sustainability must be an essential point to consider in any scientific ad-
vance. With an estimated monthly use of 129 billion face masks [7.16] during
the hard periods of Covid-19 pandemic, the design of a disposable electronic sys-
tem integrated into the mask does not appear to be an environmentally friendly
solution. The option of integrating the system into a reusable device has been
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taken into account. Although the electronics do not present disadvantages to be
integrated into a dockable prototype, any modification of the mask could affect
or invalidate the strict approvals that support it. For this reason, major changes
in mask morphology have been avoided. Since this chapter aims to develop a
proof of concept, the discussion of the effect of the system in reference to mask
approvals is outside its scope.

In an effort to solve the aforementioned problems, the main contributions of
the work carried out in this chapter are summarized below:

1. A dual heat flux sensor has been integrated into a commercial FFP2 mask
to determine body temperature by using cheek surface temperature

2. A thermistor has been integrated into the mask to measure the tempera-
ture of the air flow, thus being able to monitor both the respiratory rate
and the episodes of coughing.

3. Transmission is based on backscatter communication of the signal sent by
a LoRa transmitter located next to an access door. The position of the
sensor can be determined by comparing the power of the backscattered
signal received by two LoRa receivers located on both sides of the access
door

4. The system uses an inexpensive standard LoRa transceiver without any
modifications, so no specialized receivers (e.g. software defined radio) are
required.

The chapter is organized as follows: section 7.2 begins with a brief overview
of the design and operation of the system and subsequently introduce the duel
heat flux sensor employed to measure the body temperature, the system for the
breathing monitoring and the wireless communication based on LoRa backscat-
tering. Experimental results are presented in section 7.3. This section starts
with the procedure to calibrate the dual heat flow sensor and continues with the
results obtained from the measurements of temperature and breathing rate, as
well as the detection of cough and positioning. Different non-contact temper-
ature sensor technologies are discussed in section 7.4. Finally, the conclusions
from this work are summarized in section 7.5.
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7.2 System Design

7.2.1 System Overview

Figure 7.1 shows an overall system’s operation sketch. The main goal is to
filter people quickly and efficiently without the need for an operator. For this
purpose, LoRa transceivers are proposed to be placed at the entrance of public
venues. Low-cost LoRa radios ensure scalability and commercialization with
a low budget. The transmitter is placed at the entrance, while receivers are
placed inside and outside the site. This distribution of LoRa transceivers allows
implementing a low-resolution localization system by means of the received sig-
nal strength (as described in chapter 5). Using this method, it is possible to
determine whether or not the subject has crossed the entrance and where it was
last detected (exiting or entering). This property can be used to implement
an automatic occupancy control system. The attenuation of the wall plays an
important role in determining if the person is inside or outside. The use of two
receivers has two main advantages, such as increasing the probability of receiving
data packets under non line-of-sight (NLoS) propagation conditions and deter-
mining if the subject has entered the building by comparing the received signal
strength intensity (RSSI) of each receiver. The received power should be higher
for the receiver closer to the tag allowing to track the smart mask as it moves.
A simple classifier can be established from the RSSI or the signal-to-noise ra-
tio (SNR) measured by the LoRa receiver for the received packets. Unlike
other backscatter-based communication systems proposed in the literature that
require specific and often expensive SDR receivers, the system proposed here
allows the use of commercial devices without having to make any modification.
Receivers work as a gateway, sending the data via WiFi to the cloud or a local
server. In any system that handles personal data like this one, the privacy of
the user must be respected. However, this should be managed at higher layers
of the communication protocol by implementing encryption systems, which is
currently beyond the scope of this work.

The smart mask integrates two temperature sensors to measure body tem-
perature and monitor the subject’s breathing. By placing the temperature sen-
sor inside the mask, multiple measurements can be taken to check body tem-
perature, unlike the single measurement provided by an infrared thermometer.
This allows the system to obtain a set of temperatures and store them for fur-
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Figure 7.1: Scheme of the system operation. LoRa transmitter is placed at
the entrance illuminating the subject wearing the smart mask. LoRa receivers
placed inside and outside receive the signal backscattered by the mask. Access
is granted or denied depending on the value of the temperature readings.

ther evaluation. The package payload consists of two main parts: the identifier
and the sensor data (e.g., temperature or breathing rate). Alternatively, to re-
duce payload length, temperature and breathing rate can be replaced with an
OK/NOK bit. The identifier is crucial for determining the origin of each mask’s
data, accepting valid identifiers and rejecting those that have crashed. To avoid
packet loss due to collisions between multiple smart masks, anti-collision strate-
gies have been implemented. The first strategy involves properly setting the
LoRa parameters to reduce the communication range, capturing signals only
from masks near the entrance. The second strategy randomly adjusts a wait-
ing time between frame transmissions, minimizing potential collisions between
frames from different backscatters. The system denies access to individuals with
temperatures outside the standard range, triggering an alert and preventing
their entry. In case of irregular measurements, the mask identifier and tempera-
ture data are saved, providing a useful history and allowing the system to record
nearby mask identifiers for tracking or possible infection alerts. Subsequently,
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a manual check of the patient’s condition can be performed using conventional
methods.

7.2.2 Implementation

A schematic of the designed electronic device placed in the smart mask is pre-
sented in Figure 7.2. It integrates a dual-heat-flux sensor for determining core
body temperature and a thermistor to monitor the breathing cycle of the person
wearing the smart mask. A low-power AtTiny402 microcontroller reads and pro-
cesses the temperature data. Once the data is processed, it is sent to receivers
via the LoRa backscatter uplink communication, as described in Chapter 4.

Figure 7.2: Block diagram of the smart mask.

Figure 7.3 shows an image of the prototype coupled to an FFP2 mask. The
smart mask is powered by a 500 mAh lithium polymer (LiPo) battery. The
system utilizes a load-modulation front-end, implemented with the previously
mentioned ADG902. The combined power consumption of the microcontroller
and the RF switch does not exceed 620 µA. The critical component in terms
of power consumption is the DHF probe, which incorporates four MAX30205
ICs with a supply current of 600 µA each. Consequently, the system’s max-
imum power can reach approximately 3 mA. In a worst-case scenario where
all components are running at a 100% duty cycle, the battery life could extend
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up to 179 hours. The user can recharge the battery periodically once a week.
By taking advantage of the MAX30205’s shutdown mode with a current draw
of less than 3.5 µA and the quick 50 ms temperature conversions, the overall
power consumption of the system can be significantly reduced by duty-cycling
the DHF sensor’s operation. The antenna used is the 0868AT43A0020 ceramic
antenna from Johanson Technology, connected to a Pi-matching network.

Figure 7.3: (a) Photography of the Smart mask, (b) Detail of the PCB board,
(c) ESP32 LoRa transceiver.

Three low-cost LoRa32 boards from TTGO, operating at the 868 MHz ISM
European band, are used for the transmitter and receivers located inside and
outside of the laboratory, as it is shown in Figure 7.4. Both receivers are tuned
at the sideband channel where the smart mask backscatters the LoRa packets.
The transmitter is installed at the entrance, right in the middle point. The
distance between the receivers and the transmitter is set to 2 meters in the
experiments. LoRa transceivers are set with a spreading factor (SF) of 7, a
bandwidth of 250 kHz, and a preamble length of 6. The air time of the packets
is 18 ms. LoRa transmitter frequency is set to 868MHz and backscatter shifting
frequency fosc is set to 500 kHz. Consequently, LoRa receiver’s frequencies are
set to 868.5 MHz. The power of the transmitter is set to 17 dBm.
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Figure 7.4: Photography of the measurement scenario. LoRa transmitter is
placed at the entrance. LoRa receivers are placed inside and outside of the
laboratory.

7.2.3 Temperature Sensing

Determining body temperature through the skin has always been a challenge
[7.17]. Although conventional thermometers can perform this task precisely,
the locations to measure the temperature must be very sheltered. The most
common measurement places are the oral, tympanic, axillary, and rectal. All
of them are unfeasible for measuring temperature on a large scale or outside
of a healthcare environment [7.18]. Infrared thermometers have been the only
method capable of handling the pandemic situation due to a quick and non-
intrusive way of measuring body temperature, but their accuracy and reliability
have been questioned in practice [7.19, 7.20, 7.21, 7.22].

The simplest way to measure body temperature is by measuring skin temper-
ature with a temperature sensor (e.g. with a thermistor or an active integrated
circuit sensor). Although this method works well in places where the tempera-
ture is stable (e.g. in the armpit), it is not the most ideal system to be integrated
into a mask, since it is highly exposed to drafts and changes in temperature.
A method for determining deep body temperature is through heat flux sensors.
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Several works that analyze the performance of this kind of sensor can be found
in the literature [7.23, 7.24, 7.25]. In [7.23], a single heat flux sensor based on
temperature measurement at two points plus a correction to take into account
the influence of ambient temperature is proposed. However, the calibration of
the sensors depends on the thermal conductivity of the body. To solve this
problem, dual-heat-flux sensors can be used to measure the temperature in four
points [7.24].

In a previous work [7.26], two thermistors were used to estimate the body
temperature, one installed in the cheekbone and the other outside the mask
to measure ambient temperature. With this methodology, it is necessary to
calibrate the parameters of the model for each person because they depend on
the skin resistance. In addition, the thermistor must be calibrated with great
precision. To avoid these problems, a dual-heat-flux (DHF) probe is designed
and embedded into the face mask. Figure 7.5 shows the operating diagram of
the core temperature probe. It consists of two heat flow sensors integrating four
MAX30205 temperature sensors from Maxim Integrated, one MAX30205 pair
for each heat flux sensor. This chip has an accuracy of 0.1ºC and is specifically
designed to measure the temperature of the human body. Both MAX30205
are isolated from each other with polylactic acid (PLA), which has a thermal
conductivity equal to 0.13 W/m ·K.

According to the second law of thermodynamics, heat will flow from the
hottest point to the coolest point until both temperatures are equalized by
diffusion. The dual-heat-flux probe can be modeled with an electrical system
[7.24, 7.25] described in Figure 7.5. In this analogy, temperatures are repre-
sented by the voltages in the nodes and the heat flow is the current that flows
between two nodes. Analyzing this circuit, the following equations are obtained:

Tcore = T1 +
(T1 − T2)RS

R1
(7.1)

Tcore = T3 +
(T3 − T4)RS

R2
(7.2)

where T1 and T3 are the temperatures on the skin surface, T2 and T4 are
the temperatures at the top surface of each heat flux sensor, RS is the thermal
resistance of the skin and the subcutaneous tissue and they have the same
value for the two flux sensors. That is a reasonable approximation, considering

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



System Design 183

that both sensors are very close to each other. The problem arises because
the thermal resistance RS of the tissue beneath each heat flux sensor cannot
be measured and it is strongly influenced by the hypodermic blood flow and
subject to variations between persons. The use of two heat flow sensors solves
this problem. Eliminating RS from 7.1 and 7.2, the core temperature can be
obtained from the measured temperatures:

Tcore = T1 +
(T1 − T2)(T1 − T3)

K(T3 − T4)− (T1 − T3)
(7.3)

where K is defined as the ratio of thermal resistances R1 and R2 (K =

R1/R2). The ratio K is determined during the calibration procedure from a
known Tcore and the measured temperatures:

K =
(Tcore − T3)(T1 − T2)

(Tcore − T1)(T3 − T4)
(7.4)

In the implemented prototype, a PLA housing that integrates and isolates
the four sensors has been printed with a 3D printer, as can be observed in Figure
7.6. The height of each heat flux sensor is 5 mm and 10 mm, respectively, and
the diameters are 20 mm. The body temperature Tcore can be calculated after
estimating the ratio K using (7.3).

Figure 7.5: Schematic diagram of the dual-heat-flux sensor and its equivalent
circuit.
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Figure 7.6: Dual heat flow sensor prototype built on a 3D printed PLA sup-
port, which acts as an insulator between the four temperature sensors: (a) 3D
rendering of the prototype; (b) real prototype.

7.2.4 Breathing monitoring

COVID-19 disease can cause shortness of breath, lung damage, and impaired res-
piratory function [7.27]. COVID-19 patients can develop a complication known
as Acute Respiratory Distress Syndrome (ARDS). With ARDS, patients lose
the ability to breath normally and this is known as a respiratory failure that
results from severe inflammation in the lungs. Therefore, anomalies in breath-
ing rate can be useful for screening COVID-infected subjects. In addition, an
increase in temperature is observed in people after having done some physical
exercise [7.28]. Therefore, tracking the breathing rate history can be useful in
avoiding false positives.

Figure 7.7 shows the thermal behavior inside the mask (FFP2 type) dur-
ing a respiration cycle. The temperature in the cheekbone and the lateral part
of the mask remains mainly constant, whereas the central part of the mask
changes according to the inhaled and exhaled air temperature. Therefore, the
dual-heat-flux sensor (DHF) must be installed on the lateral part of the mask to
avoid heating associated with breathing. To monitor breathing, a temperature
airflow sensor capable of detecting temperature variations is used. The tem-
perature airflow sensor consists of a Negative Temperature Coefficient (NTC)
thermistor integrated into the mask and located under the nose. Compared to
other temperature sensors, NTC devices are inexpensive and are characterized
by both high sensitivity and high non-linearity. In this design, absolute tem-
perature is not required. Consequently, the calibration and the non-linearity of
this sensor are not critical issues. In the manufactured prototype, a radial glass
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NTC model G10K3976 from TE Connectivity is employed.

The first-order approximation of the Steinhart–Hart equation [7.29] is given
by the manufacturer to model the NTC resistance R as a function of the tem-
perature:

1

T
=

1

T0
+

1

β
ln

(
R

R0

)
(7.5)

where T is the temperature in K, R0 = 10kΩ is the nominal resistance at T0

= 298 K, and β = 3976 K is the Steinhart–Hart parameter, which is provided
in the thermistor datasheet.

A simple voltage divider composed of the NTC and a resistance with the
nominal value of the NTC (10kΩ) connected to the supply voltage Vcc is used
to obtain the breathing measurement. The voltage output Vout of this circuit is
acquired with the internal analog-to-digital converter (ADC) of the microcon-
troller:

Vout = Vcc
R

R+R0
(7.6)

In order to estimate the limitation in the temperature measurement due
to the finite resolution of the ADC, the voltage sensitivity can be obtained by
combining 7.5 and 7.6 and derive the result with respect to the temperature:

dVout

dT
=

dVout

dR

dR

dT
= −Vcc

R ·R0

(R+R0)2
β

T 2
≈ −Vcc

4

β

T 2
(7.7)

For temperatures in the order of ambient temperature T ≈ T0 gives an
approximate value of -35 mV/K. Taking into account that the temperature
variation due to airflow is on the order of 4 to 5 degrees, the microcontroller’s
10-bit ADC provides enough resolution to digitize the output without the need
for amplification, thus reducing the number of components.

This temperature signal estimated from the airflow sensor has a small vari-
ation over the average temperature of the mask and it is also noisy. Therefore,
after the average signal is subtracted, low-pass filtering is applied to reduce
noise. Since the filters must be implemented in a low-power microcontroller,
exponential moving average (EMA) filters are used to reduce the computational
charge and memory. The average temperature Xav[n] is estimated using the fol-
lowing recursive equations from the measured temperature samples X[n] [7.30]:
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Xav[n] = α1X[n] + (1− α1)Xav[n− 1] (7.8)

The output breathing signal Y [n] is obtained from a second exponential
moving average filter applied to X[n] after subtracting the average value to
reduce noise:

Y [n] = α2(X[n]−Xav[n]) + (1− α2)Y [n− 1] (7.9)

Typical values for α1 and α2 are 0.04 and 0.08, respectively.

The breathing rate is usually expressed in breaths per minute (bpm). It can
be estimated from the inverse of the interval between two consecutive peaks of
the breathing signal. A robust peak detection algorithm described in [7.31] is
applied to the filtered breathing signal Y [n]. When an interval between two
consecutive breathings is longer than 10 seconds, it is considered as apnea. In
this case, an apnea index is activated to count the number of apneas during the
measurement session.

Compared to conventional airflow sensors used for breath monitoring, the
integration of the airflow sensor in the mask allows for comfortable breath mon-
itoring once the obligation to wear the mask is assumed.

Figure 7.7: Thermal image of a breathing cycle of a subject with a mask.
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7.3 Results

7.3.1 Calibration of the temperature Sensor

In order to find the thermal resistance ratio K an experimental setup similar
to the one proposed in [7.32] is conducted (see schema in Figure 7.8). This
experiment allows to set the core temperature and check the calibration. A water
bath at a temperature of 37º simulates the nominal temperature of the body.
A copper container is placed floating on the water. Rubber sheets were used to
emulate the skin and subcutaneous tissue. The thickness of the rubber can be
increased by adding more sheets. Rubber material has been chosen because its
thermal conductivity (0.17Wm−1K−1) is close to the value of the subcutaneous
tissue. Then the probe is located on the rubber layer and the thermal resistance
ratio K is determined for different thicknesses from the measurement of the four
temperature sensors using (7.4). The water temperature is monitored with a
thermometer and controlled with a hot plate (with resolution of ±1 ºC). A
nearly constant value as a function of the thickness of the rubber layer has been
obtained (see the top plot in Figure 7.9). The room temperature is 25ºC. Using
the value of the ratio K = 1.2 that has been found, the water temperature
is estimated from another set of measurements (Figure 7.9). The differences
produced could be attributed to poor lateral insulation of the prototype [7.25].
Despite this drawback, the error is typically below 0.5ºC.

From the thermal resistance ratio K found with the latest experimental
setup, the core temperature of a subject wearing the face mask can be estimated
from (7.3). A set of measurements are shown in the following figures. The
experiments have been repeated with different persons and similar conclusions
have been achieved. The measured temperatures for each sensor of the DHF
sensor, following the notation of Figure 7.5, are shown in Figure 7.10. The
estimated core temperature and the measured temperature in the armpit with
a thermistor are shown in Figure 7.11. It takes about 100 seconds to reach a
value close to the core temperature. Figure 7.11 shows the difference between
two sensors once the temperatures reach the thermal equilibrium. The standard
deviation error is 0.2ºC which is of the order of the temperature sensor accuracy.
When the mask is not worn, the four temperature sensors tend to ambient
temperature and, therefore, it is useful to verify the correct placement of the
face mask.
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(a)

(b)

Figure 7.8: Scheme of the body simulation method used to calibrate the DHF
sensor (a), and photography of the experimental equipment used to calibrate
the DHF sensor (b).

7.3.2 Determination of breathing rate and coughing events

An example of breathing rate estimation is shown in the following figures. Figure
7.12 shows the measured temperature by the frontal thermistor installed in the
mask close to the nose area, in addition to the core temperature estimated
with the DHF probe. Some apneas periods have been simulated by consciously
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Figure 7.9: Thermal resistance ratio K (top) and estimated water temperature
(bottom) as a function of rubber thickness.

Figure 7.10: Measured temperature for each temperature sensor in the probe as
function of the time after installing the smart mask.

stopping breathing. The maximum and minimum peaks obtained with the peak
search algorithm are also plotted on the graph. The breath frequency can be
obtained from the time position of the maximum peaks (see Figure 7.13). The
average breathing is also shown in this figure. Apneas can be identified if the
time interval between two consecutive breaths is greater than 10 seconds. An
increase in breathing amplitude is observed after the end of each apnea period.
The breath frequency can be obtained from the time position of the maximum
peaks (see Figure 7.13). The average breathing is also shown in this figure.
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Figure 7.11: Comparison of the estimated core temperature with the dual-heat-
flux sensor and measured in the armpit with a thermistor (top) and difference
between both measurements after the initial response (bottom).

Apneas can be identified if the time interval between two consecutive breaths is
greater than 10 seconds. An increase in breathing amplitude is observed after
the end of each apnea period. These figures show how the smart mask can be
used to monitor breathing activity. Some simple statistics such as the average
breathing rate, the maximum breathing rate, and the apnea count can be saved
in the flash memory of the microcontroller. For continuous data logging, an SD
memory card can be used to store the complete data over time.

The presence of cough is another symptom associated with COVID. The
system has the ability to detect cough events. Figure 7.14 shows the temperature
of the thermistor after installing the mask. It can be shown that it takes about
25 seconds to reach the steady state. The figure shows the maximum peaks
associated with the breaths. Under these conditions, the amplitude of the peaks
remain nearly constant. To show the detection of cough, in this figure, the
subject has coughed three times. Coughs cause a rapid rise in temperature of
about 1 degree due to the sudden expulsion of air. Therefore, by detecting these
peaks and comparing the level with the average of the last 5 temperature peaks,
a simple cough counter can be implemented (see graph at the bottom of Figure
7.14).
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Figure 7.12: Estimated core temperature and measured frontal thermistor tem-
perature for breathing rate estimation (top). Breathing signal after removing
and filtering the baseline (bottom).

Figure 7.13: Estimated breathing rate (vertical bars) and average breathing rate
(red solid line).

7.3.3 Wireless measurement and positioning

In chapter 5 the LoRa backscattering localization system based on the received
signal strength has been introduced. The work here proposed focuses on know-
ing the relative position of the person with respect to the door, establishing if
the person is inside or outside the room. Therefore, a simpler classifier that does
not require a training procedure is investigated. Some tests have also been done
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Figure 7.14: Thermistor temperature measured after putting on the mask con-
sidering coughing episodes (top). Number of cough episodes detected from
maximum temperature peaks (bottom).

to evaluate the feasibility of locating the person from the backscattered signal
using the setup shown in Figure 7.15, which corresponds to a typical access
control (see Figure 7.4). LoRa ICs are equipped with measured received signal
strength intensity (RSSI) and SNR indicators. The values of these measured
parameters are stored in the corresponding registers and can be read via the
SPI bus by the host processor. Figure 7.15 shows the decrease of the RSSI at
receiver number one (placed outside) and the increase at receiver number two
(placed inside) as the person walks through the door from outside to inside.

However, from equation (5.1) of chapter 5, the received power would be
expected to increase significantly as the person gets closer to the transmitter.
Although there is a slight increase, it was expected to be larger. This is at-
tributed to both diffraction effects and the blocking of the direct line of sight
produced by the walls and the body itself. The measured RSSI for each re-
ceiver presents the crossover at approximately the equidistant point between
each receiver and the transmitter. Following (5.1), the power at the receivers
should be equal for equal distances between the transmitter and each receiver.
This defines a plane located midway between both receivers. However, due to
the attenuation of the walls, slight variations in the positioning of the receiver
and, in general, a non-symmetrical scenario, a displacement of the crossover
point may occur. A threshold difference parameter (∆RSSI) to establish the
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crossover point at the door entrance can be considered. The smart mask will be
located inside when the difference between the RSSI measured at each receiver
is greater than this parameter ∆RSSI:

RSSI2 −RSSI1 > ∆RSSI (7.10)

This parameter can be determined experimentally when the receivers are
installed. The backscatter is placed in the center of the door and then the
difference of the measured RSSI values of the two receivers is averaged. An
analog decision rule can be applied using the SNR measurements returned by
the transceiver.

Figure 7.15: Measured RSSI at the two receivers (receiver 1 outdoor and receiver
2 indoor) for a subject crossing a door, as a function of distance.

To study the reception coverage several measurements have been made with
the backscatter device within a radius of three meters around the entrance.
Figure 7.16 shows the cumulative distribution function (CDF) of the RSSI and
the signal to noise ratio (SNR) received for points randomly taken both outside
and inside the room. These figures show that the measured RSSI and SNR are
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higher for the receiver closest to the mask. The average SNR returned by the
LoRa transceiver has higher resolution than RSSI, so that, it is preferred to
use the measured SNR values than RSSI values. Therefore, a simple classifier
based on the measured SNR can be used to determine whether the smart mask
is inside or outside the building or room. The smart mask is outside if the
SNR of receiver 1 (at the outdoor) is higher than that of receiver 2 (at the
indoor). The read range can be increased by varying the LoRa parameters and
the power of the transceivers. The LoRa transceivers are connected to internet,
and the information gathered is sent by Message Queueing Telemetry Transport
(MQTT) protocol to a broker that can be accessed from any web browser or
mobile app.

Figure 7.16: Cumulative distribution function of the RSSI for (a) backscatter
outdoor and (b) backscatter indoor, and SNR for (c) backscatter outdoor and
(d) backscatter indoor.

In order to investigate the performance of the positioning system, a number
of measurements are done in a scenario in which both line-of-sight and multipath
propagation effects must be taken into account. Figure 7.17 shows a schematic
of the scenario. It consists of a corridor that allows access to the laboratory
through the door. Each receiver is 2.4 m away from the door and 1.5 m above
the ground. The transmitter is placed on top of the door. The entrance has two
doors, one of which is made of metal and is kept closed. RSSI and SNR mea-
surements are performed and recorded in each receiver in sets of backscattered
packets measured every 40 cm along the corridor and the entrance of the lab-
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Figure 7.17: Diagram of the scenario used in the measurements.

Figure 7.18: Average RSSI measured as a function of the backscatter position
with respect to each of the receivers. The standard deviation has been included
in the error bars.

oratory, as shown in the diagram in figure 7.17. A total of 1000 measurements
are done at each position with the smart mask worn by one person. Figures
7.18 and 7.19 show the average RSSI and SNR values measured at each receiver
(receiver 1 outside and receiver 2 inside) and the error bars show the standard
deviation obtained. From these data, the decision rule is applied for each mea-
surement cell. Figures 7.20 and 7.21 show the percentage of cases in which the
RSSI or SNR measured at the receiver located in the laboratory is greater than
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Figure 7.19: Average SNR measured as a function of the backscatter position
with respect to each of the receivers. The standard deviation has been included
in the error bars.

Figure 7.20: Percentage of cases in which the smart mask is classified inside,
as a function of the position with respect to each of the receivers, obtained by
comparing the measured RSSI of each receiver at each position.

that measured by the receiver located outside. Values close to 0% were found
corresponding to the positions furthest from the receptor. The result agrees
with the measured RSSI and SNR values that reach their minimum levels, close
to the sensitivity of the receiver. These cases can be ignored if they are con-
sidered to be outside the cover range. Again, slight better accuracy is observed
when using SNR measurements instead of RSSI measurements. Near the door,
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Figure 7.21: Percentage of cases in which the smart mask is classified inside,
as a function of the position with respect to each of the receivers, obtained by
comparing the measured SNR of each receiver at each position.

the accuracy is about 30% due to the measurement uncertainty and the random
nature of propagation. Therefore, it can be estimated that the resolution is
about one range cell (± 0.4 m), which is enough for this application. Therefore,
the proposed decision rule to classify the relative position with respect to the
door can be carried out without the need of a training procedure or the use of
a specific propagation model.

To investigate the fluctuations of the RSSI (or SNR) depending on the posi-
tion, a comprehensive empirical model has been developed. Propagation mod-
els applied to wireless signals within buildings have been extensively studied
in different contexts such as cordless phones and wireless local area networks
(WLANs) [7.33, 7.34]. The proposed model considers the effect of multipath
propagation due to reflections on walls, floor and large objects, the shadowing
or blockage of the transmitter and receiver due to the proximity of the body, and
the attenuation due to walls and doors along the path. The model introduces
an additional attenuation to the receiver power given by (5.1):

L(dB) = Lobs(dB) + Lmultipath(dB) + Lblockage(dB) (7.11)

where Lobs considers attenuation due to propagation through walls or other
materials, and Lmultipath considers the attenuation due to the multipath inter-
ference, which is modeled using the two-slope model:
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Lmultipath(dB) = 10 ·(nT −2) · log (1 + dT /R0T )+10 ·(nR−2) · log (1 + dR/R0R)

(7.12)

where nT and nR are the path loss exponents for a distances greater than the
breakpoint distance [7.33], R0T and R0R are the backscatter to the transmitter
and the backscatter to the receiver paths, respectively. This model does not
consider any obstacle in the first Fresnel region and the path loss exponent is
close to 2 (or under 2 due to the corridor behaviour, equivalent to a wave-guide).
On the other hand, a path loss exponent larger than 2 is expected when the
distance is higher than the breakpoint. To account for the shadowing effect
of the transmitter or receiver due to the proximity of the body, an increasing
attenuation has been introduced as the backscatter approaches the transmitter
or receiver:

Lblockage(dB) = 10 · nbT · log (1 +R1T /dT ) + 10 · nbR · log (1 +R1R/dR) (7.13)

where nbT and nbR are exponent coefficients that control the level of atten-
uation, and R1T and R1R determine the range extension for the blockage of the
transmitter and the receiver, respectively.

Table 7.1 lists the empirical model parameters used in the simulations. Fig-
ure 7.22 shows a contour map of the received power (RSSI) simulated for each
receiver for the same distances between transceivers and heights than in the sce-
nario of 7.17. Figure 7.23 shows a cut for y = 0. Despite the limitations of the
model, it justifies the evolution obtained in the measurements performed in this
scenario. These figures show the ability of the model to predict the shadowing
around the transmitter and receivers, and show the convenience of the decision
rule 7.10 based on the highest RSSI (or SNR) that permits to predict if the
person has crossed the gate or not(position x = 0). Considering a deviation in
the RSSI measurements of 2 dB, the resolution is in the order of ±0.5 m, which
is in agreement with the experimental results.
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Parameter Symbol Value

Attenuation due to obstacles Lobs 15 dB

Path loss exponent for transmitter to backscatter path nT 3

Path loss exponent for backscatter to receiver path nR 3

Breakpoint distance for backscatter path R0T 1.5 m

Breakpoint distance for backscatter to receiver path R0R 1.5 m

Blockage exponent for the transmitter nbT 4.5

Blockage exponent for the receiver nbT 4.5

Extension of blockage distance in the transmitter R1T 1.5 m

Extension of blockage distance in the receiver R1T 1.5 m

Table 7.1: Indoor propagation model parameters.

Figure 7.22: Simulated received power (RSSI) at the receiver located inside
(top) and outside (bottom).
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Figure 7.23: Simulated received power (RSSI) as a function of the x-position at
y=0.

7.4 Discussion

In this section, a comparison with other technologies (conventional and pre-
sented in the literature) are discussed. The comparison is summarized in table
7.2. There are different commercially available methods for measuring body
temperature. Body temperature measurement depends on the accuracy of the
thermometer, the measurement site, and the skills of the person measuring the
temperature. The aim is to measure core temperature, which is defined as the
temperature of the large blood vessels in the internal organs and the brain.
Temperature measurement using a pulmonary artery catheter is considered the
standard. However, this method is difficult to perform and it is considered
an invasive measurement method. Therefore, other methods and parts of the
body such as the esophagus, the rectum, the armpits and the eardrum are
used to measure body temperature [7.35]. Esophageal and rectal measurements
are both generally considered valid [7.36] but are not suitable for non-contact
or continuous readings. Therefore, methods for measuring body temperature
from measurements performed on its surface are considered non-invasive and
are preferable for continuous measurements or home use.

Body temperature is measured on the surface of the skin and results from the
ambient temperature and the temperature inside the body. The main problem
is that it depends on factors such as blood circulation, activity and external
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temperature, and serves as a regulator of the body’s temperature. While the
core body temperature remains mainly constant, the surface temperature of
the human body can vary considerably (approx. 28 °C - 37 °C). Depending on
the ambient temperature, there can be big differences between the temperature
of the interior and the surface of the body. The temperatures in hands and
extremities decrease several degrees in cold environments.

There are different ear or tympanic measurement devices commercially avail-
able. The most common are manual handguns, but recently there are also
available portable over-the-ear devices for professional healthcare and for sports
monitoring (eg. from Cossinuss GmbH, Munich, Germany).

Axillary temperature measurement is a commonly used method. Modern
sensors are based on a thermistor placed in the armpit, which is a place where
the temperature remains stable and less influenced by the ambient temperature.
Devices designed for continuous measurement are attached with the help of
adhesive tape and can record the temperature and send the information via
Bluetooth to a mobile application. Commercial examples of this technology are
FeverSmart (model WT701, iMobile Healthcare LLC, Philadelphia, PA) and
iThermonitor (model WT701, Railing Medical Company, Beijing, China). The
main problem of these devices is given by the limitation of arm movements to
prevent them from being disconnected or interfering with the measurement, as
well as being problematic for measuring the temperature of babies.

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



202 Backscattering for IoT

Ref. Technology Advantages Disavantages

Com. Infrared Thermometer Cheap

- Operator needed.
- Close detection.

- Affected by external
environment conditions.

- Affected by body
thermoregulation.

Com. Thermo-scanner Remote detection

- Expensive.
- Affected by external

environment conditions.
- Affected by body
thermoregulation.

Com. Tympanic Thermometer
- Cheap.

- Body core temperature
estimation.

- Operator needed.
- Close detection.

Com. Axillary Thermometer
- Cheap.

- Body core temperature
estimation.

- Close detection.

[7.37] Zero-flux method - Body core temperature
estimation.

- Commercially available
- wired.

- High power consumption
for the heater.

[7.38]
[7.39]
[7.40]
[7.41]

UHF RFID - Cheap epidermal tag.

- Expensive reader.
- Position dependent.
- Can be Affected by
external environment.

[7.42, 7.25] BLE and Dual Flow heat
- Wireless measurement.

- Body Core temperature estimation
- Reading from a smartphone

- Require a head band.
- Does not measure breathing

or location.
- Requires authentication.

- Long-range.

[7.43] NFC Cheap.
Mobile as a reader.

- Measures the skin
surface temperature.
- Position dependent.
- Affected by external

environment conditions.
- Affected by body
thermoregulations.

- Short-range.

This work LoRa Backscatter

- Cheap.
- Body core temperature

estimation.
- Breathing rate estimation.

- Low resolution
Localization.

- Based on commercial
LoRa transceivers

- Integrated in a mask.
- Long-range.

- Cough detection.

- Battery assisted.
- Low data-rate.

Com.: Commercial available.

Table 7.2: Body temperature measurement methods
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In addition to those places where the body surface temperature is similar to
the core temperature (such as armpits or eardrums), there are other strategies
based on estimating the core temperature obtained from heat flux measure-
ments, such as considered in this work.

Zero-heat-flux (ZHF) method is a non-invasive method [7.44] that is com-
mercially available, for example, 3M commercializes the model SpotOn (3M,
St. Paul, MN). Zero-heat-flux thermometers consist of a heater and two ther-
mometers separated by a heat insulator. The heater is controlled to maintain
the two temperatures identical. When these conditions are met, an isothermal
tunnel from the core body to the skin surface is created. At this point, the
subdermal temperature can be measured approximately 1 to 2 cm below the
surface of the skin. In well-perfused parts of the body (such as the lateral fore-
head), the temperature of the tissue below the surface of the skin approaches
the core body temperature. This non-invasive method is a useful tool for mon-
itoring brain temperature. However, the current consumption associated with
the heater makes this solution unsuitable for battery-powered or wearable de-
vices. In addition, the patient must remain still to avoid the disconnection of
the probes on the forehead.

As described in this work, dual-heat-flux sensors are used as an alternative
to ZHF sensors with similar accuracy [7.24]. These sensors are installed also in
the forehead and are commercially available for clinical use (eg.Tcore product
from Dräger, Lübeck, Germany). For instance, in [7.42, 7.25], a dual-heat-flux
sensor has been integrated into a headband that allows data to be transmitted
to the mobile phone with Bluetooth.

Infrared thermometers are a cheaper solution than infrared camera-based
thermal scanners and are widely used to measure forehead temperature to ex-
amine people. A comparison of the accuracy of infrared thermometers with a
tympanic sensor has been presented in [7.45]; it shows that there are fixed offsets
that depend on the site where the measurement is made (forehead or wrist) and
therefore, a suspicious person with fever requires a double check. In addition to
the accuracy, the other issue arises from the need for a person to perform the
measurement and, consequently, the system is not fully automatic.

In the last years, some research groups have developed epidermal temper-
ature sensors based on UHF RFID tags [7.38, 7.39, 7.40, 7.41]. The accuracy
depends on the RFID integrated circuit, which embeds the temperature sensor
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and the RFID communication. These IC have poorer sensitivity than conven-
tional RFID IC without sensing capability due to the extra energy required to
bias the analog-to-digital converters as well as the sensors. In addition, losses
introduced by the body limit the read range of these epidermal tags to a few
meters. A prototype for the measurement of axillary temperature using passive
RFID has been proposed in [7.38]. In [7.41] a dual-sensor based on a dual UHF
IC embedded in a UHF RFID tag has been proposed to improve the estimation
of the body temperature. Although the cost of epidermal tags is low, the readers
are expensive and justified if the entire blockchain over RIFD is deployed for
other applications (eg. to track the real-time location of assets, employees, or
customers), limiting the application for small users.

Recently, large investigation can be found about battery-less sensors based
on energy harvesting Near Field Communications devices [7.46]. These RFID
tags obtain energy from the RF field to bias low-power microcontrollers and
sensors. Contactless epidermal sensors based on battery-less Near Field Com-
munications (NFC) [7.46] integrated into textile has been recently investigated
in [7.43]. This approach solves the requirement of a specific reader because a
mobile with NFC can be used as a reader, but the read range is limited to few
centimeters and gives the measurement of the shell temperature instead of the
core temperature. Therefore, the accuracy and the utility for screening depend
on the site where the tag is attached. When the tag is in the armpit can be
accurate but it is not very practical for automatic screening applications.

The system proposed in this chapter has the advantages of embedding the
core temperature sensor in a face mask as well as being fully automatic. On
the other hand, the estimation of the relative location can be measured us-
ing low-cost infrastructure based on commercial LoRa transceivers. Therefore,
an expensive reader and the installation of additional wearable devices are not
required. The communication based on backscattering extends battery life-
time. The main drawback is the low data rate due to the mechanism based on
backscattering of LoRa packed that avoids the use of custom readers (eg. SDR
receivers). Therefore, for screening applications, basic information can be sent
to avoid the amount of data (eg. few bits to encode the temperature level, a
bit to indicate the correct mask installation, a bit to indicate the usage time
of the mask, and few bits to encode the breathing rate). The cost of the mask
electronics is on the order of 5e and a reusable future commercial device can
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be designed, changing the contaminated mask after use.

7.5 Conclusion

This chapter has proposed a system (addressed as smart mask) for long-range
non-invasive wireless core body temperature and breath rate monitoring. It
takes advantage of the mandatory use of the face mask in the interiors during
pandemics to integrate into it a temperature and breath rate monitoring system
without requiring the use of another wearable (bracelet or headband). The
implementation of a body temperature and breath control of people using face
mask on a door is proposed in order to prevent entering persons with covid19-
compatible symptoms. In addition, it can be detected if the person is located
inside or outside the control point and its moving direction (if enters or exits)
in order to implement a people counter and an occupant registration.

The system relies on backscatter communication as an alternative to other
wireless communication system such as a Bluetooth. The latter sometimes re-
quires to authenticate and also some infrastructure to estimate the location
using proximity beacons (eg. the location sensors and smartphones). The pro-
posed backscattering system is implemented using low-cost LoRa devices. The
high sensitivity of LoRa receivers allows for the detection and collection of infor-
mation at enough range distance (a few meters). A proof-of-concept prototype
has been designed, which detects the core temperature by means of a dual-heat-
flux sensor and breath rate by means of measuring the exhaled temperature flow
using an NTC. The core temperature sensor output has been compared to the
measurement of the temperature in the armpit, obtaining a small difference in
the accuracy, but it is enough for non-contact and autonomous screening appli-
cations. In addition, the multiple temperature measurements and the breathing
rate estimation allow for both verifying correct face mask placement and usage
time, avoiding the use of complex identification systems based on cameras and
on computer vision. The smart mask also allows for the detection of coughing
episodes from the sudden increase in thermistor temperature.

Other sensors could be integrated into smart masks, especially those used
in industrial environments that are characterized by their larger size. Conse-
quently, sensors such as those used to detect the presence of toxic gases (eg
carbon monoxide or flammable gases) could be added to smart face masks. The
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transmission rate of the system is limited by the time between LoRa packets.
Therefore, the amount of information to transfer is limited. To overcome this
issue, in applications where the sensor can be applied to monitor the temper-
ature or breathing during large periods, data can be saved in the memory of
the microcontroller and downloaded later for processing. On the other hand,
other wireless transmission systems such as Bluetooth Low Energy (BLE) can
be employed to transfer the data.
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Chapter 8

General Conclusion

This doctoral thesis has studied the design and implementation of low-power
long-range wireless communications using LoRa backscattering. Work has been
conducted on both system implementation and application viability analysis
for three different fields, contributing to bringing this technology closer to the
commercial sector.

Research on backscattering tag front-end design has been carried out. Con-
ventional load-modulated front-end has been compared with a reflection am-
plifier front-end, showing the increase in the backscattered power, at expenses
of higher power consumption. It is worth noting that the power consumption
has remained in the µA range, keeping in alignment with the purpose of this
thesis. The two most relevant reflection amplifier topologies available in the
literature have been implemented using a tunnel diode and a bipolar transistor,
both enhancing the radar cross-section of the tag. Although the tunnel diode
exhibited a higher individual gain-consumption efficiency, its biasing point poses
a challenge for its integration within a tag, since it requires power conversion to
interface it with the minimum operation voltage of the digital unit. Therefore,
is concluded that, despite the more modest individual behavior, the transistor-
based reflection amplifier is more efficient within a full integration context, since
it does not require bias voltage conditioning.

After having studied the integration of these amplifiers in backscattering
tags, several challenges arise regarding efficiency and operation. The input
power dependence of the reflection amplifier makes it susceptible to oscillation
when is biased close to the unstable region. Therefore, under specific conditions

211

UNIVERSITAT ROVIRA I VIRGILI 
LONG-RANGE BACKSCATTERING COMMUNICATIONS FOR NEXT GENERATION IOT APPLICATIONS 
Marc Lázaro Martí



212 General Conclusion

oscillation may occur, interfering with or completely disrupting the communi-
cation of other tags operating in the same frequency band. Additionally, main-
taining the reflection amplifier continuously powered is not an efficient practice.
In this thesis the integration of a current sensor in the supply line of the reflec-
tion amplifier to actively control it, turning it off when the input power exceeds
a specific threshold, is proposed. This approach prevents tag oscillation and
significantly prolongs battery life.

Tag up-link communication has been implemented by means of two different
modulation schemes: a LoRa-packet OOK modulation and a novel down-chirp
modulation. The proposed LoRa-packet OOK modulation stands out by its
compatibility with commercial-of-the-shelf LoRa transceivers, making the im-
plementation cheap and simple. However, the LoRa packets limit the maximum
data-rate to a few bits per second, posing a problem for high data-rate de-
manding applications. On the other hand, a novel modulation based on down
chirps has been proposed, leveraging the inherent gain of LoRa modulation and
exhibiting a more efficient use of spectrum. Additionally, a DSSS technique
based on a Barker sequence has been implemented, providing an extra process-
ing gain to the proposed modulation. The main disadvantage is that it requires
a dedicated receiver to demodulate the signal. Employing an SDR to demod-
ulate the backscatter signal makes the system less attractive but removes the
LoRa packet constraint, allowing higher data-rate modulations. Further work
exploring the limits of the proposed modulation, both in terms of data-rate and
communication range as a function of the power drawn could be carried out.

The communication through backscattering of LoRa packets has been val-
idated with the implementation of three different applications. First, a low-
resolution localization system based on the backscattered LoRa packets received
signal strength has been successfully implemented. The main advantage that
brings this approach is the low power consumption of the tag and the low cost
of the overall implementation. Additionally, the system has been enhanced with
machine learning techniques, further increasing its reliability. Simulated and ex-
perimental results have been provided, and several machine learning algorithms
have been compared, showing the individual performance for each of them. Sec-
ond, the proposed LoRa backscattering communication has been studied for the
design of a deep implant. The most significant contribution of this part has been
to prove that backscattering communication can operate perfectly even under
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high attenuation caused by the body’s tissues. Despite that, the final design
of an implant requires evaluating additional aspects, such as the biocompati-
bility of the coating and evaluation under more realistic conditions, the LoRa
backscattering communication has been proved to operate under the conditions
of an implanted device. Lastly, a smart mask capable of measuring body tem-
perature and monitoring respiration, two crucial indicators during the COVID
pandemic, has been designed. The wireless communication and a system to de-
termine the users entering and exiting a building have been implemented with
the proposed LoRa backscattering technique. With these three applications, the
viability of LoRa backscattering modulations has been demonstrated, bringing
it closer to future commercial applications.

To conclude the thesis, it is worth mentioning that the research conducted in
the field of backscattering communications is extensive, with high-quality contri-
butions constantly emerging in the literature. Unfortunately, in the commercial
field, backscattering techniques remain confined to RFID technology. The rea-
son for this is that despite scientific efforts to address and improve the individual
aspects of backscattering systems, the lack of standardization in the field poses
a barrier to further advancement. Therefore, the next objective within the field
of backscattering should be the design of a backscattering development platform
with standardized communication protocols compatible with the major wireless
technologies: WiFi, Bluetooth, and LoRa. This should be the next goal in
backscattering communications and the focus of future work.
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